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About the International Telecommunication Union and
The Global Cybersecurity Agenda

The International Telecommunication Union (ITU) is the leading United Nations agency
for information and communication technology issues, and the global focal point for
governments and the private sector in developing networks and services.

A fundamental role of ITU following the World Summit on the Information Society
(WSIS) and the 2006 ITU Plenipotentiary Conference is to build confidence and
security in the use of information and communication technologies (ICTs). Heads of
States and government and other global leaders participating in WSIS, as well as ITU
Member States, entrusted ITU to take concrete steps towards curbing the threats and
insecurities related to the information society. To fulfill this mandate, ITU Secretary-
General Dr Hamadoun |. Touré launched the Global Cybersecurity Agenda (GCA) as a
framework for international cooperation in 2007.

The GCA aims to enhance confidence and security in the information society. It is
designed for cooperation and efficiency, encouraging collaboration between all
relevant stakeholders and building on existing initiatives to avoid duplicating efforts.
The GCA is the first truly global multistakeholder and public—private alliance against
cyberthreats. In 2008, ITU and the International Multilateral Partnership Against Cyber
Threats (IMPACT) formally entered into a Memorandum of Understanding, after which
IMPACT's state-of-the-art headquarters in Cyberjaya, Malaysia, became the physical
home of the GCA. IMPACT is an international public—private initiative dedicated to
enhancing the global community’s capacity to prevent, defend and respond to
cyberthreats. This collaboration provides ITU’s 192 Member States and others with the
expertise, facilities and resources to effectively enhance the global community’s
capability and capacity to prevent, defend against and respond to cyberthreats. Since
its launch, the GCA has attracted the support and recognition of leaders and
cybersecurity experts around the world. H.E. Dr. Oscar Arias Sanchez, former President
of the Republic of Costa Rica and Nobel Peace Laureate, and H.E. Blaise Compaoré,
President of Burkina Faso, are both Patrons of the GCA.

The GCA has fostered initiatives such as Child Online Protection (COP), the
Cybersecurity Gateway and, through its partnership with IMPACT and with the support
of leading global players, is currently deploying cybersecurity solutions to countries
around the world. ITU would like to thank H.E. Laura Chinchilla, President of Costa Rica
in her role as Patron of ITU's COP.
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About the World Federation of Scientists and its
Permanent Monitoring Panel on Information Security

The World Federation of Scientists (WFS) was founded in Erice, Sicily, in 1973, by a
group of eminent scientists led by Isidor Isaac Rabi and Antonino Zichichi. Since then,
many other scientists have affiliated themselves with the Federation, among them T.
D. Lee, Laura Fermi, Eugene Wigner, Paul Dirac and Piotr Kapitza.

The WFS is a free association, which has grown to include more than 10,000 scientists
drawn from 110 countries. All members share the same aims and ideals and
contribute voluntarily to uphold the Federation’s Principles. The Federation promotes
international collaboration in science and technology between scientists and
researchers from all parts of the world — North, South, East and West. The Federation
and its members strive towards an ideal of free exchange of information, where
scientific discoveries and advances are no longer restricted to a select few. The aim is
to share this knowledge among the people of all nations, so that everyone may
experience the benefits of the progress of science.

The creation of the World Federation of Scientists was made possible by the existence,
in Erice, of a centre for scientific culture named after the physicist Ettore Majorana,
the Ettore Majorana Foundation and Centre for Scientific Culture (Centre). This
Centre, which has been dubbed “The University of the Third Millennium,” has become
a global educational force. Since its founding in 1963, the Centre has conducted
123 schools and 1,497 courses for 103,484 participants (125 of which are Nobel
Laureates), coming from 932 universities and laboratories of 140 nations.

The Ettore Majorana Centre was a precursor of the World Federation of Scientists and
its action to mitigate planetary emergencies. The World Federation of Scientists
rapidly identified 15 classes of Planetary Emergencies and began to organize the fight
against these threats. One of its main achievements was the drawing up of the Erice
Statement, in 1982, by Paul Dirac, Piotr Kapitza and Antonino Zichichi, clearly setting
out the ideals of the Federation and putting forward a set of proposals for putting
these ideals into practice. Another milestone was the holding of a series of
International Seminars on Nuclear War which have had a tremendous impact on
reducing the danger of a planet-wide nuclear disaster and have ultimately contributed
to the end of the Cold War. In 1986, through the action of a group of eminent
scientists (most of whom were members of the WFS) the International Centre for
Scientific Culture ICSC-World Laboratory was founded in Geneva to help achieve the
goals outlined in the Erice Statement.

vi
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WEFS established its Permanent Monitoring Panel (PMP) on Information Security in
2001. Its report, Toward a Universal Order of Cyberspace: Managing Threats from
Cybercrime to Cyberwar, was one of the leading documents filed by the civil society in
the United Nations’ World Summit on the Information Society (WSIS) first held in
Geneva in 2003. The PMP has published numerous papers on cybersecurity and
cyberwarfare and regularly presents information security issues as a critical planetary
emergency topic in WFS plenary sessions held each August in Erice. In August 2009,
the PMP was so alarmed by the potential of cyberwarfare to disrupt society and cause
unnecessary harm and suffering, that it drafted the Erice Declaration on Principles of
Cyber Stability and Cyber Peace, which was adopted by the Plenary of the WFS on the
occasion of the 42nd Session of the International Seminars on Planetary Emergencies
in Erice on 20 August 2009. The Declaration has been distributed to every Member
States of the United Nations.

The PMP is co-chaired by Amb. Henning Wegener of Berlin & Madrid and Dr Jody R.
Westby, CEO of Global Cyber Risk LLC, in Washington, DC. Its members contributing to
this publication include:

CONTRIBUTING PMP MEMBERS

William Barletta

William A. Barletta is the Executive Director of the United States Particle Accelerator
School, a national graduate program. He is Adjunct Professor of Physics at the
Massachusetts Institute of Technology and at the University of California Los Angeles.
He is also Visiting Full Professor of Economics at the University of Ljubljana, Slovenia,
where he teaches strategic management, and senior advisor to the President of
Sincrotrone Trieste, Italy. He is a Fellow of the American Physical Society, a member of
its Panel on Public Affairs, vice-chair of its Forum on International Physics and vice-
chair of its Division of Physics of Beams. He is co-author and editor of five books and
the author of more than 150 articles covering a very wide range of technological
topics. barletta@mit.edu

Vladimir Britkov

Vladimir B. Britkov (Ph.D.) is the Head of the Information Modeling Laboratory in the
Institute for Systems Analysis of the Russian Academy of Sciences, Moscow, Russia. He
is an Adjunct Professor of Systems Analysis and Systems Modeling in the Moscow
Institute of Physics and Technologies (State University). His major areas of research
include computer-based modeling and simulation and application of knowledge-based
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systems for decision support. He has served as a member of the Board of the Directors
of The International Emergency Management Society (TIEMS). He is a member of
various editorial boards of scientific journals in the fields of modeling and simulation,
and of various international working groups. He has been a member of the World
Federation of Scientists Permanent Monitoring Panel on Information Security since
2003. britkov@gmail.com

Jacques Bus

Jacques Bus is an independent consultant at Digitrust.EU working in the area of Trust
and Security in Information and Communication Technology (ICT) and a Research
Fellow at the University of Luxembourg. After 12 years of research in Mathematics he
focused on research management and worked for more than 20 years in the ICT
Research Programme of the European Union, the last six years of which he worked as
Head of Unit ICT Trust and Security. He is a member of the World Federation of
Scientists Permanent Monitoring Panel on Information Security. He publishes and
speaks on issues of trust, security, privacy and identity management. www.digitrust.eu

Axel Lehmann

Axel Lehmann is Full Professor at the Department for Informatics at the Universitat der
Bundeswehr Miinchen where he holds a chair for modeling and simulation. He is also
chairman of the university’s Institute for Intelligent Systems (ITIS). His major areas of
research range from computer-based modeling and simulation, application of
knowledge-based systems for diagnosis and decision support, to design of innovative
computer architectures. He is a former president of the Society for Modeling and
Simulation International, a Fellow of the German Informatics Society, a member of
various editorial boards of scientific journals in the fields of modeling and simulation,
and a member of international working groups and evaluation committees, e.g. for the
European Union. He has been a member of the WFS PMP since 2001.
axel.lehmann@unibw.de

Hamadoun I. Touré

Dr Hamadoun I. Touré, Secretary-General of the International Telecommunication
Union (ITU) since January 2007, was re-elected for a second term at the ITU
Plenipotentiary Conference, Guadalajara, Mexico, in October 2010. He served as
Director of ITU’s Telecommunication Development Bureau (BDT) from 1998 to 2006,
and has wide professional experience in both the public and private sectors. Born
in 1953, Dr Touré holds a Masters Degree in Electrical Engineering from the Technical
Institute of Electronics and Telecommunications of Leningrad (LEIS, USSR) and Doctor
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of Philosophy Degree (PhD) from the University of Electronics, Telecommunications
and Informatics of Moscow (MTUCI, Russia). He is committed to ITU as an innovative,
forward-looking organization adapted to meeting the challenges created by the rapidly
changing ICT environment, and to continuing to spearhead the Union towards
implementing the resolutions of the World Summit on the Information Society (WSIS)
and achieving the Millennium Development Goals (MDGs). hamadoun.toure@itu.int

Vitali Tsygichko

Dr V.N. Tsygichko, Colonel, Russian Army, Ret., is a full member of the Russian
Academy of Natural Sciences, and since 1985 the chief researcher at the Institute of
Systems Analysis of the Russian Academy of Sciences (ISA RAS). He is currently the
Russian Federation’s Ministry of Foreign Affairs expert on information security
problems. Since 1967 he has served the Central Research Institute of the Ministry of
Defense, working on mathematical simulations of military operations. From 1988-1991
he headed an autonomous Center for Research into National Security Problems. Dr
Tsygichko’s range of scientific interests embraces methodological and systematic
problems of modeling socio-economic processes; decision theory; applied systems
analysis; the theory and methods of socio-economic forecasting; ensuring national
security and strategic stability; information security problems; and geopolitical
problems. He has authored over 200 papers and eight books. He is a permanent
author of journals such as Military Thought, Military Bulletin, Independent Military
Review, and a number of foreign publications. He is a graduate of the Ryazan Artillery
Military School, the Dzerzhinsky Military Academy, and holds a Doctor of Science
(Engineering) and Professor. vtsygichko@inbox.ru
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provides consulting and legal services to public and private sector clients around the
world in the areas of privacy, security, cybercrime, critical infrastructure protection,
and economic espionage. She is chair of the American Bar Association’s (ABA) Privacy
& Computer Crime Committee (Section of Science & Technology Law) and represents
the ABA on the National Conference of Lawyers and Scientists. Ms Westby was a
member of the ITU Secretary-General’s High-Level Experts Group and led the
development of the ITU Toolkit for Cybercrime Legislation. She co-chairs the World
Federation of Scientists Permanent Monitoring Panel on Information Security. Ms
Westby is co-author and editor of four books on international cybercrime,
cybersecurity, and privacy and has published numerous articles. She speaks globally on
these topics. westby@globalcyberrisk.com
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Foreword

In the world of 2011, we enjoy the benefits of a boundless global information society,
but with these benefits comes the threat of cyber attacks. They can arise anywhere, at
anytime, and cause immense damage in the blink of an eye. This potential damage is
increased exponentially by the linking of information and communication technologies
(ICTs) with vital national infrastructures.

We must act now to stem this growing threat.

At the World Summit on the Information Society (WSIS), world leaders and
governments entrusted the International Telecommunication Union (ITU) with the
task of coordinating a mechanism for building confidence and security in the use of
ICTs. Since that time, Secretary General Touré has launched the Global Cybersecurity
Agenda (GCA), and ITU has actively pursued fulfillment of this mandate through a
number of initiatives. Above all else, ITU remains deeply concerned about
cyberthreats among its Member States.

The World Federation of Scientists (WFS) promotes international collaboration in
science and technology between scientists and researchers from all parts of the world.
It strives to advance the free exchange of information so that everyone can benefit
from the progress of science. In 2009, the WFS’s Permanent Monitoring Panel (PMP)
on Information Security drafted the Erice Declaration on Principles of Cyber Stability
and Cyber Peace, which calls for concerted, international action to ensure that
information networks and systems remain stable, reliable, available, and trusted. The
Declaration was adopted by the Plenary of the WFS on the occasion of the 42nd
Session of the International Seminars on Planetary Emergencies in Erice (Sicily) on 20
August 2009 and has been distributed to every Member State of the ITU.

Xi
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To achieve the mutual goal of ensuring Cyber Peace, collaboration between ITU and
members of the science and technology community is critical. We cannot effectively
confront the threat of cyberwar without the involvement of those with expert
knowledge and insight of the technologies that are changing the global landscape.

This volume gives voice to that community. It represents a necessary step in the
process of building international cooperation to address these challenges. We are
grateful for the opportunity to present all our views on this critical issue.

At

Dr Hamadoun I. Touré Professor Dr Antonino Zichichi
Secretary-General President
International Telecommunication Union World Federation of Scientists
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1 Introduction

By Jody R. Westby

This publication aims to promote the concept of global cyber peace by:

o Examining how ICTs underpin everyday life;

o Evaluating current cyberthreats and trends;

o Analysing the impacts of cybercrime and cyber conflict;

o Assessing the validity of current legal frameworks;

o Defining the concept of cyber peace, and establishing it as an overriding

guiding principle for peaceful behaviour in cyberspace; and

o Charting a path forward.

The Internet is the central nervous system of society. Consider that every critical
infrastructure sector is dependent upon ICTs. They are controlled by supervisory
control and data acquisition (SCADA) systems and other complex information
technology (IT) processes that are connected in some fashion to the Internet. For
example, hospitals and medical centers utilize ICTs for everything from emergency
dispatch to life support systems. The oil and gas and transportation sectors deploy
sophisticated processing and navigational systems that are fully computerized, and
financial companies operate through e-payment systems and electronic processing.
Governments are dependent upon ICTs to deliver services, manage operations across
diverse geographical areas, maintain public safety and protect their territories.
Businesses rely upon computer systems that manage supply chains, customer
relations, financial flows, and perform manufacturing functions. And the
communication systems and utility grids are the “super critical” infrastructures upon
which all others are dependent.

The Internet also is now integrally woven into the everyday functions and lives of the
individual. Whether working, learning or playing, ICTs play a role. The Internet enables
the propagation of knowledge and information at a level unprecedented in world
history. The power of social networking links populations and influences them in ways
completely separate from, or unanticipated by, their governments. It has enabled the
empowerment of the individual, the expansion of the self, and the dissemination of
uncommon ideas via a mechanism that is largely blind to borders and diplomatic or
political considerations. Today, an individual can rapidly impact perceptions, values,
ideas, and biases simply through their ability to create content and distribute it
globally.
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The pervasiveness of the Internet, however, also has spawned criminal activities and
created new avenues for intelligence gathering and conflict. Vulnerabilities within
operating systems, software, and security settings enable exploits that threaten basic
services to civilian populations, facilitate economic espionage, and impact government
operations. Viruses, worms, distributed denial of service (DDoS) attacks, theft of
proprietary data, spam, and fraud all undermine the reliability of ICTs and the ability of
societies and economies to function.

Effective security programs will improve the resilience of systems and help detect,
prevent, and mitigate such actions. Technological patches and new innovations will
help block and track attacks, and harmonized cybercrime laws will advance the
investigation and prosecution of cybercriminals. There is much work to be done in
each of these areas, but the most dangerous and potentially destructive problem is
when nation states employ such tactics to wage cyber conflict.' There are now
numerous examples of how political and military conflicts spill over into cyberspace,
effectively undermining trust in ICTs and presenting serious risks. Several of these
instances are described in the subsequent chapters of this publication.

Before the advent of the information society, power and leadership were usually held
by those with political authority, military superiority, and economic dominance. Nation
States and international organizations dictated social norms and values, and armed
conflict was governed by laws and treaties based around territorial integrity and
defensive capabilities in land, air, and sea. Today, however, the Internet has drastically
shifted this balance of power. Nothing illustrates this point better than the history of
the Internet itself.

World events can be important motivators. On the heels of World War Il, America was
faced with a new kind of enemy: the Cold War, communism, and threats of nuclear
strikes. In response to concerns about Soviet scientific supremacy after their launch of
the Sputnik, the first artificial earth satellite, President Eisenhower founded the U.S.
Defense Department’s Advanced Research Projects Agency (ARPA), now DARPA, to
coordinate all U.S. technological research.” J.C.R. Licklider was hired from the
Massachusetts Institute of Technology (MIT) to head up ARPA’s computer research

The term cyber conflict is intended to include scenarios that may be labeled as “cyberwarfare.”

2 “p Brief History of the Net,” Fortune, 9 Oct. 2000 at 34,
http://money.cnn.com/magazines/fortune/fortune archive/2000/10/09/289297/index.htm
(hereinafter “Fortune”); see also Dave Krisula, “The History of the Internet,” Aug. 2001 (expanded
2009), www.davesite.com/webstation/net-historyl.shtml (hereinafter “Krisula”).
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program. A few months before, he had published a series of memos discussing a
“Galactic Network” of interconnected computers that enabled shared access to
programs and files. Vint Cerf, Bob Kahn, and some of the other “Fathers of the
Internet” later noted that, “In spirit, the concept was very much like the Internet of
today.”?

About that same time, the Air Force, concerned about its ability to maintain command
and control operations following a nuclear attack, commissioned RAND to do a study
on a survivable military network that could provide “minimum essential
communications.”* The RAND work (1962-1965) concluded with a report by Paul
Baran describing how a packet switched computer network could provide this
capability.” Simultaneously (and unbeknownst to the RAND group), three MIT
engineers were discussing the concept of networked computers and packet
switching.6 In late 1966, one of the MIT engineers, Lawrence Roberts, moved over to

DARPA “to develop the computer network concept”.’

The rest is well known history. In 1971, the ARPANET, as the Internet was first called,
had 23 hosts connecting government research centers and universities across the
United States. By 1981, it was called the Internet, and by 1991, the World Wide Web,
developed at the European Organization for Nuclear Research (also known as CERN),
by Sir Timothy Berners-Lee,® came into existence. The combination of the Internet and
Web ignited ideas of commercial use, but corporations were blocked from accessing
the backbone through the National Science Foundation’s (NSF) NSFNET.

3 Barry M. Leiner, Vinton G. Cerf, David D. Clark, Robert E. Kahn, Leonard Kleinrock, Daniel C. Lynch,
Jon Postel, Larry G. Roberts, Stephen Wolff, “A Brief History of the Internet,” Internet Society (1ISOC)
All About the Internet, www.isoc.org/internet/history/brief.shtml (hereinafter “A Brief History of
the Internet”); Licklider published his series of “Galactic Network” memos in August 1962 and began
at ARPA in October 1962.

4 Krisula; see also Fortune; Stewart Brand, “Founding Father,” Wired, Mar. 2001 at 148,
www.wired.com/wired/archive/9.03/baran _pr.html (hereinafter “Brand”).

5 Brand at 145-153; see also Krisula.
6 A Brief History of the Internet; see also Brand at 146; Krisula.
7 ABrief History of the Internet.

8 Elizabeth D. Hoover, “The Inventor of the World Wide Web,” AmericanHeritage.com, 12 Nov. 2005,
www.americanheritage.com/articles/web/20051112-internet-world-wide-web-tim-berners-lee-
computer-geneva-cern-enquire-html-url-world-wide-web-consortium.shtml.
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In 1995, the NSF acquiesced and turned access to the Internet backbone over to four
commercial companies, and, by 1996, there were nearly 10 million hosts online and
the Internet spanned the globe. Within three decades, the Internet grew “from a Cold
War concept for controlling the tattered remains of a post-nuclear society to the
Information Superhighway.”® The combined Internet and World Wide Web has
permeated economies and societies at all its layers and created social transformation
that was unthinkable 20 years ago. Today, there are nearly two billion online users,
and there are no geographical boundaries on the Internet. Management of the
Internet today encompasses both technical and public policy issues and involves all
stakeholders and relevant intergovernmental and international organizations.

The irony is that this brainchild of the Cold War era, combined with the
internationalization in science that led to the Web, now presents one of the most
critical challenges to global peace. Although geo-political™ factors still must be
accorded great weight in analysing national and economic security interests, the
Internet has changed traditional analysis of foreign policy. Geo-cyber dimensions
increasingly impact the conduct of nation states and geo-political blocks are forcing a
new paradigm to emerge.

It is no longer a question of the U.S. maintaining “essential minimum
communications”: it is a question of how all countries around the world can maintain
geo-cyber stability and ensure their critical infrastructures cannot be used as a
weapon against innocent and defenceless civilians, resulting in unnecessary suffering
and destruction.

The author defines “geo-cyber” as the relationship between the Internet and the
geography, demography, economy, and politics of a nation and its foreign policy.
“Geo-cyber stability” is defined as the ability of all countries to utilize the Internet for

9 “Life on the Internet: Net Timeline,” PBS, www.pbs.org/opb/nerds2.0.1/timeline/; see also Krisula.

10 Geopolitics is defined as “(1) The study of the relationship among politics and geography,
demography, and economics, especially with respect to the foreign policy of a nation, (2) a. A
governmental policy employing geopolitics. b. A Nazi doctrine holding that the geographic,
economic, and political needs of Germany justified its invasion and seizure of other lands, (3) A
combination of geographic and political factors relating to or influencing a nation or region.”
American Heritage Dictionary, 2000,
www.dictionary.com/search?g=geo-political.
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economic, political, and demographic benefit while refraining from activities that
could cause unnecessary suffering and destruction.™

Today, the entire world faces new threats arising from the Internet, and the ability of
every nation state to maintain its communications, command, control and computer
(C4) capabilities against attacks from terrorists, organized criminal rings and other
nation states has become uncertain. ICTs present countries with unprecedented
challenges to national and economic security. Individuals can now thwart authority
and conduct asymmetrical attacks that can paralyze an entire infrastructure and stall
communications, and the weakest systems can now threaten the security of the
greatest of nations.

Cyber conflict can have life-threatening consequences when critical information
infrastructures are impaired. It also can lead to information operations that impinge
on international human rights, provoke violence and cause grave economic damage.
The risks to individuals and nation states are enormous — and untethered from current
legal frameworks that do not adequately accommodate the cyber age.

The need is urgent. The rapid pace at which countries are standing up cyber

commands and expanding their military capabilities to include cyber conflict must be

balanced by an agreement among nation states that recognizes a new level of

“essential minimum communications” that are protected from conflict. Such action
will prevent unnecessary destruction and suffering between those involved in a

conflict, and it will protect other uninvolved countries from harm. Such a level of geo-
cyber stability is vital, lest the benefits of the Internet be lost to the destructive forces

of technology.

Multinational organizations are the logical starting point. They must begin by defining
the minimum level of infrastructure and communication stability needed to protect
innocent civilians and preserve basic societal functions, and ensure this through
diplomatic agreement and the rule of law. This will require input from a wide array of
stakeholders, including individuals, industry, civil society, academia, attorneys, policy
experts, first responders, and law enforcement. In this manner, ICTs and the Internet
can provide a positive international framework for collaboration between countries
and lead to a better understanding and acceptance of differing cultural and societal
values worldwide.

11 First presented at the ANSER Institute of Homeland Security Conference, “Homeland Security 2005:

Charting the Path Ahead,” University of Maryland, Presentation by Jody Westby, “ A Shift in Geo-
Cyber Stability and Security,” 6—7 May 2002.
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This book is predicated on the concept of cyber peace as the orienting principle for
behaviour in cyberspace. Cyber peace should, therefore, be the quest of all nations.
The advantages of cyber peace far outweigh the destructive consequences of cyber
conflict.

This publication, co-authored by Hamadoun I. Touré, Secretary-General of the
International Telecommunication Union, and members of the World Federation of
Scientists Permanent Monitoring Panel on Information Security, is intended to serve as
a call to action by all stakeholders to engage in efforts to ensure a minimum level of
stability in the Internet and their infrastructures and advance the concept of global
cyber peace.
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2 Cyberspace and the Threat of Cyberwar

By Hamadoun I. Touré

Information and communication technologies (ICTs) have become an integral part of
everyday life for many people of the world. Digital communications, networks and
systems provide vital resources and indispensable infrastructure throughout the global
community, necessities without which many populations could not flourish or even
survive. These structures and systems represent a new domain, and with it come new
challenges for preserving peace and stability. Without mechanisms for ensuring peace,
cities and communities of the world will be susceptible to attacks of an unprecedented
and limitless variety. Such an attack could come without warning. Suddenly,
computers and cell phones will cease to function, cash-dispensing and banking
machine screens will stare blankly at customers, air traffic control, railroad and motor
traffic systems will leave highways, bridges and waterways in chaos and perishable
goods stranded far from hungry populations. With the loss of electricity, hospitals,
houses, shopping centres, whole communities will tumble into darkness. Government
authorities will be unable to take stock of the damage, communicate with the rest of
the world to spread word of the crisis or protect their vulnerable citizenry from
subsequent attacks. This is the intractable plight of a community paralysed by the
instantaneous loss of digital networks. This is the potential devastation of a new kind
of war, a “Cyberwar.”

A New Domain: Cyberspace, Security and Warfare

The threat of cyberwar now looms larger than ever. Today, technological
advancements and growing digital infrastructure bind whole populations to complex,
intertwined systems. Demand for Internet and digital connectivity calls for an ever
increasing integration of ICTs into products that previously functioned without it, such
as cars, buildings and even control systems for vast power and transportation grids.
Electricity supply, transportation systems, military services and logistics — virtually all
modern services depend on the use of ICTs and the stability of cyberspace.
“Cyberspace” is the physical and conceptual realm in which all these systems exist.
Therefore, “cyberwar” may be broadly understood as a war fought in cyberspace using




The Quest for Cyber Peace

and targeting ICTs."? Rapidly increasing dependence on smart grids and other Internet-
based control and monitoring systems places the heart of energy, transportation and
defence resources within reach of those who seek to wreak havoc on government and
civilian populations.® Thus, enhancing cybersecurity and protecting critical
information infrastructures are now essential elements of each nation’s security and
economic well-being.

As global reliance on ICTs has grown, so has vulnerability to attacks on critical
infrastructures through cyberspace. Although the exact contours of a “cyberwar” are
still undefined, substantial attacks against information infrastructure and Internet
services in the last decade provide some sense of the potential shape and scope of a
conflict in cyberspace. Attacks in Georgia,'* Estonia,”® South Korea and the United
States'® have been linked with cyberwarfare. Multiple blackouts in Brazil have been
connected to cyber attacks and, in 2008, hackers broke into the Government’s website
and took control of it for over a week.'” The blackouts in Brazil illustrate the possible
breadth of emerging kinds of cyber attacks: reports liken the scene to a science fiction
film, with subway trains, traffic lights and the world’s second largest hydroelectric

12 Steven Elliot, “Analysis on Defense and Cyberwarfare,” Infosec Island, 8 July 2010,

https://infosecisland.com/blogview/5160-Analysis-on-Defense-and-Cyber-Warfare.html
(hereinafter “Elliot”).

13 Ellen Messmer, “Cyberattack Seen as Top Threat to Zap U.S. Power Grid,” NetworkWorld, 2 June

2010, www.networkworld.com/news/2010/060210-nerc-cyberattack-power-grid.html (reporting
that the threat of a coordinated cyber attack, which might be combined with a physical attack, is
considered the most pressing “high-impact, low-frequency” threat to North American electricity
supply) (hereinafter “Messmer”).

14 Thomas Claburn, “Under Cyberattack, Georgia Finds ‘Bullet-Proof’ Hosting With Google And

Elsewhere,” InformationWeek, 12 Aug. 2008,
www.informationweek.com/news/security/attacks/showArticle.jhtml?articlelD=210002702.

15 Joshua Davis, “Hackers Take Down the Most Wired Country in Europe,” Wired, 21 Aug. 2007,
www.wired.com/politics/security/magazine/15-09/ff estonia?currentPage=all.

16 Choe Sang-Hun and John Markoff, “Cyber attacks Jam Government and Commercial Web Sites in
U.S. and South Korea,” The New York Times, 8 July 2009,
www.nytimes.com/2009/07/09/technology/09cyber.html; Jack Date, Jason Ryan, Richard Sergay,
and Theresa Cook, “Hackers Launch Cyberattack on Federal Labs,” ABC News, 7 Dec. 2007,
http://abcnews.go.com/TheLaw/Technology/story?id=3966047&page=1.

17

Michael Mylrea. “Brazil’s Next Battlefield: Cyberspace,” Foreign Policy Journal, 15 Nov. 2009,
http://foreignpolicyjournal.com/2009/11/15/brazils-next-battlefield-cyberspace (hereinafter
“Mylrea”).
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power producer, the /taipu dam, brought to a crashing halt and more than 60 million
people affected.’®

Cyberwar might also involve the private sector. Web service giants like Google® and
Twitter’™® already experienced attacks in 2009 and, as early as 2000, denial-of-service
attacks were launched against well known companies such as CNN, Ebay and
Amazon.”* As a result, some of the services were not available for several hours or
even days. Hackers have targeted airport control systems, disabling critical equipment
like phone services and runway lights.?? By some counts, more than six countries have
experienced cyber assaults in the past three years and at least 34 private companies
were attacked in the early months of 2010 alone.?® Though these security concerns are
serious, it is not too late to stave off potentially catastrophic scenarios by creating
safer products, practices and standards through a collaborative international effort.*
Making the Internet safer and protecting ICTs from disruption and destruction must be
priorities if we are to protect civilian populations, ensure the effective functioning of
basic structures and provide for the continued development of new services.

Cyberwar as a Threat to National Infrastructure

The concept of cyberwar encompasses the targeting of not only military capabilities
and systems, but also a society’s vital infrastructure — including Smart Grids and
supervisory control and data acquisition (SCADA) networks — that allows it to function
and defend itself. While using a different medium (cyberspace and the ICTs operating

18 g

19 Andrew Jacobs and Miguel Helft, “Google, Citing Attack, Threatens to Exit China,” The New York
Times, Jan. 12, 2010, www.nytimes.com/2010/01/13/world/asia/13beijing.html.

20 Eliot Van Buskirk. “Denial-of-Service Attack Knocks Twitter Offline (Updated),” Wired.com, 6 Aug.
2009, www.wired.com/epicenter/2009/08/twitter-apparently-down/.

21 see Abraham D. Sofaer and Seymour E. Goodman, The Transnational Dimension of Cyber Crime and
Terrorism, 2001 at 14, http://media.hoover.org/documents/0817999825 1.pdf.

22 critical Infrastructure Protection: Multiple Efforts to Secure Control Systems are Under Way, but
Challenges Remain, United States Government Accountability Office, Sept. 2007, GAO-07-1036,
WWW.gao.gov/new.items/d071036.pdf. In 1997 (hackers attacked the Worcester Airport in the U.S.,
disabling phone services to the airport tower and shutting down the control system managing the
runway lights).

2 Elliot.

24

Joshua Pennell, “Securing the Smart Grid: The Road Ahead,” at 2, NetworkSecurityEdge.com, 5 Feb.
2010, www.networksecurityedge.com/content/securing-smart-grid-road-ahead.
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in it), opponents can still deploy weapons and engage in an offensive—defensive
conflict much like traditional warfare. Cyberwarfare tactics typically involve data
collection or infiltration of computerized systems to cause damage to critical
systems.” Potential cyber weapons include: computer viruses and worms, cyberdata
collection exploits, wireless data communications jammers, compromised counterfeit
computer software, electromagnetic pulse weapons, computer and networks
reconnaissance tools and embedded Trojan time bombs.

Increasing reliance on smart grids leaves many countries’ power supplies particularly
vulnerable to attack. Smart grids are digitized systems which connect utility supplies to
a central monitoring network, often called a SCADA network. SCADA networks gather
information about power use and supply, while smart grids provide a digitized channel
for that information to flow between consumers and suppliers.?® These technologies
are now used for a wide variety of processes and systems, including: water
management systems, gas pipelines, electrical power transmission and distribution,
wind power systems, mass communication systems, manufacturing, production, mass
transit systems, environmental control systems, air traffic control and traffic lights.”’
More and more, suppliers are connecting smart grids to the Internet in order to allow
for remote access and increased functionality.

While connected grids offer substantial benefits, such as reduction of energy waste
and faster communication between customers and providers, they also centralize data
and control of huge power grids on a network that has multiple access points. With
more endpoints and more interconnected networks, smart grids and SCADA networks
provide numerous ways for attackers to infiltrate them.?® For example, a smart meter
(an electrical meter connected to the grid) can be hacked and infected fairly easily,
and it can then be used to spread a worm to other meters and eventually cause the
power grid to surge or shut off.”” Though many firms seek to secure their grids by

25 Elliot.

26 “Smart Grid,” U.S. Department of Energy, www.oe.energy.gov/smartgrid.htm; “SCADA,”

TopBits.com,
www.tech-fag.com/scada.html (hereinafter “SCADA”).

27 SCADA.

28 Katie Fehrenbacher, “10 Things to Know About Smart Grid Security,” 9 Oct. 2009, Earth2Tech,
Gigaom, http://gigaom.com/cleantech/10-things-to-know-about-smart-grid-security/, (hereinafter
“Fehrenbacher”}.

29 4.
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isolating control centres from other networks (a technique called “air-gapping”), these
attempts to completely seal off certain components often fail, often unbeknownst to
the administrator of the system.*® Logic bombs are another way attackers might
disrupt or even destroy a smart grid; hackers might infiltrate the grid to hide malicious
software in it, waiting to activate these bombs at a later time for a coordinated assault
or to cause limited power failures.** Such bombs create an additional security problem
because they could be detonated accidentally or by a different hacker who discovers
them at a later date.*

Already, countries that have invested in smart grids are reporting attempted attacks
and probes numbering in the thousands per day.*® By some estimations, cyber attacks
are the greatest threat to national power-generation grids.>* A remote attack could
very well target physical infrastructure like power generators and transformers,
causing them, in essence, to self-destruct.®® Such an attack would most likely have
long-range consequences, as power companies do not usually store expensive
replacement parts, which can take months to manufacture and deliver.>® An attack on
a smart grid would not only leave customers without power, but it would also create
massive financial damage. Power generators can run in the multi-million dollar range

30 “scADA Security and Terrorism: We’re Not Crying Wolf,” at 26, BlackHat,
www.blackhat.com/presentations/bh-federal-06/BH-Fed-06-Maynor-Graham-up.pdf.

31 siobhan Gorman. “Electricity Grid in U.S. Penetrated By Spies,” The Wall Street Journal, 8 Apr. 2009,
http://online.wsj.com/article/NA WSJ PUB:SB123914805204099085.html.

32 Ellen Messmer. “‘Cyberwar’ author: U.S. needs radical changes to protect against attacks,”
NetworkWorld, 7 Apr. 2010, www.networkworld.com/news/2010/040710-clarke-book-review.html
(hereinafter “Radical Change”).

33 |d. (reporting that the U.S. electric power grid already endures hundreds of thousands of probes per
day); Fehrenbacher (stating that the 40 million smart meters installed globally have already seen a
number of security breaches).

34 Messmer.

35 Mylrea.

36 “Cyberwar: War in the fifth domain,” 7 Jan. 2010, The Economist,
www.economist.com/node/16478792 (hereinafter “Fifth Domain”).
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and overall investment into smart grids runs in the tens of billions for some
countries.”

In addition to the potential for extensive physical destruction and immediate financial
loss, the threat of future cyber attacks undermines confidence in existing and new
technologies like smart grids and, in turn, in the reliability of electronic, financial and
health resources. This loss of confidence alone could cause tremendous societal and
economic upheaval.®® The development of smart grid use with nuclear reactors (and
nuclear weapons facilities) creates even greater risks and potential damage. Beyond
traditional attack and defence strategies, cyberwarfare might also entail attacking an
entity or country’s internal systems in order to temporarily distract or hamper them,
as opposed to directly damaging them.*®> A country might choose this kind of cyber
attack if, for example, it wants to disable allied support of a targeted opponent long
enough to achieve a specific objective.*

Unique Features and Impact of Cyberwar

Although cyberwar could resemble traditional warfare in some ways, the unique
characteristics of cyberspace bring new and unforeseen dimensions as well. Because
systems in cyberspace are linked by computers and communication networks, the
disruption caused by an ICT-based attack goes beyond the failure of a single system
and often beyond national boundaries. Many data transfer processes affect more than
one country and many Internet services are based on services from abroad; for
example, host providers may offer webspace for rent in one country based on
hardware in another. Even short interruptions to services could cause huge financial
damages to e-commerce businesses. Civil communications networks are not the only
systems vulnerable to attack, the dependence on ICTs is also a major risk for military

37 Smart Grid: Hardware and Software Outlook, Zpryme, 2009 at 2,
www.zpryme.com/SmartGridinsights/2010 Smart_Grid Hardware Software Outlook Zpryme Sm
art Grid Insights.pdf (stating that the U.S. smart grid industry was valued at $21.4 billion in 2009
and will reach an estimated $42.8 billion by 2014); Jonathan Weisman and Rebecca Smith,“Obama
Trumpets Energy Grants,” The Wall Street Journal, 28 Oct. 2009,
http://online.wsj.com/article/SB125663945180609871.html (reporting President Obama’s
announcement of $3.4 billion in stimulus grants for advanced electricity grid projects).

38 Fifth Domain.

39 see e.g., Id. (stating that “the more likely use of cyber-weapons is probably not to bring about
electronic apocalypse, but as tools for limited warfare”).
40 .
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communications. Unlike more traditional combatants, cyber offenders do not need to
be present where the effect of the attack occurs or even where it appears to originate.
And while carrying out the attack, the offenders can use anonymous communication
and encryption technology to hide their identity.*!

Moreover, software tools, which are widely available over the Internet, are being used
to automate attacks. With the help of such software and preinstalled attacks, a single
offender can attack thousands of computer systems in a single day using one
computer. If the offender has access to more computers — e.g. through a botnet — s/he
can increase the scale still further. For example, analysis of the attacks against
government websites in Estonia suggests that they were committed by thousands of
computers within a “botnet” or group of compromised computers running programs
under external control.*’ Botnets also make it more difficult to trace the original
offender, as the initial traces only lead to other members of the botnet. Current
analysis suggests that up to a quarter of all computers connected to the Internet could
be infected with software making them part of a botnet.

Software tools also simplify attacks, allowing less experienced computer users or less
advanced military outfits to commit cyber attacks. In addition, ICT-based attacks are
generally cheaper than traditional military operations and can be carried out by even
small states. Now, even a state with historically weaker military capabilities has the
capacity to severely cripple critical infrastructure through cyber attacks. This potential
for asymmetry makes cyberwar appealing as a strategic way to level the playing field
in otherwise David versus Goliath scenario[s]. The fear of cyberwar, reinforced by the
actual (albeit limited) occurrence of cyber attacks, undermines public confidence in
ICTs. Thus, the potential psychological ripple effect of cyber conflict could have
widespread implications for disrupting the effective use of new technologies and
hampering progress in many sectors.

41 CERT Research 2006 Annual Report, Carnegie Mellon University, Software Engineering Institute, at 7
et seq., www.cert.org/archive/pdf/cert rsch annual rpt 2006.pdf.

42 ynderstanding Cybercrime: A Guide for Developing Countries, at 72, International
Telecommunication Union, April 2009, www.itu.int/ITU-D/cyb/cybersecurity/docs/itu-
understanding-cybercrime-guide.pdf (hereinafter “Understanding”).
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3 Societal Dependencies and Trust

3.1 Modern Societies’ Dependency on ICTs and the Internet
By Jacques Bus

Computers and information technologies have been with us since the second part of
the last century and the Internet started only 38 years ago as a communication
network in the ARPA (DARPA) project. However, only in the last 15 years, due to the
invention of the World Wide Web (we will call for convenience the combination of
Internet and Web in the rest of this paper “the Internet”), the Internet has permeated
the economy and social life with dazzling speed. We can currently enjoy
communication and social networking anytime, anywhere; we have access to
practically unlimited information; we can discuss and socialize with people all over the
world; and we compare and order services and products from a comfortable chair at
home at any time we want.

According to ITU estimates for 2009, 25.9% of the world’s population has Internet
connection (which amounts to 1.8 billion people). People spend twice the number of
hours per week on the Internet than they spend on watching television. There are 4.6
billion mobile phone subscriptions worldwide amounting to 67% of world population.
Facebook alone claimed more than 500 million active users in July 2010 and Facebook,
Myspace and Twitter attracted together 220 million active visitors in July 2010. One of
the most important changes world-wide is the transformation of the mobile phone
into an Internet phone, replacing the PC as the favorite device for connecting to the
Internet. Already 9.5% of the population worldwide has mobile broadband.

While the Internet has already changed modern society in essential ways and at a truly
global scale there will be much more to come. In many publications* we read future
scenarios on how the world may look like 25 years from now. Identity tokens used for
access to public transport, health records, access to government services and
networked services will become common. Social networking will expand and find new,
more effective and more exciting applications. Data linking will bring new information
services that will help researchers to do more effective research, travelers to better
enjoy their journeys, citizens to understand administrations’ rules and politicians’

43 Trust in the Information Society: A Report of the Advisory Board RISEPTIS, www.think-trust.eu/;
David-Olivier Jaquet-Chiffelle, ed., Identity Revolution: Multidisciplinary Perspectives, FIDIS, May
2009, www.fidis.net/resources/identity-revolution/.
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motives, etc. And agents and policy-based processes will take away from us much of
the administrative burden, like making appointments, preparing for meetings and
complying with jurisdictions.

The ICT-based societal revolution will lead to essential changes in the balance of
power, at the national level where citizens are having abundant information on the
political processes which will be used in the democratic process, but also at the
international level. Access to the Internet is empowering citizens to be better included
in economic and political life, and to understand situations and ways of life in other
cultures. We have seen the way U.S. President Obama used the social networks in his
campaign and we may expect that similar activities will be developed in the future to
support governmental policy-making.

ICTs also allow international companies to organize themselves in ways that make
optimal use of opportunities all over the world. This can all give a strong boost to
economic development and growth globally, and particularly in low-cost countries. We
see already large developing countries taking advantage and become important
economic and political players.

However, as with every revolution in history, together with the opportunities and
benefits there always is a downside.

Information and communication infrastructures and services have become a critical
part of our economies. They are extremely vulnerable, as the many attacks reported
almost daily demonstrate. Most of our other critical infrastructures, e.g. energy,
water, transport, financial systems are heavily dependent on ICTs for communication
and control. There is therefore a high risk of accidents or deliberate attacks on these
critical infrastructures that may potentially lead to chaos and enormous economic
losses. This includes intrusion and attack on systems and databases of national
security agencies.

This vulnerability of our societal ICT infrastructure makes it an easy target for
“cyberwar” or “cyberterrorism” which creates a threat for geopolitical stability.
Deliberate organization of attacks on critical systems of one state’s society with
approval, support or control of another state is sometimes called “cyberwar”. It should
be clear though that the word “war” in this context may create confusion as it is in
many ways not comparable with what most people have in mind when talking about
war: being long-term destruction of physical infrastructures and massive loss of lives.

15
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In the past few years several attacks happened where the term “cyberwar” was used;
for example in Estonia,* Georgia, South Korea, US. It sometimes started with
amateurish psychological “warfare” with propagandistic goals, which in a second
phase involved cyber attack specialists (criminals or otherwise) in a full-scale campaign
through botnets launching DDoS attacks on the social and economic infrastructure. In
other cases the cyber attacks were executed just before or during kinetic war actions.
Up until now the destruction caused by the cyber attacks was mostly limited and
capacity could be restored after a few days, with no mention of loss of lives directly
due to the cyber attacks.

The roles that states have played in these conflicts are mostly unproven. But this
proves the urgency to come to international agreements on restraints in and defence
against cyber attacks and for international cooperation to bring it under control. It is
clear that the old doctrine of deterrence in the Cold War is not easily applicable in
cyberspace. It is not well understood what such deterrence would consist of and, more
importantly, the enemy is difficult to identify (lack of attribution and use of proxies).

Let us leave aside the political debate on the term “cyberwar”. There is no doubt that
cybercrime is becoming a very worrying issue. The number of malicious and criminal
code threats is increasing exponentially. In 2008 alone, Symantec detected 1.6 million
threats, being 60% of the total of detected threats in all years before 2008. More than
8 million US residents were victim of ID theft. The average cost of a data breach in the
US was estimated at USD6.7 million. And in February 2010 it became known that
750,000 company computer systems world-wide were infected and taken over by
botnets. Amit Yoran, a former US official, suggested that companies are simply not
prepared for defending themselves, though this was later downplayed by the US
security industry.

Howard Schmidt, (Special Assistant to the US President and Cybersecurity
Coordinator), acknowledging the increasing problem of malicious use of the Internet,
however, gives clear priorities. He rejects the term “cyberwar” as “a terrible concept”.
He does not see winners in that environment and proposes to focus on online crime
and espionage.

Despite the different opinions, there is general agreement that there is reason for
alarm about the security and trust in the Internet. Current trends risk increasing fear
for and rejection of the new digital world by citizens. It may have huge economic

44 see also Kertu Ruus, “Cyber War |: Estonia attacked from Russia,” European Affairs, Vol.9, No1-2,

2008, http://findarticles.com/p/articles/mi 7054/is 1-2 9/ai n28550773/.
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consequences if politics and technology are not able to deal with these negative
societal developments.

In her speech of 21 January 2010, Hillary Clinton, US Secretary of State, emphasized
the importance of an open and free Internet for global cooperation and development.
She referred to the “Four Freedoms” of Roosevelt — freedom of expression and
worship, and freedom from want and fear — and the important effect of the Internet
on these freedoms, particularly freedom of speech. The Internet has led to a
revolution in information exchange and social networking. It has great potential for
creating more wealth for everybody, in particular when “Freedom to connect” is fully
recognized. It has however also led to increasing global crime and the creation of fear,
which need to be contained.

Politicians have recognized clearly the enormous importance of the Internet in the
global geo-political arena. They understand that citizens expect governments to give
them safety and protection while national jurisdiction and borders are no longer giving
this in the way they did before. Consumer law as currently applicable in many
countries, as well as product and service liability, do not work in a world where
customer and supplier are in different and non-cooperating jurisdictional areas and
services are delivered through ad hoc chains of sub-services using data from clouds
spread all over the globe.

World leaders are facing enormous and unparalleled challenges. Climate change and
rapid changes in global economic power and energy security, to name a few, need
political attention as well as the risks created by global digital connection. We will
need strong and visionary global leadership to solve all these problems.

In all this, most important is to use what we have learned through history about
societal structures and values, security, trust and international relationships. We must
engage in a global transformation to transpose our cultures, societal values and
strengths, and international cooperation processes so as to be usable in a world that
recognizes the digital networked reality.

Necessity for Trust
The concept of Trust and its role in society

“Trust pervades daily life. If we take only a small sample from the bewildering array of
occasions where trust plays a role, we can see that, of all social phenomena, it is surely
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one of the most vital. But this very centrality brings problems for the study of trust —
How can one even begin to understand such a protean social force?”*

Trust and trustworthiness are concepts which are at the basis of human existence. We
use them intuitively and their assessments are invariably context dependent. But
when we transpose these concepts to a digital environment, we can easily run into
trouble.

Luhmann® explained trust as a mechanism that reduces complexity and enables
people to cope with the high levels of uncertainty and complexity of (contemporary)
life. Thus, trust expands people’s capacity to relate successfully to a real world whose
complexity and unpredictability is far greater than we are capable of taking in. In this
sense it is a necessary mechanism for people to live their lives: to communicate,
cooperate, do economic transactions, etc. It enriches the individual's life by
encouraging activity, boldness, adventure, and creativity, and by enriching the scope
of the individual’s relationships with others.

Seen from another perspective one could say that trust is the expectation of benign
behaviour towards the trusting party in a certain situation. As explained by Hardin:*’
"Trust is in the cognitive category with knowledge and belief. To say | trust you is to
say nothing more than that | know or believe certain things about you that make me
believe you are trustworthy to me and will act “benignly” even in unpredictable
circumstances."

Trust is a three-part relation (A trusts B to do X). The evaluation of the trust A has in B
to do X plays an important role in the decision of A to partake in any transaction,
exchange or communication with B. By reducing the complexity and perceived risk,
trust effectively facilitates economic activity, creativity and innovation. Trust is highly
context dependent. It is contingent on: time (one could easily lose trust in someone,
but also the concept changes over time); history and memory; place and situation;
culture; role (private or professional); emotions; and a number of other variables (for
example, sociological considerations like  reputation, recurrence and
recommendation).

45 Kieron O’Hara, Trust: From Socrates to Spin, Icon Books, Cambridge, 2004 at page 10,
http://eprints.ecs.soton.ac.uk/9361/.

46 Niklas Luhmann, “Trust: A Mechanism for the Reduction of Social Complexity”, Trust and Power,
New York: Wiley, 1979 at 4-103.

47

Russell Hardin, Trust and Trustworthiness; Russell Sage Foundation Series on Trust, Vol. 4, 2002.
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It is clear from the above that trust is a concept that can be strengthened
incrementally in a given situation and between two given parties. More information,
maybe through other sensors or via relations, can help to strengthen trust, as well as a
longer duration of a successful relationship.

In general, we would in this discussion consider parties A and B to be human beings.
This does not exclude the possibility that these humans act on behalf of organizations
or groups. In practice, however, many people would also talk about trust in other
entities, e.g. the government, a company, a system or service, a database or an
information service (e.g. a paper, technology blog), or maybe even a virtual entity like
a software agent. Hardin would call this “confidence in the entity’s actions, behaviour
or integrity”. This could be created, for example, through accountability, transparency,
assurance and liability, audits and reputation, or knowledge about intentions of the
entity.

The concept of trust as social capital, or “social trust”, has been discussed and
developed by Fukuyama,*® Putnam® and other experts. This is a statistical concept
expressing the opinion of people on the trustworthiness of their society in all its
aspects, or maybe more precisely: the confidence of people in the government,
institutions, laws, systems, etc. of society. It appears that there is a strong correlation
between high social trust and high economic growth and prosperity.

We will mostly use the word “trust” also where Hardin would call it “confidence”.
However, for further discussion it is important to distinguish trust between persons
that make use of networked digital systems and services in their interactions, and trust
or confidence of a person in a non-human entity or institution.

The introduction of digital technology has revolutionized human communication and
cooperation by introducing a new intermediary consisting of a complex set of
technology-based “institutions” (including networks, digital services, data bases, social
networks). In dealing with trust between human actors we must therefore also
consider the aspect of trust (or confidence) in this technology infrastructure.

48 Francis Fukuyama, Trust: The Social Virtues and the Creation of Prosperity, Free Press, 1995

49 RobertD. Putnam, Robert Leonardi, and Raffaella Y. Nanetti, Making Democracy Work: Civic

Traditions in Modern Italy, Princeton University Press, 1993
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Nissenbaum™ discusses only trust between persons making use of networked digital
systems for their communication and lists factors to which tendencies to trust (or not
to trust) are systematically responsive:

1. History and reputation.

2. Inferences based on personal characteristics: e.g. virtue, prudence, loyalty,
desire for good opinion of others, behaviour, clothing.

3. Relationships: mutuality and reciprocity, family, be in the same boat, having
common ends.

4, Role fulfillment (pilot, bus driver).
Contextual factors (groups and communities — publicity; reward and
punishment; norms; trust insurance or safety nets like liability or consumer
law).

A number of these issues, in particular 1 and 3, have aspects of “Trust as encapsulated
interest” as defined in Hardin®®. It is in the interest of the trustee to act benignly so as,
for example, not to lose reputation which could lead to breaking the relation by the
truster (e.g. a pilot who loses his reputation might lose his job). She also lists obstacles
to trust online:

1. Missing identities (but note the right to anonymity)
2. Missing personal characteristics (but note the right to privacy)
3. Inscrutable contexts (unknown and confusing which creates obscurity, but

also liberates)

The third point could be seen simply as higher complexity online. It allows more
freedom, of course, but, at the same time, for a proper transaction or communication
one will need to build even more trust and hence dependency. Nissenbaum also notes
that security does not bring trust. If there is security, there is no need for trust.
However, trust enables people to live in a richly complex insecure world and more
security reduces the richness and complexity. Other authors see security at one end of
the trust scale with completely unfounded (naive) trust at the other end.

The fact that through the global information infrastructure trust (in strangers) is
growing with more knowledge (about them) brings the Economist to state: “The desire
of so many people, given the chance [...] to live in countries other than their own,

50 Helen Nissenbaum, “Securing Trust Online: Wisdom or Oxymoron?” Boston University Law Review,

Vol. 81, No. 3, June 2001 at 635-664, www.nyu.edu/projects/nissenbaum/main_cv.html .
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makes nonsense of a long established consensus in politics and philosophy that the
human animal is best off at home.” ** And more: “The error of philosophy has been to
assume that man, because he is a social animal, should belong to some particula