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Roger Hurwitz
strategy: look for international organization already having mission of protecting/ defending a process analogous to an Internet process under attach and prod it to expand its mission to defend that Internet process.
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does not recognize how high is the current volume of industrial espionage. indeed minimizes the economic threat. 
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Roger Hurwitz


Roger Hurwitz
 new world order shaped in part by the attributes of the technology and its affordances. 

Roger Hurwitz
harmonization of legal frameworks
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"#$!%&'!()*+,!-)!./#0$1$!,$1$2!,-*.-$30/!3).4,5!(#0/#!02/467$8!

.9! :4.;)*.-0)2! )<! ,-*.-$30$,! <)*! -#$! 7$1$4)=>$2-! )<! .! >)7$4! /?;$*/*0>$!
4$30,4.-0)2!-#.-!0,!34);.44?!.==40/.;4$!.27!02-$*)=$*.;4$!(0-#!$@0,-023!2.-0)2.4!
.27!*$30)2.4!4$30,4.-01$!>$.,6*$,A!

;9! :4.;)*.-0)2! )<!34);.4! ,-*.-$30$,!<)*! -#$! /*$.-0)2! )<! .==*)=*0.-$!2.-0)2.4! .27!
*$30)2.4!)*3.20B.-0)2.4!,-*6/-6*$,!.27!=)40/0$,!)2!/?;$*/*0>$A!

/9! C$1$4)=>$2-! )<! .! ,-*.-$3?! <)*! -#$! $,-.;40,#>$2-! )<! 34);.44?! .//$=-$7!
>020>6>! ,$/6*0-?! /*0-$*0.! .27! .//*$70-.-0)2! ,/#$>$,! <)*! #.*7(.*$! .27!
,)<-(.*$!.==40/.-0)2,!.27!,?,-$>,A!

79! C$1$4)=>$2-!)<!,-*.-$30$,!<)*!-#$!/*$.-0)2!)<!.!34);.4!<*.>$()*+!<)*!(.-/#5!
(.*2023!.27!02/07$2-!*$,=)2,$!-)!$2,6*$!/*),,D;)*7$*!/))*702.-0)2!;$-($$2!
2$(!.27!$@0,-023!020-0.-01$,A!

$9! C$1$4)=>$2-! )<! 34);.4! ,-*.-$30$,! <)*! -#$! /*$.-0)2! .27! $27)*,$>$2-! )<! .!
3$2$*0/!.27!6201$*,.4!7030-.4!07$2-0-?!,?,-$>!.27!-#$!2$/$,,.*?!)*3.20B.-0)2.4!
,-*6/-6*$!-)!$2,6*$!-#$!*$/)320-0)2!)<!7030-.4!/*$7$2-0.4,!./*),,!3$)3*.=#0/.4!
;)627.*0$,A!

<9! C$1$4)=>$2-! )<! .! 34);.4! ,-*.-$3?! -)! <./040-.-$! #6>.2! .27! 02,-0-6-0)2.4!
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(,,).1$5(5$+/! %,#.0.%7!
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=5(/1()1$>(5$+/! =.,5+)! ?:";@"A!
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$1./5$*8! 5#.$)! %&.,$*$,! ,84.)%.,-)$58! /..1%!(/1! (%%$%5! 5#.0! $/! .%5(4'$%#$/2! I(5$+/('!
D+0&-5.)! :/,$1./5!B.%&+/%.! ".(0%!?D:B"%A9!J'%+7!(%!&()5!+*! :";<%! ,+''(4+)(5$+/!6$5#!
5#.!:/5.)/(5$+/('!H-'5$'(5.)('!K()5/.)%#$&!J2($/%5!D84.)!"#).(5%!?:HKJD"A7!5#.!F'+4('!
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"#$! %&'! "()*+#! ,-./%001! 2&32.2'! 4&3-! %! (2/-.%&'5/! -,! $&'2.63%&'4&7! 38.-578!
984:8! "()*+#;6!63%32<-,<382<%.3!82%'=5%.32.6!4&!+1>2.?%1%@!(%0%164%@!8%6!2,,2:34A201!
>2:-/2! 382! B8164:%0! 8-/2! -,! 382! C+*D! #846! :-00%>-.%34-&! 46! B.-A4'4&7! "#$;6! EFG!
(2/>2.!H3%326!9438!382!2IB2.3462@!,%:4043426!%&'! .26-5.:26!3-!2,,2:34A201!%''.266!382!
9-.0';6!/-63!62.4-56!:1>2.38.2%36D!#82!:0-62!61&2.7426!>23922&!382!,4A2!9-.J!%.2%6!-,!
382! C+*! %&'! 382! 62.A4:26! %&'! 4&,.%63.5:35.2! B.-A4'2'! >1! "()*+#! /%'2! 3846!
B%.3&2.684B! %! 0-74:%0! 632B! 4&! 382! 70->%0! ,4783! %7%4&63! :1>2.38.2%36D! *.-5&'! 64I31!
:-5&3.426!8%A2!%0.2%'1!?-4&2'!382!:-00%>-.%34-&DGEK!!

"()*+#! B.-A4'26! 2/2.72&:1! .26B-&62! .26-5.:26! 3-! ,%:4043%32! 4'2&34,4:%34-&! -,!
:1>2.38.2%36!%&'!68%.4&7!-,!.26-5.:26!3-!%66463!/2/>2.!63%326DGEL!#82!C0->%0!M26B-&62!
+2&3.2!NCM+O!46!2=54BB2'!9438!%! :.4646! .--/@!63%32<-,<382<%.3!"#!%&'! :-//5&4:%34-&6!
2=54B/2&3@! %! ,5001<,5&:34-&%0! %09%16<-&! H2:5.431! PB2.%34-&6! +2&3.2@! ,5001<.2'5&'%&3!
62:5.2! '%3%! :2&3.2@! ,%:4043426! ,-.! 684,3! 9-.J2.6@! -&<6432! >.-%':%634&7! :2&3.2! %&'! Q")!
A4294&7!7%002.1D!#856@!382!CM+!B0%16!%!B4A-3%0!.-02!4&!.2%04R4&7!382!C+*;6!->?2:34A2!-,!
B5334&7!32:8&4:%0!/2%65.26!4&!B0%:2!3-!:-/>%3!&29!%&'!2A-0A4&7!:1>2.38.2%36D!#82!39-!
B.4/2! 8478047836! -,! CM+! %.2! STUH! NS239-.J! T%.01! U%.&4&7! H1632/O! %&'! TH+*)T!
NT02:3.-&4:%001! H2:5.2! +-00%>-.%34-&! *BB04:%34-&! )0%3,-./! ,-.! TIB2.36OD! #82! STUH!
B.-7.%/!820B6! /2/>2.! :-5&3.426!4'2&34,1! :1>2.38.2%36!2%.01!-&!%&'!B.-A4'26! :.434:%0!
754'%&:2!-&!98%3!/2%65.26!3-!3%J2!3-!/4347%32!382/D!#82!TH+*)T!B.-7.%/!46!-&2!-,!
382!6B2:4%04R2'!3--06!%&'!61632/6!3-!984:8!(2/>2.6!H3%326!9400!8%A2!%::266D!TH+*)T!46!
%&!202:3.-&4:!3--0!38%3!2&%>026!%538-.4R2'!:1>2.!2IB2.36!%:.-66!'4,,2.2&3!:-5&3.426!3-!
B--0! .26-5.:26! %&'! :-00%>-.%32! 9438! 2%:8! -382.! .2/-3201@! 123! 94384&! %! 62:5.2! %&'!
3.5632'! 2&A4.-&/2&3D! V1! B--04&7! .26-5.:26! %&'! 2IB2.3462! ,.-/! /%&1! '4,,2.2&3!
:-5&3.426! -&! 68-.3! &-34:2@! TH+*)T! 9400! 2&%>02! 4&'4A4'5%0! &%34-&6! %&'! 382! 70->%0!
:-//5&431!3-!.26B-&'!4//2'4%3201!3-!:1>2.38.2%36@!26B2:4%001!'5.4&7!:.4646!6435%34-&6D!

S-3!-&01!%.2!382!->?2:34A26!%&'! .26-5.:26!B.-A4'2'!>1!3846!:-00%>-.%34-&!4&!04&2!9438!
382!,4A2!B400%.6!-,!382!C+*@!3821!%.2!%06-!:0-6201!%047&2'!9438!382!B.-B-62'!B.4&:4B026!-,!
:1>2.! B2%:2D! #82! .26-5.:26! /%'2! %A%40%>02! 3-! /2/>2.! 63%326! 38.-578! "()*+#! 9400!
%66463! 2%:8! 7-A2.&/2&3! 4&! B.-32:34&7! 436! -9&! B2-B02! ,.-/! :1>2.! %33%:J@! 3856!
75%.%&3224&7! 3824.! :-&34&52'! %::266! 3-! :-//5&4:%34-&6! A4%! 382! "&32.&23! %&'! -382.!
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GEK!! X"&32.&%34-&%0!(50340%32.%0!)%.3&2.684B!*7%4&63!+1>2.!#8.2%36Y@!"&32.&%34-&%0!#202:-//5&4:%34-&!

$&4-&@!999D435D4&3Z"#$<[Z:1>Z:1>2.62:5.431Z4/B%:3D83/0D!
GEL!! "#$!"&,-./%34-&!\2332.!62&3!3-!%00!"#$!(2/>2.!H3%326!-&!382!X[2B0-1/2&3!-,!+1>2.62:5.431!

+%B%>4043426!<!"()*+#!C0->%0!M26B-&62!+2&3.2Y@!!
999D435D4&3Z"#$<[Z:1>Z:1>2.62:5.431Z'-:6Z"()*+#<4&,-./%34-&<02332.<62&3<3-</2/>2.<63%326<
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"#$%&! '(! )*+,+,-! "./0#$! 1,2! 3145+6+315+,-!+,! 47%*84679%:14+,-! 1,2! 2+%68%%+*,%! ;+5:!
*5:74!<7<=74!%5157%>!716:!%5157!;+??!1?%*!=7!165+@7?(!384%8+,-!5:7!A+A5:!34+,6+3?7!B!5:7!
6*<<+5<7,5!5*!6*??1=*4157!;+5:+,!1,!+,574,15+*,1?!A41<7;*4C!5*;142%!7,%84+,-!6(=74!
37167&! ",! 122+5+*,>! "./0#$! 1?%*! *AA74%!%6:*?14%:+3! -41,5%! 5*! 7?+-+=?7! 27@7?*3+,-!
6*8,54(! <7<=74! %5157%! A*4! 541+,+,-! 6*84%7%! 5:15! ;+??! A*68%! *,! =8+?2+,-! 1! 3**?! *A!
47%*8467%!1,2!16D8+472!C,*;?72-7>!;:+6:!541+,77%!61,!?1574!%:147!;+5:!*5:74%!5*!=8+?2!
,15+*,1?!61316+5(!1,2!7E3745+%7!+,!6(=74%7684+5(&!$:7%7!%6:*?14%:+3%!;+??!+<34*@7!716:!
6*8,54(F%!1=+?+5(!5*!%76847!+5%!*;,!"#$!47%*8467%!1,2!1?%*!5*!7,%847!1667%%!5*!+5%!*;,!
37*3?7&!

%&$ '()(*+,-$./+01+23$

G+5:+,! 5:7! H#0! A41<7;*4C>! 5:+%! 3+??14! %77C%! 5*! 7?1=*4157! %54157-+7%! A*4! 7,:1,6+,-!
C,*;?72-7! 1,2! 7E3745+%7! 5*! =**%5! 6(=74%7684+5(! *,! 5:7! ,15+*,1?! 3*?+6(! 1-7,21&!
#1316+5(! =8+?2+,-! ,772%! 5*! =7! 34*<*572! +,! *4274! 5*! 27@7?*3! 1! %8%51+,1=?7! 1,2!
34*165+@7! 68?5847! *A! 6(=74%7684+5(&! I,274%51,2+,-! 1,2! 1;147,7%%! *A! 5:7! 3*57,5+1?!
21,-74%! +,! 6(=74%3167! 147! 64+5+61?! +A! 5:7! 7,298%74! +%! 5*! =7,7A+5! A4*<! "#$%! %1A7?(&! ",!
3145+68?14>! +,! ?+,7! ;+5:! "$I! <1,2157%! 5*! 1%%+%5! .7<=74! J5157%! +,! 27@7?*3+,-!
6(=74%7684+5(!61316+5(>!"$I!;*4C%!5*!A16+?+5157!5:7!+<3?7<7,515+*,!1,2!273?*(<7,5!*A!
6(=74%7684+5(! 6131=+?+5+7%>! %86:! 1%! 5:7! "$I! K15+*,1?! #(=74%7684+5(! H8+27>! 5:7! "$I!
#(=7464+<7!L7%*8467%!1,2!5:7!"$I!'*5,75!.+5+-15+*,!$**?C+5&!

4&$ 52,672(,+82(0$'88)67(,+82$

#(=74%7684+5(!+%!1%!-?*=1?!1,2!A1494716:+,-!1%!5:7!",574,75&!$:747A*47>!5:7!A+A5:!3+??14!*A!
5:7! H#0! A*68%7%! *,! %54157-+7%! A*4! +,574,15+*,1?! 6**37415+*,>! 2+1?*-87! 1,2!
6**42+,15+*,&! $:7! "./0#$! 6*??1=*415+*,! 47347%7,5%! %8=%51,5+1?! 34*-47%%! +,! 5:+%!
2+4765+*,>!34*@+2+,-!1!3?15A*4<!A*4!<7<=74!%5157%!1,2!5:+42!3145+7%!5*!2+%68%%!3*?+6(!
1,2! %:147! +,A*4<15+*,&! $:+%! 165+*,! 2+4765?(! 34*<*57%! "$IF%! <1,2157! A4*<! 1! =4*12!
41,-7! *A! <7<=74! %5157%! 8,274! 5:7! GJ"J! 065+*,! M+,7! #N&! $:7! GJ"J! O76?1415+*,! *A!
/4+,6+3?7%! %5157%! 5:15! %547,-5:7,+,-! 5:7! 548%5! A41<7;*4C>! +,6?82+,-! +,A*4<15+*,! 1,2!
,75;*4C!%7684+5(>!185:7,5+615+*,>!34+@16(!1,2!6*,%8<74!34*5765+*,>!+%!1!34747D8+%+57!
A*4! 5:7! 27@7?*3<7,5! *A! 5:7! ",A*4<15+*,! J*6+75(! 1,2! A*4! =8+?2+,-! 6*,A+27,67! 1<*,-!
8%74%!*A! "#$%&!",! *4274!5*!16:+7@7!5:+%>!1! -?*=1?!68?5847! *A!6(=74%7684+5(! ,772%!5*!=7!
165+@7?(!34*<*572>!27@7?*372!1,2!+<3?7<7,572!+,!6**37415+*,! ;+5:!1??!%51C7:*?274%!
1,2!+,574,15+*,1?!7E3745!=*2+7%&!$:7! "./0#$!6*??1=*415+*,>!+,!122+5+*,!5*! "$IF%! "$L%!
1,2!A*68%!-4*83%>!%547,-5:7,%!5:+%!548%5!A41<7;*4C!1,2!;*4C%!5*;142%!5:7%7!-*1?%!=(!
8%+,-!1!6*<347:7,%+@7!1334*16:!1,2!34*@+2+,-!1!<775+,-!3?167!A*4!1??!<7<=74%!*A!5:7!
-?*=1?!6*<<8,+5(&!



!
!

"#$!%&$'(!)*+!,-.$+!/$01$!
!

!

! "#$!

%&'()*+,&'!

"#$%&#!'#(!'#)(*'+!*,,$-.*/01/&!,02()!3(4(5$.-(/'!*/3!'#(!1/,)(*+(3!3(.(/3(/,(!
$/!67"+!*)(!&)*4(8!'#(!.$'(/'1*5!2(/(91'+!*)(!9*)!-$)(!,$-.(551/&:!;#15(!<(!#*4(!+((/!
+$-(!$9! '#(!)1+=+!$9!,02()<*)! ,$-(! '$!519(!*5)(*308!<(!#*4(!*5+$!*5)(*30!)(*.(3! '#(!
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