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FEATURED NEWS 

MALAYSIA 

Upcoming general elections 

Malaysia's Prime Minister Najib Razak dissolved parliament on April 3 and the 13th general election (also 

known as GE13) is scheduled to take place on 5 May 2013. The election is significant -- dubbed by the 

media as the "mother of all elections" -- as analysts forecast a tight race between the Barisan Nasional 

(National Front) coalition, led by PM Najib Najib Tun Razak from the UMNO party, and the Pakatan 

http://www.aljazeera.com/news/asia-pacific/2013/04/20134343738431861.html
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Rakyat (People's Pact) opposition alliance, led by former Deputy Prime Minister Anwar Ibrahim. In the 

last election, the UMNO-led coalition lost its two-thirds parliamentary majority for the first time in more 

than 50 years. 

Nearly 2,500,000 new voters have registered for the 2013 election with most of them set to vote for the 

first time. With a ban on political activity in Malaysian universities still in effect, the tech-savvy younger 

generation has been using social media to express their opinions. Malaysian Facebook users have surged 

from 800,000 during the 2008 polls to 13 million, nearly half of the country's population of 28 million, and 

they are prolific Twitter users. This trend has led PM Razak to dub GE13 as Malaysia's "first social media 

election." A preliminary report [PDF] of a study jointly conducted by the University of Nottingham and 

Centre for Independent Journalism, which analyzed 26 media outlets, found that online media delivers the 

most "even-handed coverage of the elections" in the first week after the parliament was dissolved. 

Attacks related to the election have ramped up, both offline and online. On April 25, two petrol 

bombs were thrown at an operations room of the governing Barisan Nasional (BN) coalition office outside 

of Kuala Lumpur, and just the day before, a small explosion disrupted a campaign event attended by BN 

supporters in northern Penang state. James Chin, a professor of political science at the Malaysian campus 

of Australia's Monash University, said that GE13 "is shaping up to be the most violent election in living 

memory." 

In late March, a pro-opposition alliance website published a letter, signed by the secretary of the National 

Security Council and addressed to the Prime Minister, containing the opposition's campaign strategy, 

allegedly obtained through email interception. In early April, the owner of alternative radio stations for 

Malaysian opposition -- Radio Free Malaysia, Radio Free Sarawak and the news portal Sarawak Report -- 

said that they have been targeted by DDoS (distributed-denial-of-service) attacks for weeks. Clare 

Rewcastle-Brown, the founder of all three news outlets, believes that the Malaysian government is behind 

the attacks. The alternative news websites Malaysiakini and HarakahDaily.net, have 

also suffered from DDoS attacks. In addition, Malaysiakini believes that Internet Service Providers may 

have been ordered to limit or restrict access to its website and has made an official complaint to the 

Malaysian Communications and Multimedia Commission. In our latest report, "For Their Eyes Only: The 

Commercialization of Digital Spying," we have identified a FinSpy sample -- part of the remote intrusion 

and surveillance software, FinFisher, distributed by the United Kingdom-based company, Gamma 

International -- that appears to be specifically targeting Malay language speakers, masquerading as a Word 

document discussing GE13 and as a Mozilla Firefox browser in both file properties and in manifest. Click 

here for a plain-language summary of our findings from Malaysia, as well as background on FinFisher. 

 

 

 

 

 

http://www.ft.com/cms/s/0/702ceea0-b19d-11e2-b324-00144feabdc0.html#axzz2S9JN3CVs
http://www.abc.net.au/news/2013-04-10/malaysia-election/4620504
http://www.france24.com/en/20130425-malaysian-youth-pivotal-social-media-election
http://pilihanraya.info/wp-content/uploads/2012/10/WtW.Release.1.11.pdf
http://www.malaysiakini.com/news/227832
http://www.asiaone.com/News/AsiaOne+News/Malaysia/Story/A1Story20130424-418166.html
http://www.asiaone.com/News/AsiaOne+News/Malaysia/Story/A1Story20130424-418166.html
http://www.bloomberg.com/news/2013-04-24/explosions-arson-disrupt-najib-s-malaysia-election-campaign-1-.html
http://www.smh.com.au/world/attacks-mar-malaysias-election-campaign-20130425-2igdj.html
http://milosuam.blogspot.ca/2013/03/bukti-najib-guna-majlis-keselamatan.html
http://www.freemalaysiatoday.com/category/nation/2013/03/22/najib-intercepting-pakatans-e-mails/
http://techpresident.com/news/wegov/23732/alternative-radio-stations-malaysian-opposition-assert-cyber-attack-government
http://www.malaysia-chronicle.com/index.php?option=com_k2&view=item&id=82061:harakahdaily-under-attack-vows-to-stay-afloat&Itemid=2
http://www.trust.org/item/20130501220000.0000-5onwz/
http://www.malaysiakini.com/news/228203
https://citizenlab.org/2013/04/for-their-eyes-only-2/
https://citizenlab.org/2013/04/for-their-eyes-only-2/
https://citizenlab.org/tag/finfisher/
https://citizenlab.org/wp-content/uploads/2013/05/shortbg-malaysia1.pdf
https://citizenlab.org/wp-content/uploads/2013/05/shortbg-malaysia1.pdf
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CAMBODIA 

Chinese and Taiwanese nationals arrested for online fraud 

On April 26, 34 Chinese nationals and three Cambodians were arrested by the National Military Police in 

Phnom Penh for running an "international extortion ring." Recently, 24 Chinese and two Taiwanese 

nationals were arrested in Suong City for running a similar ring. Voice over Internet Protocol (VoIP) 

equipment was said to be used by these rings to extort money from victims in the People's Republic of 

China by claiming to know various secrets about them or their families. Earlier in April, 17 Chinese 

nationals were sentenced to several years in prison for Internet fraud as well. 

 

INDONESIA 

Increase in the number of cyber crimes 

The Indonesian Security Incident Response Team on Infrastructure or Coordination Center (id-SIRTII/CC) 

reported that the number of cyber crimes in Indonesia has increased from around 600 cases in 2010 to 

more than 700 in 2012. The Jakarta Police cyber crimes unit had a number of high-profile cases last year, 

including one involving a teenager in Depok, West Java, who was kidnapped and repeatedly raped, 

allegedly by a man she contacted on Facebook. The Associated Press reported that as of October 2012, 27 

of the 129 children reported missing to Indonesia's National Commission for Child Protection are believed 

to have been abducted after meeting their captors on Facebook. This is an increase from 18 similar 

cases reported in all of 2011. The losses incurred due to cyber crime have also increased. Scams which 

involved losses of more than Rp 5 billion (approximately US$514,405) have been reported and they 

accounted for at least 40 percent of 176 cyber crime cases recorded during the first four months of 2013. 

 

MYANMAR 

ICT technology and anti-Rohingya violence 

Recent news reports have highlighted the role that ICT technologies play in creating a climate of hostility 

against Myanmar's minority Muslim Rohingya community. After the town of Meikhtila was rocked by 

communal strife starting in late March, social media and mobile phone technology helped spread the 

violence through the rapid dissemination of photos and videos. While ICT technology has been limited in 

the country, cyberspace has already been "overwhelmed by hateful screeds against Muslims, Indians, 

Chinese, and other ethnic minorities." A variety of civil society organizations met in April to discuss how 

Facebook users used the social media site to upset the country's "tranquility" through spreading false or 

inaccurate information, and plan to set up their own multi-stakeholder Facebook page to counter this 

hostile rhetoric. As previously reported, the plight of the Rohingya people has been brought to the 

attention of social media users by the hacktivist group Anonymous through Twitter hashtag campaigns. 

Google adds new support for users in Myanmar 

As follow up to Google Executive Chairman Eric Schmidt's visit to Myanmar as a means of promoting 

Internet freedom, Google has introduced support in Burmese as well as six other local languages on 

http://www.cambodiadaily.com/news/chinese-taiwanese-nationals-nabbed-in-phone-extortion-rings-20466/
http://www.thecambodiaherald.com/cambodia/detail/1?page=15&token=NzVkYzBlMTMyMzQ
http://www.thejakartapost.com/news/2013/04/09/scams-haunt-netizens-rapid-online-era.html
http://www.usatoday.com/story/news/world/2012/10/29/facebook-used-to-kidnap-traffic-indonesian-girls/1665321/
http://www.usatoday.com/story/news/world/2012/10/29/facebook-used-to-kidnap-traffic-indonesian-girls/1665321/
http://www.thejakartapost.com/news/2013/04/22/more-love-can-be-lost-internet.html
http://www.irrawaddy.org/archives/31756
http://www.theinternational.org/articles/387-myanmar-goes-digital-violent-ramificatio
http://www.cfr.org/burmamyanmar/myanmars-alarming-civil-unrest/p30414
http://www.cfr.org/burmamyanmar/myanmars-alarming-civil-unrest/p30414
http://news.asiaone.com/News/AsiaOne%2BNews/Asia/Story/A1Story20130426-418521.html
https://citizenlab.org/2013/04/southeast-asia-cyberwatch-march-2013/#myanmar
https://citizenlab.org/2013/04/southeast-asia-cyberwatch-march-2013/#myanmar
http://thenextweb.com/asia/2013/04/05/myanmar-boosted-as-google-search-gets-local-language-support-price-of-sim-cards-set-to-fall/
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its recently introduced search portal for the country. Despite this gesture of support, Schmidt 

voiced concerns over the future of the Internet in Myanmar as tensions between ethnic groups have flared 

up on social media, which in turn may result in a backlash against online freedom. 

 

PHILIPPINES 

Taiwan and the Philippines sign “crime-fighting” agreement 

After a series of Internet fraud cases involving Taiwanese citizens surfaced, the Philippines and Taiwan 

have signed a mutual "crime-fighting" agreement designed to help both countries in gathering evidence, 

freezing assets, and aiding in the deportation process of cyber criminals. The agreement came as a result of 

a contentious diplomatic row in 2011 over the arrest of several Taiwanese citizens using the Philippines as 

a base of operations to target victims in mainland China. In April, Filipino authorities arrested 16 

Taiwanese nationals for an Internet scam aimed at retirees in China and Taiwan. Combating online fraud is 

part of the motivation behind the creation of the controversial "Cybercrime Prevention Act", which has 

been under a federal restraining order, delaying its official enforcement. 

 

SINGAPORE 

State prosecution demands apology from online community over court-case backlash 

In 2012, Yuan Zhenghua was sentenced to 25 months in jail for hijacking and crashing a taxi, resulting in 

the death of an airport worker. Comments on websites and Facebook pages accused the court of giving a 

lenient sentence because Zhenghua is a Chinese national. This prompted Singapore's Attorney-General’s 

Chambers (AGC) to demand an apology from those who made such statements. It is unknown how many 

sites received letters demanding an apology, although a Facebook page titled "EDMW Loves Singapore" 

has posted an official statement. Bloggers have criticized the AGC's demand as a means of stifling "online 

dissent." 

 

THAILAND 

Rights organizations demand bail for magazine editor 

The Paris-based International Federation for Human Rights (FIDH) and the Geneva-based World 

Organisation Against Torture (OMCT) have asked the Thai Court of Appeal to review the case of 

magazine editor Somyot Prueksakasemsuk and to grant him bail. As previously reported, Somyot had been 

arrested by Thai authorities for allegedly insulting the Thai monarchy and was subsequently sentenced to 

11 years in jail. FIDH and OMCT argued that Somyot's actions fell within the Universal Declaration of 

Human Rights (UDHR) definition of what constitutes protected speech. 

 

 

http://www.google.com.mm/
http://blogs.wsj.com/searealtime/2013/04/02/googles-schmidt-sees-dangerous-period-in-myanmar/
http://www.gmanetwork.com/news/story/305279/news/nation/taiwan-philippines-sign-crime-fighting-pact
http://www.gulf-times.com/asean-philippines/188/details/347993/16-taiwanese-held-over-online-fraud
http://www.gulf-times.com/asean-philippines/188/details/347993/16-taiwanese-held-over-online-fraud
https://citizenlab.org/2012/06/southeast-asia-cyber-watch-june-2012-2/#ph
https://citizenlab.org/2013/02/southeast-asia-cyberwatch-january-2013-2/#philippines
http://asiancorrespondent.com/105649/singapores-state-prosecution-demands-apology-for-facebook-comments/
https://www.facebook.com/photo.php?fbid=439573512794467&set=a.287232731361880.67596.286603891424764&type=1
http://www.tremeritus.com/2013/04/18/singapore-judiciary-demands-apology-for-web-backlash/
http://www.bangkokpost.com/breakingnews/344112/international-rights-groups-join-clamour-for-bail-for-somyot
https://citizenlab.org/2012/09/southeast-asia-cyberwatch-september-2012/#thailand
http://www.theaustralian.com.au/news/world/activist-somyot-prueksakasemsuk-jailed-for-11-years-under-thailands-lese-majeste-laws/story-e6frg6so-1226560351347
http://www.bangkokpost.com/breakingnews/344112/international-rights-groups-join-clamour-for-bail-for-somyot
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VIETNAM 

Online “gay sitcom” breaking taboos 

"My Best Gay Friends," an online YouTube series, has gone viral as the debate towards legalizing gay 

marriage in the country is underway. Each online episode has received approximately one million views 

each. According to the show's creator, the series will only be available online as the "sensitive" subject 

matter did not "appeal to networks or their advertisers." 

Blogger targeted for criticism of state 

Vietnamese blogger Huynh Ngoc Tuan and his family have been repeatedly harassed for blog posts critical 

of the state, and has been fined for what the authorities say is "propaganda against the Communist party 

and the state." Recently, Huynh had his house vandalized with "rank liquid" consisting of human 

excrement, fish heads, and organs in an attack blamed on local security forces. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Read previous editions of the SEA Cyber Watch. 

http://www.smh.com.au/entertainment/tv-and-radio/vietnam-gay-sitcom-becomes-internet-smash-20130429-2io0p.html
http://www.techinasia.com/youtube-sitcom-gay-friends-viral-vietnam/
http://www.techinasia.com/youtube-sitcom-gay-friends-viral-vietnam/
http://www.google.com/hostednews/afp/article/ALeqM5jr2ldrRT6f094l7LWTyAV4uVS3PA?docId=CNG.206cc57221e7801d292ce0e587ad745c.661
http://www.rfa.org/english/news/vietnam/huynhfamily-12042011190026.html
http://www.rfa.org/english/news/vietnam/huynhfamily-12042011190026.html
http://www.rfa.org/english/news/vietnam/blogger-04082013142934.html
https://citizenlab.org/category/cyberwatch/menacyberwatch/

