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This post describes our work analyzing several samples which appear to be mobile variants of the FinFisher Toolkit,

and ongoing scanning we are performing that has identified more apparent FinFisher command and control servers.

INTRODUCTION

Earlier this year, Bahraini Human Rights activists were targeted by an email campaign tea¢daliv
sophisticated Trojan.IEr om Bahr ain with Love: wekharadiarizedtleer 0 s
malware, and suggested that it appeared to be Fip@pyof the FinFisher commercial surveillance toolkit.
Vernon Silver concurrentlgeported our findingsr Bloomberg, providindgackground on the attack and the
anal ysis, and highlighting lIinks to FinFisher:¢

After these initial reports, Rapid7, a Bostioased security company, produceoliow-up analysighat
identified apparent FinFisher Command and Control (C&C) servelig®nontinents After the release of the
Rapid7 report, Gamma International representagpeg&e with Bloombergnd The New York Timegits
Blog, and denied that the servers found in 10 countries were instances of their products.

Following these analyses, we were contacted by both the secutiacavist communities with potentially
interesting samples. From these, we identified several apparent mobile Trojans for the iOS, Android,
BlackBerry, Windows Mobile and Symbian platforrBased on our analysis, we found these tools to be
consistent in tinctionality with claims made in the documentation for theEinSpy Mobile product, a

component of the FinFisher tool kit Sever al S &
versions eady to be customized, while others appear to be samples in active use.
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https://citizenlab.org/2012/07/from-bahrain-with-love-finfishers-spy-kit-exposed/
http://www.bloomberg.com/news/2012-07-25/cyber-attacks-on-activists-traced-to-finfisher-spyware-of-gamma.html
https://community.rapid7.com/community/infosec/blog/2012/08/08/finfisher
http://www.bloomberg.com/news/2012-08-08/finfisher-spyware-reach-found-on-five-continents-report.html
http://www.bloomberg.com/news/2012-07-27/gamma-says-no-spyware-sold-to-bahrain-may-be-stolen-copy.html
http://bits.blogs.nytimes.com/2012/08/16/company-denies-role-in-recently-uncovered-spyware/
http://bits.blogs.nytimes.com/2012/08/16/company-denies-role-in-recently-uncovered-spyware/
https://www.youtube.com/watch?v=n5ZJUXweayo
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Promotional literature describes this product as providing:

Recording of common communications like Voice Calls, SMS/MMS and Emails
Live Surveillance through silent calls

File Downloa (Contacts, Calendar, Pictures, Files)

Country Tracing of Target (GPS and Cell ID)

Full Recording of all BlackBerry Messenger communications

Covert Communications with Headquarters

= =4 =4 4 -4 -

In addition to analysis of these samples, we are conducting an ongami@isEanFisher C&C servers, and
have identified potential servers in the following countiBgghrain, Brunei, the Czech Republic, Ethiopia,
Indonesia, Mongolia, Singapore, the Netherlands, Turkmenistan, and the United Arab Emirates (UAE)

MOBILE TROJANS

I0S

It was developed fohrm7, built against iOS SDK 5.1 on OSX 10.7.3 and it appears that it will run on iPh

4,4S,iPad 1, 2, 3, and iPod touch 3, 4 on iOS 4.0 and up.

The bundle is called Ainstall manager. an

appo

99621a7301bfd00d98c222a89900aeef ./data
1f73ebf8be52aal4d4d4546fb3242728 ./ _CodeSignature/CodeResources
9273880e5baa5ac810f312f8bd29bd3f ./embedded.mobileprovision
2cbe06c89dc5a43ea0e0600ed496803e ./install_manager
23b7d7d024abb0f558420e098800bf27 ./PkgyInf
11e4821d845f369b610c31592f4316d9 ./Info.plist
ce7f5b3d4bfc7b4b0da6a06dccc515f2 ./en.lproj/InfoPlist.strings
3fa32da3b25862bal6af040be3451922 ./ResourceRules.plist

one



https://en.wikipedia.org/wiki/ARM7
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Investigation of thedachO bi nary o6éinstall manager6 reveal s

POOOD786 lp...0... ./Users|
PEeOb790 | /adm/Code/develo|
POOOH7a0 | pment/EUEV2/S |
PEOOb7bO |rce/i0S/CoreTarge|
POOODL7CO |t/./Users/adm/Co|

PEOOL7de |de/development/F|
DEOOb7e0 | inSpyv2/src/i0S/ |
POOODL7TO ' |Installer/instal|
PEOOHEO |l manager/instal|
PEEODbB1O |1 manager/main.m|

Further references to AFIinSpyo were identifiec

/Users/adm/Code/development/FinSpyV2/src/iOS/CoreTarget/
/Users/adm/Code/development/FinSpyV2/src/iOS/Installer/install_manager/install_manager/main.m
/Users/adm/Code/development/FinSpyV2/src/iOS/Installer/install_manager/install_manager/zip/ioaj
/Users/adm/Code/development/FinSpyV2/src/iOS/Installer/ingtalhager/install_manager/zip/unzip.c
/Users/adm/Code/development/FinSpyV2/src/iOS/Installer/install_manager/install_manager/zip/cryj
/Users/adm/Code/development/FinSpyV2/src/iOS/Installer/install_manager/install_manager/zip/zip.
/Users/adm/Code/develomt/FinSpyV2/src/iOS/Installer/install_manager/install_manager/zip/ZipArg
e.mm
/Users/adm/Code/development/FinSpyV2/src/iOS/Installer/install_manager/install_manager/../../../Q
get/CoreTarget/GlFileOps.mm
/Users/adm/Code/development/FinSpyV2/srcli@Saller/install_manager/install_manager/../../../CoreT
get/CoreTarget/GIFileOps+Zip.m
/Users/adm/Code/development/FinSpyV2/src/iOS/Installer/install_manager/install_manager/../../../Q
get/CoreTarget/GIPath.mm

Additionally, it appearsthatadevple r 6 s certi fi cate bel odesgribedo Theo
New York Timesas Managing Director of Gamma International GmbH and head ofrtkesker product
portfolio, is used:



http://bits.blogs.nytimes.com/2012/08/13/elusive-finspy-spyware-pops-up-in-10-countries/
http://bits.blogs.nytimes.com/2012/08/13/elusive-finspy-spyware-pops-up-in-10-countries/

August 2012

ot Apple Inc.1,0|
|*.. .#Apple Wo|
|rldw1de AT
|r Relations1D0B. |
| .U...;Apple Worl|
|dwide Developer |
|Relations Certif|

|ication Authorit|
|y0...12040310332|
|0Z. 130403103320|
|Ze.. o]
|.d. 9CH59n7C3S|
|1+0) ."1Phon|
|e Distribution: |

Anadhoc distribution profile is present: fitesta

UUIl D: 0 EORMM4BER®EDB3I5 A845D5124BCOo.

Will expire on 02.04.2013.

The profile matches the bundle ID (home.instadinager).

The profile was signed by 2dificates.

The profile may be used by one developer:

Devel oper Certificate fAi Phone Distribution:
This certificate was used to sign the bundle

The code signature contains 3 certificates:

Certificate AAppl e Root CAO:

Will expire on 09.02.2035.

Your keychain contains this roogrtificate.

Certificate HAApple Worl dwide Devel oper Rel at
Will expire on 14.02.2016.

Certificate fAi Phone Distribution: Martin Mue
Will expire on 03.04.2013.
SHA1l fingerprint: N1F921F276754ED8441D99FBO02
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The Application has been provisioned to run on the following devices, represented here by their Unique
Device Identifiers (UDID):

31b4f49bc9007f98b55df555b107cba841219a21,
73b94de27cb5841ff387078c175238d6aba44
0b47179108f7ad5462ed386bc59520da8bfcea8s,
320184fh96154522e6a7bd86dcd0c7a9805ce7cO,
11432945ee0b84c7b72e293cbe9acef48f900628,
5a3df0593f1b39b61e3c180f34b9682429f21b4f,
b5bfa7db6a0781827241901d6b67b9d4e5d5dce8

The file is hidden using Spring Board optsy and on execution the sample writes out logind.app to
/System/Library/CoreServices. 'logind' exists on OSX but not normally on iOS.

It then installs: /System/Library/LaunchDaemons/com.apple.logind.plist

<?xml version="1,0" encoding="UTIF-8"72>
<!DOCTYPE pliec PUBLIC "-//Apple//DID PLIST 1.0//EN"
"http://www.apple.com/DIDs/Properctylist=~1.0.dcd">
<plist version="1.0">
<dict>
<key>Disabled</key>
<false/>
<key>Labell/xey>
<string>home.logind</srring>
<key>0OnDemand</keay>
<false/>
<key>Programirguments</key>
{array>
<string>/System/Library/CoreSexvices/logind.app/logind</string>
<stringr</string>
<string></string>
<farray>
<key>StandardirrorPach</key>
<scring>/dev/nulli</scring>
</dict>
</plisc>

This creates persistence on reboot. It launtdhesogind process, then deletes install_manager.app.

v



On reboot it runs early in the boot process with ID 47:

20/8 - 1:55-No IP

mediaserverd
mediaremoted
mODNSResponder
logind

lecationd
imagent

iapd

fseventsd

Advertise your application here,
=S Click here for more information.

This then drops SyncData.app. This application is signed, and the provisioning stipulates:
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"Reliance on this certificate by any party assuaseptance of the then applicable standard terms and

conditions of use, certificate policy and certification practice statements."

Further legal analysis would be necessary to determine whether the program violated the terms of use

time of its creaon.

at the
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This application appears to provide functionality for call logging:

/Users/adm/Code/developmdfitiSpyV2src/iOS/CoreTarget/CoreTarget/MobileLoggingDataTLV.m
_OBJC_METACLASS_$_MobileLoggingDataTLV
_OBJC_CLASS_$ MobileLoggingDataTLV

Exfiltration of cortacts:

/Users/adm/Code/developmdfitiSpyV2src/iOS/CoreTarget/CoreTarget/GIAddressBookModule.m
/Users/adm/Library/Developer/Xcode/DerivedData/CoreTarget
gqciiloogcckafgxingvjezpbymr/Build/Intermediates/CoreTarget.build/Release
iphoneos/SyncData.build/Olges-normal/armv7/GlAddressBookModule.o

-[XXXVIII_cl getAddresses:]
/Users/adm/Code/developmdfitiSpyV2src/iOS/CoreTarget/CoreTarget/GlIAddressBookModuleData.m

Target location enumeration:

@ _OBJC_CLASS $ CLLocationManager
/Users/adm/Code/developmdrfitiSpyw2/src/iOS/CoreTarget/CoreTarget/GlLocationManager.m
/Users/adm/Library/Developer/Xcode/DerivedData/CoreTarget
gqciiloogcckafgxingvjezpbymr/Build/Intermediates/CoreTarget.build/Release
iphoneos/SyncData.build/Objeatsrmal/armv7/GlLocationManager.o

As wel as arbitrary data exfiltration, SMS interception and more.

SyncData.app exfiltrates base64 encoded data about the device (including the IMEI, IMSI etc) to a rem
cellular number.

ote
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6:00 PM 100% =&
Messages +33 6 52 10 98___ Edit

' No Service

@ (Text Message

The o6l ogindbé process attempt s erven thd canfiguratioroinfoamatioe
for which appears to be stored in base64 encooc¢

The _CodeSignature/CodeResources file suggests that install manager drops logind.app, SyncData.ar.
Trampoline.app (Trampoline.app has not been examined).

org.logind.ctp.archive/logind.app/logind
org.logind.ctp.archive/SyncData.app/SyncData
org.logind.ctp.archive/trampoline.app/trampoline

no t
led

p anc




August 2012

Android

The Android samples identified come in the form of APKs.

2e96e343ac10f5d9ace680e456c083edeceh108f7209aale849f11a239e7a682
0d798calb2d0ea9bhad251125973d8800ad3043e51d4cc6d0d57b971a97d3af2d
72a522d0d3dcd0dc026b02ab9535e87a9f5664bc5587fd33bbh4a48094bce0537

The application appears $o0: instal/l I tsel f as 0
Android Services
version 1.0

Storage

Total 416KB
Application 412KB
Data 4.00KB

Clear data

Cache

Cache

Launch by default

No defaults set.




It requests the following permissions:
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android.permission.ACCESS_COARSE_LOCATION
android.permission.ACCESS_FINE_LOCATION
android.permission.INTERNET
android.permission.READ_PHONE_STATE
android.permission.ACCESS_NETWORK_STATE
android.permission.RED _CONTACTS
android.permission.READ_SMS
android.permission.SEND_SMS
android.permission.RECEIVE_SMS
android.permission. WRITE_SMS
android.permission.RECEIVE_MMS
android.permission.RECEIVE_BOOT_COMPLETED
android.permission.PROCESS_OUTGOING_CALLS
android.permgsion. ACCESS_NETWORK_STATE
android.permission.ACCESS_WIFI_STATE
android.permission. WAKE_LOCK
android.permission.CHANGE_WIFI_STATE
android.permission.MODIFY_PHONE_STATE
android.permission.BLUETOOTH
android.permission.RECEIVE_WAP_PUSH

The first 200 files irthe apk are named "assets/Configurations/dummsX.dat”, where X is a number from O

199. The files are 0 bytes in length. The file header entries in the compressed file are normal, but the directo

header entries contain configuration information.

The coden the my.api.Extractor.getConfiguration() method opens up the APK file and searches for directory
entry headers (PiK01\x02) then copies 6 bytes from the entry starting at offset 36. These are the "internal file

attributes" and "external file attributesélids. The code grabs these sequences until it hits a 0 value.This

creates a base64 encoded string.

The app decodes this string and stores it in a file named 84c.dat (similar to the iOS sample discussed earliel

10
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Here's the output from one of the samples

KQIAAIBb/gAhAgAAODOEAAWAAABQE/AAAAAAABAAAABQV/IAAAAAAAAAAAAAMAAAAQ
BX+AAAAAAAPAAAACF+AG1gbVIBTKQMAAAAQGGEACWBAAANAAAAKGSEAIKHhoGDJgA
AAHA3gABKZW1vLWRILMdhbW1hLWIudGVybmF0aw9uYWwuZGUbAAAACDeAAGZmLWRIbWS
uYmxvZ2Rucy5vecmcMAAAAQDIAAFAAAAAMAAAAQDIAAFCEAAAMA AAAQDIAAFgEAAAVA
AAACGOEACSOOTE3M]Y2NTM4MDAWAAAACGQEACSOOTg5NTQ50Tg50TA4DWAAAHBmMhABL
am1fQUSEDAAAAEBIhACMNQEPDAAAAEAh/gAOBAAADAAAAEANGAB7AAAADAAAAEBONA
AAAAAADAAAAEATJAAAAAAACIAAAIBGhACIEAOAAACQYO0QAWAAIJAAAASGEEAAAIAAA
AKMZXAIWAAACQeYQAAAAAAAAAAAAAAAAAAAAAAAAAA  AAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAEBAQEAAQEAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAPQAAAJAORQAIAAAAODNFAAWAAABAQUUAGAMAAAWAAABAQEUAL
AEAAAKAAAAWQKUAAAWAAACQZIQAh4aFg

The Base64 decode@xdump is:

..p7..demo-de. |
|gamma-internatio|
[nal.de....p7..ff]|
| -demo.blogdns.or|

l 1726653800 -Pil
+4989549989908 |
pf .mym_AND. |

1]
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Note that the hostnamdsmaode.gammanternational.dendff-demo.blogdns.orgre suggestive of a demo
or precustomisation version of tif@nSpy Mobile tool and are similar to domains identified in our previou
report.

We identified samples structurally similar to this sample that spoke to serverdJinitine Kingdom and
theCzech Republic

Sample: 2e96e343ac10f5d9ace680e456c083e4eceb108f7209aale849f11a239e7a682
Command and Control: 866253.44

Country: Czech Republic

Company: FSystems Czech Republic

Sample0d798ca0b2d0ea9bad251125973d8800ad3043e51d4cc6d0d57b971a97d3af2d
Command and Control: 212.56.102.38

Country: United Kingdom

Company: PlusNet Technologies

Note that the Czech sample speaks to the same command and contrgregivasly identifiedby Rapid7.

Symbian

Sampl es fSygmbiardlatiorm svéresidentified:

le7e53b0d5fabcfl2cdlbed4bd9ac561a3f4f6f8a8ddc5d1f3d2f3e2e9da0116 Symbian.sisx
eee80733f9664384d6bac4d4e27304748af9ee158d3c288%afB3a59da0 mysym.sisx

The first sample (ASymbian.sisxo0o) identifies
29th of May 2012, at 14:20:57 UTC.

12
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http://demo-de.gamma-international.de/
http://ff-demo.blogdns.org/
https://community.rapid7.com/community/infosec/blog/2012/08/08/finfisher
https://en.wikipedia.org/wiki/Symbian
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Creation time:  14:20:57 (UTC)

| Delete

Peckage UID:  [0x20041368 Terget devices: iSymbian~3 devices ]
Vender name:  Yendor I Soft, dependencies: 0 ]
Package name:  System Update ] Options: o ]
Versica: 1.03{0) | Languages: UK Englch |
Creation date:  29.05-2012 ] Signing sxatus: isigned ]

|

|

Intalltype:  Installation [5A]

C

JO@cyanengnesrngservicas. com 30.03,2012 - 23.02,2015

The certificate is registered tgdg@cyanengineeringservices.coiHOIS information indicates
thatwww.cyanengineeringservices.cams anonymously registered (date of first regigtrat07-Mar-07)
with GoDaddy wusing Domains By Proxy. Although
Soft ware Devel opmento for AWIindows Mobile, i Pt
AProduct so AAboultedd o0t mram Cloinrnt daert s@gnstructi on

10N



mailto:jd@cyanengineeringservices.com
http://www.cyanengineeringservices.com/
https://citizenlab.org/wp-content/uploads/2012/08/Image8.jpg
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The sample contains the following components:

File Tools Ogpticns Help

N5 v-00=®

- — Y
Z:\tmpsymblan}Symbian.sisx: |Evsten Uodate ~| pelete |
T | Addentey
o, cilisysibinipstatus.exe t=-i
""‘ Oparation: Run during installation Size: 6767J6767
o, ciiprivatel 1000323 \importiapps|pstatus.rec
B Operation: Install Size: 52/69
cleysibinlupdater exe
"‘..’ Operation: [nstal Size: 123759/124497
. Copabiltics: PowerMgmt, ReadDeviceData, TrustedUl, SwEvent, NetworkServices, ReadUserData, WinkeUserData,
Location
v, Clprivatel10003a3flimportiappsiupdater.rsc
B Operstion: Irstal Size: 52169
 egysibinlaysbus.exe
@ Operation: Run during nstallation Size: S758/5758
Capablities: TrustedU], MetworkServices
1, elprivatel 10003830 importiappstsysbus rsc
8 QOperation: Instal Size: S1/63
o, Clprivatel 101F87Salimporti[200413bb).rsc =
= Operation: [rstal Size: 5359
. clprivatel2004) 3bcsyscleanup. sisx
‘B Operation: Irstal Size: 8570/8616 i

¥ show fies of subcomponents

The f\sgydbmupdat er . e x e d@ainimplantvfunaienality.tThiserequests the following
capabilities:

PowerMgmt
ReadDeviceData
TrustedUI
SwEvent
NetworkServices
ReadUserData
WriteUserData
Location

14



https://citizenlab.org/wp-admin/post.php?post=14828&action=edit#1
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Of special note is the use of TrustedUI. As mentioned in the security section of the Nokia deatkepéor
Symbian:

ATrusted Ul dialogs are rare. They must be wu
Il nstance for password dialogs. Normal access
The second mampseo) Amgesnyti fies itself as Al nst
ASymbian CA 1 0 for fACyan Engineering Services

registered tgd@cyanengineeringservices.com

:iimp\sym&éhimysﬂn.s'isx | En=talation Fie ;] Delete
Packsge UID:  [oxz0011396 Target devices: Symbian™3 devices l
Vendor name:  Vendor Soft, dependencies: 0 l
Package nome: ;rlnstalat-onﬁle ‘ Options: (Lo [
Version: |i.oo(o) _ Langusges: K Englsh [
Crestiondate:  [24-04-2012 , Signing status: Signed I
Crestiontime:  [14:57:15 (UTC)

Inztalitype:  [Instaliation [SA]

Certificate chains (select certificate in the list and dick on the right mouse button to ses options):
Issued by | Issuedto | vadity |
Symbian CA 1 Cyan Enginaering Services SAL (offzhore) 24.04.2012 - 25.04.2022

We identified@ Cy an Engi neering Services SAL (offshore
domain www.itintrusion.com, (Created: @Bec11, also with GoDaddy). Howevet;intrusion.com does
not have a protected registrant. The registrant is fisted company based in Beirut, Lebanon:

Cyan Engineering Services SAL (offshore)
Broadway Center, 7th Floor

Hamra Street Chouran 1102050

Beirut, Beirut 00000

Lebanon

Domain Domain Name: FINTRUSION.COM
Created: 08ec11

Expires: 08Dec13



mailto:jd@cyanengineeringservices.com
https://citizenlab.org/wp-admin/post.php?post=14828&action=edit#2
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Updated: 08Dec11
Administrative Contact: Debs, Johnny

The registrant information for Cyan Engineering Services SAL also connéggtatmma : t he na
Debso is associated with Gammaasrepgresenting Gamrabbhe a |
October 2011 Milpol in Paris, artde hame occurs elsewhenediscussions of FinFisher.

Examination of this sample reveals the donte@mo01.gammainternational.dg@otentially indicating a demo
or precustomisation copy.

06923170 83 26
P0O23180 2e 67

00023190 6f 6e

P00231a0 04 00

PEO231bO 00 00 Y.
P00231¢O 63 84 |....pC..+4917266 |

POO231d0 14 00 |62364. . ..pc..+60|
DEO231e0 39 38 |123839897....p).|
POO23110 39 31 | . +4989121465865. |
PEO23200 84 60 |...pj..+49891214|

0d 60 00 60 70 ..pf..mys

The phone number +60123839897 also shows up in the sample. It has a Malaysian country code.

Blackberry

rlc_channel_mode_updater.cod
rlc_channel_mode_updat&rcod
rlc_channel_mode_updater.jad

The identified samples contained the following files:

The .cod files are signed by RIM&s RBB, RCR, é

which allows manipulation of BlackBerry apps, RCR standéif& | M Cr ypt o APl , 0 whi
crypto | ibraries, and RRT stands for ARI M Runti

such as sending SMS messages.

The signature process is describe®ih M6 s d o c [pdij@bott th¢ Blackiverry Signing Authority.
First, a developer registers a public key with the Blackberry Signing Atythlor order to obtain a signed
application, the developer submits a signature request (including his identity and a hash of the binary)

with his private key to the Signing Authority. The Signing Authority verifies that the signer is authorized
16
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http://milipol.b2b-match.com/index.php?page=cat_par&params%5Bid%5D=157
http://www.thetechherald.com/articles/Report-U-K-firm-offered-IT-intrusion-tools-to-Egyptian-government
http://demo-01.gamma-international.de/
http://docs.blackberry.com/en/developers/deliverables/1077/BlackBerry_Signing_Authority_Tool_1.0_-_Password_Based_-_Administrator_Guide.pdf
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make requests, and, if so, replies with a copy of the hash signed with the relevant RIM private key. The
developer then appends the signature to his binary.

The .jad file contains the following hashes for the .cod files:

RIM-COD-SHA1-1: 2d Oa a2 b3 547 f7 35 fb 40 77 8e el ca 7f 8f 3e a0 aa 04
RIM-COD-SHAZ1: 0f 3b d8 d1 84 da 35 4e 10 94 89 c0 d6 08 70 ad 5e 7a f3 e0

The .jad file also contains a bCODIComnf ilyga®e dhi ¢
the URL of the command & caml server, TCP ports, phone numbers to exfiltrate data to via SMS, ident
for the Trojan and target, active modules, and various other configuration parameters.

Decodingthis reveals the following servers and phone numbers:

118.xx.xx.186- Indonesia
+6281310xxxxx4 Indonesia
+49456Xxxxxx6- Germany

v

s N @
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Upon installation, the user is presented with the following screen:

Name: rlc_channel_mode_updater
Version: 4.1
Vendor: TellCOM Systems LTD
Size: 139.0KB
Description:

Common Communication Update DSCH/
_ USCH V32
B Set application permissions.

“Downioad | cancel

As evidenced by the above screenshot, the app is listed as:

Directly after installing, the application requests enhanced permissions:
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TellCOM Systems LTD
Common Communication Update DSCH/USCH V32

Name: rlc_channel _mode updater

rlc_channel _mode updater is

requesting changes to its
application control permissions.

18




The following screen pops up showing the requested permissions:

Permissions: rlc_channel _mode_updater
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@Connections Allow
USB Allow
Phone Allow
Location Data Allow
Internet Allow
Wi-Fi Allow

@Interactions Allow
Cross Application Communication Allow
Device Settings Allow
Media Allow

Armnlicatriam MAanmam~nAaraAand All .

Scrolling down reveals:




