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This post describes our work analyzing several samples which appear to be mobile variants of the FinFisher Toolkit, 

and ongoing scanning we are performing that has identified more apparent FinFisher command and control servers.  

INTRODUCTION  

Earlier this year, Bahraini Human Rights activists were targeted by an email campaign that delivered a 

sophisticated Trojan. In From Bahrain with Love: FinFisherôs Spy Kit Exposed? we characterized the 

malware, and suggested that it appeared to be FinSpy, part of the FinFisher commercial surveillance toolkit. 

Vernon Silver concurrently reported our findings in Bloomberg, providing background on the attack and the 

analysis, and highlighting links to FinFisherôs parent company, Gamma International. 

After these initial reports, Rapid7, a Boston-based security company, produced a follow-up analysis that 

identified apparent FinFisher Command and Control (C&C) servers on five continents. After the release of the 

Rapid7 report, Gamma International representatives spoke with Bloomberg and The New York Times' Bits 

Blog, and denied that the servers found in 10 countries were instances of their products. 

Following these analyses, we were contacted by both the security and activist communities with potentially 

interesting samples. From these, we identified several apparent mobile Trojans for the iOS, Android, 

BlackBerry, Windows Mobile and Symbian platforms. Based on our analysis, we found these tools to be 

consistent in functionality with claims made in the documentation for the FinSpy Mobile product, a 

component of the FinFisher toolkit. Several samples appear to be either demo versions or ñunpackagedò 

versions ready to be customized, while others appear to be samples in active use. 

 

https://citizenlab.org/2012/07/from-bahrain-with-love-finfishers-spy-kit-exposed/
http://www.bloomberg.com/news/2012-07-25/cyber-attacks-on-activists-traced-to-finfisher-spyware-of-gamma.html
https://community.rapid7.com/community/infosec/blog/2012/08/08/finfisher
http://www.bloomberg.com/news/2012-08-08/finfisher-spyware-reach-found-on-five-continents-report.html
http://www.bloomberg.com/news/2012-07-27/gamma-says-no-spyware-sold-to-bahrain-may-be-stolen-copy.html
http://bits.blogs.nytimes.com/2012/08/16/company-denies-role-in-recently-uncovered-spyware/
http://bits.blogs.nytimes.com/2012/08/16/company-denies-role-in-recently-uncovered-spyware/
https://www.youtube.com/watch?v=n5ZJUXweayo
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Promotional literature describes this product as providing: 

¶ Recording of common communications like Voice Calls, SMS/MMS and Emails 

¶ Live Surveillance through silent calls 

¶ File Download (Contacts, Calendar, Pictures, Files) 

¶ Country Tracing of Target (GPS and Cell ID) 

¶ Full Recording of all BlackBerry Messenger communications 

¶ Covert Communications with Headquarters 

In addition to analysis of these samples, we are conducting an ongoing scan for FinFisher C&C servers, and 

have identified potential servers in the following countries: Bahrain, Brunei, the Czech Republic, Ethiopia, 

Indonesia, Mongolia, Singapore, the Netherlands, Turkmenistan, and the United Arab Emirates (UAE). 

MOBILE TROJANS  

iOS 

It was developed for Arm7, built against iOS SDK 5.1 on OSX 10.7.3 and it appears that it will run on iPhone 

4, 4S, iPad 1, 2, 3, and iPod touch 3, 4 on iOS 4.0 and up. 

The bundle is called ñinstall_manager.appò and the contents of it are: 

99621a7301bfd00d98c222a89900aeef ./data 

1f73ebf8be52aa14d4d4546fb3242728 ./_CodeSignature/CodeResources 

9273880e5baa5ac810f312f8bd29bd3f ./embedded.mobileprovision 

2cbe06c89dc5a43ea0e0600ed496803e ./install_manager 

23b7d7d024abb0f558420e098800bf27 ./PkgInfo 

11e4821d845f369b610c31592f4316d9 ./Info.plist 

ce7f5b3d4bfc7b4b0da6a06dccc515f2 ./en.lproj/InfoPlist.strings 

3fa32da3b25862ba16af040be3451922 ./ResourceRules.plist 

https://en.wikipedia.org/wiki/ARM7
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Investigation of the Mach-0 binary óinstall_managerô reveals the text ñFinSpyò: 

 

 

Further references to ñFinSpyò were identified in the binary: 

Additionally, it appears that a developerôs certificate belonging to Martin Muench, who is described in The 

New York Times as Managing Director of Gamma International GmbH and head of the FinFisher product 

portfolio, is used: 

/Users/adm/Code/development/FinSpyV2/src/iOS/CoreTarget/ 

/Users/adm/Code/development/FinSpyV2/src/iOS/Installer/install_manager/install_manager/main.m 

/Users/adm/Code/development/FinSpyV2/src/iOS/Installer/install_manager/install_manager/zip/ioapi.c 

/Users/adm/Code/development/FinSpyV2/src/iOS/Installer/install_manager/install_manager/zip/unzip.c 

/Users/adm/Code/development/FinSpyV2/src/iOS/Installer/install_manager/install_manager/zip/crypt.h 

/Users/adm/Code/development/FinSpyV2/src/iOS/Installer/install_manager/install_manager/zip/zip.c 

/Users/adm/Code/development/FinSpyV2/src/iOS/Installer/install_manager/install_manager/zip/ZipArchiv

e.mm 

/Users/adm/Code/development/FinSpyV2/src/iOS/Installer/install_manager/install_manager/../../../CoreTar

get/CoreTarget/GIFileOps.mm 

/Users/adm/Code/development/FinSpyV2/src/iOS/Installer/install_manager/install_manager/../../../CoreTar

get/CoreTarget/GIFileOps+Zip.m 

/Users/adm/Code/development/FinSpyV2/src/iOS/Installer/install_manager/install_manager/../../../CoreTar

get/CoreTarget/GIPath.mm 

http://bits.blogs.nytimes.com/2012/08/13/elusive-finspy-spyware-pops-up-in-10-countries/
http://bits.blogs.nytimes.com/2012/08/13/elusive-finspy-spyware-pops-up-in-10-countries/
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An ad-hoc distribution profile is present: ñtestappò: 

 

The code signature contains 3 certificates: 

UUID: ñE0A4FAD7-E414-4F39-9DB3-5A845D5124BCò. 

Will expire on 02.04.2013. 

The profile matches the bundle ID (home.install-manager). 

The profile was signed by 3 certificates. 

The profile may be used by one developer: 

Developer Certificate ñiPhone Distribution: Martin Muenchò. 

This certificate was used to sign the bundle 

Certificate ñApple Root CAò: 

Will expire on 09.02.2035. 

Your keychain contains this root certificate. 

Certificate ñApple Worldwide Developer Relations Certification Authorityò: 

Will expire on 14.02.2016. 

Certificate ñiPhone Distribution: Martin Muenchò: 

Will expire on 03.04.2013. 

SHA1 fingerprint: ñ1F921F276754ED8441D99FB0222A096A0B6E5C65ò. 
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The Application has been provisioned to run on the following devices, represented here by their Unique 

Device Identifiers (UDID): 

The file is hidden using Spring Board options, and on execution the sample writes out logind.app to 

/System/Library/CoreServices. 'logind' exists on OSX but not normally on iOS. 

It then installs: /System/Library/LaunchDaemons/com.apple.logind.plist 

 

This creates persistence on reboot. It launches the logind process, then deletes install_manager.app. 

 

 

31b4f49bc9007f98b55df555b107cba841219a21, 

73b94de27cb5841ff387078c175238d6abac44b2, 

0b47179108f7ad5462ed386bc59520da8bfcea86, 

320184fb96154522e6a7bd86dcd0c7a9805ce7c0, 

11432945ee0b84c7b72e293cbe9acef48f900628, 

5a3df0593f1b39b61e3c180f34b9682429f21b4f, 

b5bfa7db6a0781827241901d6b67b9d4e5d5dce8 
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On reboot it runs early in the boot process with ID 47: 

 

This then drops SyncData.app. This application is signed, and the provisioning stipulates: 

"Reliance on this certificate by any party assumes acceptance of the then applicable standard terms and 

conditions of use, certificate policy and certification practice statements." 

Further legal analysis would be necessary to determine whether the program violated the terms of use at the 

time of its creation. 
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This application appears to provide functionality for call logging: 

/Users/adm/Code/development/FinSpyV2/src/iOS/CoreTarget/CoreTarget/MobileLoggingDataTLV.m 

_OBJC_METACLASS_$_MobileLoggingDataTLV 

_OBJC_CLASS_$_MobileLoggingDataTLV 

Exfiltration of contacts: 

/Users/adm/Code/development/FinSpyV2/src/iOS/CoreTarget/CoreTarget/GIAddressBookModule.m 

/Users/adm/Library/Developer/Xcode/DerivedData/CoreTarget-

gqciilooqcckafgxlngvjezpbymr/Build/Intermediates/CoreTarget.build/Release-

iphoneos/SyncData.build/Objects-normal/armv7/GIAddressBookModule.o 

-[XXXVIII_cI getAddresses:] 

/Users/adm/Code/development/FinSpyV2/src/iOS/CoreTarget/CoreTarget/GIAddressBookModuleData.m 

Target location enumeration: 

@_OBJC_CLASS_$_CLLocationManager 

/Users/adm/Code/development/FinSpyV2/src/iOS/CoreTarget/CoreTarget/GILocationManager.m 

/Users/adm/Library/Developer/Xcode/DerivedData/CoreTarget-

gqciilooqcckafgxlngvjezpbymr/Build/Intermediates/CoreTarget.build/Release-

iphoneos/SyncData.build/Objects-normal/armv7/GILocationManager.o 

As well as arbitrary data exfiltration, SMS interception and more. 

SyncData.app exfiltrates base64 encoded data about the device (including the IMEI, IMSI etc) to a remote 

cellular number. 
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The ólogindô process attempts to talk to a remote command and control server, the configuration information 

for which appears to be stored in base64 encoded form in ñSyncData.app/84C.datò. 

The _CodeSignature/CodeResources file suggests that install manager drops logind.app, SyncData.app and 

Trampoline.app (Trampoline.app has not been examined). 

 

 

org.logind.ctp.archive/logind.app/logind 

org.logind.ctp.archive/SyncData.app/SyncData 

org.logind.ctp.archive/trampoline.app/trampoline 



August 2012 

 

 9 

Android  

The Android samples identified come in the form of APKs. 

The application appears to install itself as ñAndroid Servicesò: 

 

2e96e343ac10f5d9ace680e456c083e4eceb108f7209aa1e849f11a239e7a682 

0d798ca0b2d0ea9bad251125973d8800ad3043e51d4cc6d0d57b971a97d3af2d 

72a522d0d3dcd0dc026b02ab9535e87a9f5664bc5587fd33bb4a48094bce0537 
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It requests the following permissions: 

The first 200 files in the apk are named "assets/Configurations/dummsX.dat", where X is a number from 0-

199. The files are 0 bytes in length. The file header entries in the compressed file are normal, but the directory 

header entries contain configuration information. 

The code in the my.api.Extractor.getConfiguration() method opens up the APK file and searches for directory 

entry headers (PK\x01\x02) then copies 6 bytes from the entry starting at offset 36. These are the "internal file 

attributes" and "external file attributes" fields. The code grabs these sequences until it hits a 0 value.This 

creates a base64 encoded string. 

The app decodes this string and stores it in a file named 84c.dat (similar to the iOS sample discussed earlier). 

 

 

android.permission.ACCESS_COARSE_LOCATION 

android.permission.ACCESS_FINE_LOCATION 

android.permission.INTERNET 

android.permission.READ_PHONE_STATE 

android.permission.ACCESS_NETWORK_STATE 

android.permission.READ_CONTACTS 

android.permission.READ_SMS 

android.permission.SEND_SMS 

android.permission.RECEIVE_SMS 

android.permission.WRITE_SMS 

android.permission.RECEIVE_MMS 

android.permission.RECEIVE_BOOT_COMPLETED 

android.permission.PROCESS_OUTGOING_CALLS 

android.permission.ACCESS_NETWORK_STATE 

android.permission.ACCESS_WIFI_STATE 

android.permission.WAKE_LOCK 

android.permission.CHANGE_WIFI_STATE 

android.permission.MODIFY_PHONE_STATE 

android.permission.BLUETOOTH 

android.permission.RECEIVE_WAP_PUSH 
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Here's the output from one of the samples: 

 

 

The Base64 decoded hexdump is: 

 

 

KQIAAJBb/gAhAgAAoDOEAAwAAABQE/4AAAAAABAAAABgV/4AAAAAAAAAAAAMAAAAQ

BX+AAAAAAAPAAAAcFj+AG1qbV9BTkQMAAAAQGGEACwBAAANAAAAkGSEAIKHhoGDJgA

AAHA3gABkZW1vLWRlLmdhbW1hLWludGVybmF0aW9uYWwuZGUbAAAAcDeAAGZmLWRlbW8

uYmxvZ2Rucy5vcmcMAAAAQDiAAFAAAAAMAAAAQDiAAFcEAAAMA AAAQDiAAFgEAAAVA

AAAcGOEACs0OTE3MjY2NTM4MDAWAAAAcGqEACs0OTg5NTQ5OTg5OTA4DwAAAHBmhABt

am1fQU5EDAAAAEBlhACmNqEPDAAAAEAh/gAoBAAADAAAAEANgAB7AAAADAAAAEBohA

AAAAAADAAAAEA7gAAAAAAACgAAAJBghACtEAoAAACQYoQAwAAJAAAAsGeEAAAIAAA

AkMZxAIwAAACQeYQAAAAAAAAAAAAAAAAAAAAAAAAAA AAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAEBAQEAAQEAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAPQAAAJA0RQA1AAAAoDNFAAwAAABAQUUA6AMAAAwAAABAQEUAL

AEAAAkAAAAwQkUAAAwAAACQZIQAh4aFgQ==  
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Note that the hostnames demo-de.gamma-international.de and ff -demo.blogdns.org are suggestive of a demo 

or pre-customisation version of the FinSpy Mobile tool and are similar to domains identified in our previous 

report. 

We identified samples structurally similar to this sample that spoke to servers in the United Kingdom and 

the Czech Republic: 

 

Note that the Czech sample speaks to the same command and control server previously identified by Rapid7. 

Symbian 

Samples for Nokiaôs Symbian platform were identified: 

The first sample (ñSymbian.sisxò) identifies itself as ñSystem Updateò and appears to have been built on the 

29th of May 2012, at 14:20:57 UTC. 

Sample: 2e96e343ac10f5d9ace680e456c083e4eceb108f7209aa1e849f11a239e7a682 

Command and Control: 80.95.253.44 

Country: Czech Republic 

Company: T-Systems Czech Republic 

Sample: 0d798ca0b2d0ea9bad251125973d8800ad3043e51d4cc6d0d57b971a97d3af2d 

Command and Control: 212.56.102.38 

Country: United Kingdom 

Company: PlusNet Technologies 

1e7e53b0d5fabcf12cd1bed4bd9ac561a3f4f6f8a8ddc5d1f3d2f3e2e9da0116 Symbian.sisx 

eee80733f9664384d6bac4d4e27304748af9ee158d3c2987af5879ef83a59da0 mysym.sisx 

http://demo-de.gamma-international.de/
http://ff-demo.blogdns.org/
https://community.rapid7.com/community/infosec/blog/2012/08/08/finfisher
https://en.wikipedia.org/wiki/Symbian
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The certificate is registered to a jd@cyanengineeringservices.com. WHOIS information indicates 

that www.cyanengineeringservices.com was anonymously registered (date of first registration: 07-Mar-07) 

with GoDaddy using Domains By Proxy. Although it includes an attractive front page that states ñMobile 

Software Developmentò for ñWindows Mobile, iPhone, Android, Symbian and Blackberry,ò all links (e.g. 

ñProductsò ñAbout Usò or ñContactsò) lead to an ñunder constructionò blank page. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

mailto:jd@cyanengineeringservices.com
http://www.cyanengineeringservices.com/
https://citizenlab.org/wp-content/uploads/2012/08/Image8.jpg
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The sample contains the following components: 

 

 

The file ñc:\sys\bin\updater.exeò provides the main implant functionality. This requests the following 

capabilities
1
: 

PowerMgmt 

ReadDeviceData 

TrustedUI 

SwEvent 

NetworkServices 

ReadUserData 

WriteUserData 

Location 

https://citizenlab.org/wp-admin/post.php?post=14828&action=edit#1
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Of special note is the use of TrustedUI. As mentioned in the security section of the Nokia developer notes for 

Symbian: 

ñTrusted UI dialogs are rare. They must be used only when confidentiality and security are critical: for 

instance for password dialogs. Normal access to the user interface and the screen does not require this.ò 

The second sample (ñmysym.sisxò) identifies itself as ñInstallation Fileò and appears to be signed by the 

ñSymbian CA Iò for ñCyan Engineering Services SAL (offshore),ò unlike the previous sample, which was 

registered to jd@cyanengineeringservices.com. 

 

 

We identified ñCyan Engineering Services SAL (offshore)ò as also listed as the registrant on the parked 

domain www.it-intrusion.com, (Created: 08-Dec-11, also with GoDaddy). However, it -intrusion.com does 

not have a protected registrant. The registrant is listed
2
 as a company based in Beirut, Lebanon: 

Cyan Engineering Services SAL (offshore) 

Broadway Center, 7th Floor 

Hamra Street - Chouran 1102-2050 

Beirut, Beirut 00000 

Lebanon 

Domain Domain Name: IT-INTRUSION.COM 

Created: 08-Dec-11 

Expires: 08-Dec-13 

mailto:jd@cyanengineeringservices.com
https://citizenlab.org/wp-admin/post.php?post=14828&action=edit#2
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Updated: 08-Dec-11 

Administrative Contact: Debs, Johnny 

The registrant information for Cyan Engineering Services SAL also connects to Gamma: the name ñJohnny 

Debsò is associated with Gamma International: a Johnny Debs was listed as representing Gamma at the 

October 2011 Milpol in Paris, and the name occurs elsewhere in discussions of FinFisher. 

Examination of this sample reveals the domain demo-01.gamma-international.de potentially indicating a demo 

or pre-customisation copy. 

 

The phone number +60123839897 also shows up in the sample. It has a Malaysian country code. 

Blackberry 

The identified samples contained the following files: 

The .cod files are signed by RIMôs RBB, RCR, and RRT keys. RBB stands for ñRIM BlackBerry Apps API,ò 

which allows manipulation of BlackBerry apps, RCR stands for ñRIM Crypto API,ò which allows access to 

crypto libraries, and RRT stands for ñRIM Runtime API,ò which allows access to other phone functionality 

such as sending SMS messages. 

The signature process is described in RIMôs documentation [pdf] about the Blackberry Signing Authority. 

First, a developer registers a public key with the Blackberry Signing Authority. In order to obtain a signed 

application, the developer submits a signature request (including his identity and a hash of the binary) signed 

with his private key to the Signing Authority. The Signing Authority verifies that the signer is authorized to 

rlc_channel_mode_updater.cod 

rlc_channel_mode_updater-1.cod 

rlc_channel_mode_updater.jad 

http://milipol.b2b-match.com/index.php?page=cat_par&params%5Bid%5D=157
http://www.thetechherald.com/articles/Report-U-K-firm-offered-IT-intrusion-tools-to-Egyptian-government
http://demo-01.gamma-international.de/
http://docs.blackberry.com/en/developers/deliverables/1077/BlackBerry_Signing_Authority_Tool_1.0_-_Password_Based_-_Administrator_Guide.pdf
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make requests, and, if so, replies with a copy of the hash signed with the relevant RIM private key. The 

developer then appends the signature to his binary. 

 

The .jad file contains the following hashes for the .cod files: 

The .jad file also contains a blob of base64 encoded data with the key ñRIM-COD-Config.ò This data contains 

the URL of the command & control server, TCP ports, phone numbers to exfiltrate data to via SMS, identifiers 

for the Trojan and target, active modules, and various other configuration parameters. 

Decoding this reveals the following servers and phone numbers: 

RIM-COD-SHA1-1: 2d 0a a2 b3 54 97 f7 35 fb 40 77 8e e1 ca 7f 8f 3e a0 aa 04 

RIM-COD-SHA1: 0f 3b d8 d1 84 da 35 4e 10 94 89 c0 d6 08 70 ad 5e 7a f3 e0 

118.xx.xx.186 - Indonesia 

+6281310xxxxx4 - Indonesia 

+49456xxxxx6 - Germany 
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Upon installation, the user is presented with the following screen: 

 

As evidenced by the above screenshot, the app is listed as: 

 

Directly after installing, the application requests enhanced permissions: 

 

TellCOM Systems LTD 

Common Communication Update DSCH/USCH V32 



August 2012 

 

 19 

The following screen pops up showing the requested permissions: 

 

Scrolling down reveals: 

 


