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Public safety minister investigating case of 6-year-old on travel security list

The federal public safety minister says he'll investigate the case of a six-year-old Ontario boy whose
name appears to be on a travel security risk list. Ralph Goodale's involvement in the matter comes after
the boy's father tweeted a photo from Toronto's Pearson International Airport last week that appears to
show his son's name, Syed Adam Ahmed, with a "DHP" or "deemed high profile" label and instructions on
how to proceed before allowing the boy to check in. The father wrote: "Why is our (Canadian born) 6 year
old on DHP no fly list? He must clear security each time. He is 6." His question was directed at Air
Canada, the airline father and son were flying on Dec. 31 for their trip to the NHL Winter Classic in
Boston. The boy's mother, Khadija Cajee, said the family has had to deal with the issue in the past. She
says they've never been able to check their son in for flights online, and he needs special clearance every
time they go to the airport. The boy and his father were both born in Canada, and Cajee's family came to
the country from South Africa, fleeing apartheid, she said. Cajee doesn't know why her son is on the list,
but she assumes he shares a name with someone who actually earned a place on it. Canadian Press
(Cape Breton Post, The Telegram, The Guardian, Truro Daily News, Western Star, Prince Albert Daily
Herald, Brandon Sun, Chronicle Journal), CBC News, CJAD 800 News, * 620 CKRM, * Huffington Post

Globe-trotting Mountie

An open letter to the Minister of Public Safety states, “Mr. (Ralph) Goodale, as a taxpayer of Canada, |
demand this lunacy stop. As minister in charge of the RCMP, you have the ultimate responsibility to

000001



Document Released Under the Access to
Information Act / Document divulgué en vertu
de la Loi sur l'accés a l'information

compromise liberty. Postmedia News (Montreal Gazette, C1/Front, Ottawa Citizen, StarPhoenix,
Edmonton Journal, Leader-Post)

* Liberals will face tough choices on tech issues

As Canada enters a new year with a new government, 2016 will be all about making tough choices on a
wide range of technology law policies, including these eight issues that are sure to generate headlines.

1. How will Bill C-51 be revamped? Bill C-51, the Conservative government's anti-terrorism bill, emerged
as a major political issue last year as many expressed concern over the lack of oversight and the
implications for privacy and civil liberties. The Liberal government has committed to reforms, but has been
generally coy about what those changes will be. New accountability mechanisms will undoubtedly feature
prominently in any reform package, but the substantive amendments to the bill remain a mystery. 2. What
to do about lawful access? The decade-long debate over lawful access, which establishes the rules under
which law enforcement can access subscriber information, concluded last year with the passage of Bill C-
13. The Privacy Commissioner of Canada remains critical of the legislation and the Supreme Court of
Canada has ruled that subscribers have a reasonable expectation of privacy in that information. With law
enforcement seeking new warrants to access subscriber data, the Liberals face tough policy choices in
striking the privacy-security balance. Toronto Star, S10

BORDER SECURITY / SECURITE FRONTALIERE

U.S. sees many benefits from free trade

One benefit of free trade is that it allows the United States to generate substantial economic gain from
countries far smaller than our own. That lesson is lost on those who promote protectionism and trade
wars, which unfortunately has started to include some Republicans. John Manzella, a noted author on
global business, highlighted trade’s benefits in a recent article reviewing the impact of the North American
Free Trade Agreement, which has been in place for more than two decades now (...) Manzella noted
$658 billion worth of goods crossed the U.S.-Canada border last year (not including trade in services),
making Canada the United States' largest trading partner despite having a population of just 35 million.
Thus Canada, with only about 11 percent of the U.S. population, still accounts for 16.6 percent of all U.S.
trade. The Oklahoman

US repeals meat labeling law after trade rulings against it

It's now harder to find out where your beef or pork was born, raised and slaughtered. After more than a
decade of wrangling, Congress repealed a labeling law last month that required retailers to include the
animal's country of origin on packages of red meat. it's a major victory for the meat industry, which had
fought the law in Congress and the courts since the early 2000s. “U.S. exporters can now breathe a sigh
of relief,” said Republican Sen. Pat Roberts of Kansas, chairman of the Senate Agriculture, Nutrition and
Forestry Committee. The longtime opponent of the labels helped add the repeal to a massive year-end
spending bill. After the law was passed, Agriculture Secretary Tom Vilsack said the government
immediately would stop requiring the labels. Winnipeg Free Press (2016-01-03)

* DHS to Expand Drone Testing to Improve Border Protection

Department of Homeland Security researchers are spearheading a push to better protect the nation’s
coasts and borders by consolidating research efforts and standardizing unmanned operations between
two of its agencies. Threats from technologically adept “bad guys” and the challenges posed by very
small aircraft like the gyrocopter protester Doug Hughes landed on the White House lawn and a
quadcopter that crashed there just months earlier, are consuming greater attention at DHS, said Timothy
Bennett, a program manager in the department’s Science and Technology Directorate (S&T). “There's
been a big push to increase our capabilities and our understanding of UAS systems,” said Bennett. As a
result, he said, DHS will combine two key testing programs and work to standardize and integrate the
unmanned operations of Customs and Border Patrol (CBP) and the Coast Guard. S&T plans to combine
and expand its successful Robotic Aircraft for Public Safety (RAPS) and the Robotic Aircraft for Maritime
Public Safety (RAMPS) programs. Inside Unmanned Systems

* Thousand Islands tourism survey: low Canadian exchange rate dampened business
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Father of Canadian six-year-old on no-fly list: our family is not alone

The father of a Canadian six-year-old who was flagged as a potential travel threat says he has heard from
at least a dozen other families struggling with the same issue. Syed Adam Ahmed’s case drew national
media attention after his father, Sulemaan Ahmed, tweeted to Air Canada on New Year's Eve, asking:
“Why is our (Canadian born) 6 year old on DHP no fly list? He must clear security each time.” The tweet,
from the Toronto Pearson international airport, included a picture of the computer screen showing that his
son had been given the “Deemed High Profile” designation (...)The Liberal government has committed to
reviewing the issues related to the no-fly list — officially called the Passenger Protect Program — which
was recently beefed up under controversial new anti-terrorism legislation passed last summer by the
Conservative government of Stephen Harper. The Liberals have pledged to review and repeal
problematic elements of that legislation. “That work is ongoing, and will include a public
consultation process,” Goodale said in his statement. Guardian UK

Why your kid’s name could put them on an airline security watchlist
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improperly store secret files. A search warrant filed in provincial court alleges the actions of a man
identified only as "Mr. Zawidski" violated a section of the federal Security Information Act that deals with
wrongful communication of information. None of the allegations has been proven in court and Newton
said he has received no indication that charges have been laid. Hamilton Spectator

Tech Law in 2016: Previewing Some of the Tough Policy Choices

An opinion piece by Michael Geist states “Technology law and policy continues to command the attention
of the public and policy makers. My weekly technology law column (Toronto Star version, homepage
version) notes that as Canada enters a new year with a new government, 2016 will be all about making
tough choices on a wide range of technology law policies, including the following eight issues that are
sure to generate headlines. 1. How will Bill C-51 be revamped? Bill C-51, the Conservative government's
anti-terrorism bill, emerged as a major political issue last year as many expressed concern over the lack
of oversight and the implications for privacy and civil liberties. The Liberal government has committed to
reforms, but has been generally coy about what those changes will be. New accountability mechanisms
will undoubtedly feature prominently in any reform package, but the substantive amendments to the bill
remain a mystery. 2. What to do about lawful access? The decade-long debate over lawful access, which
establishes the rules under which law enforcement can access subscriber information, concluded last
year with the passage of Bill C-13. michaelgeist.ca; The Tyee

Hugh Segal: If ‘Canada’s back,’ we’ll need a military

An opinion piece states “Whatever the trajectory, priorities or intensity of our new government’s foreign
policy, however the election of Oct. 19 is interpreted as a mandate for foreign policy change, no
meaningful Canadian foreign policy can exist without a competent, well-resourced and multi-skilled armed
forces. This is not about an obscure dialectic between those who prefer peacekeeping versus those who
support combat capacity. Both preferences require a strong and capable armed forces... To the new
government’s credit, it has a rooted, practical and highly skilied brain trust in place to serve both the
Prime Minister and the national interest. There’s the new defence minister, who has outstanding battle
theatre command credentials from several tours of duty in Afghanistan and as a commander of a reserve
regiment. The Chief of Defence Staff has been in serious and complex operational command roles
globally. The Chief Government Whip is a retired general staff officer who served in the field. The senior
National Security Advisor to the Prime Minister is a former head of CSIS and deputy defence minister.
Likewise, the Foreign Affairs minister has the legitimacy of long parliamentary service and the analytical
mindset of a distinguished academic before entering public life. Like any compelling mix of outstanding
assets, they prove nothing by their mere existence. How they combine to shape policy and priorities with
the Prime Minister and cabinet is what will determine their success and impact. Still, with such qualified
individuals in government, there is reason for optimism.” National Post

BORDER SECURITY / SECURITE FRONTALIERE

Prince George baker Karl Haus sentenced for 'obsessive’ gun collecting - Karl Haus is better
known as the owner of Prince George's oldest bakery, the Pastry Chef

A Prince George baker known for his delicious flax buns and fresh loaves of rye was sentenced earlier
this week after RCMP seized "an arsenal" of illegal weapons and ammunition from his home. Karl Haus is
better known as the owner of Prince George's oldest bakery, the Pastry Chef, a downtown institution
since 1955 that sells German pastries and breads. But Haus made headlines back in November 2013,
after border officers at the International Mail Processing Centre in Toronto intercepted a suspicious
package from Germany. The package turned out to contain prohibited weapons parts, so the Canada
Border Services Agency (CBSA) brought in the RCMP and a joint investigative team was formed. When
RCMP officers arrived to search Haus's Prince George home they uncovered 31,000 rounds of
ammunition, several prohibited automatic weapons including a fully automatic M16 and a fully automatic
AK 47, three hand guns, two of which were loaded, seven rifles, two morning stars, two shotguns, five
100-round capacity drum magazines, 50 assault rifle magazines, and four bulletproof vests. CBC News

Federal Court opens door for former KGB employee to rejoin family in Canada
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Categories: Red Category

Rough Transcript

Station: CTV News - Power Play

Time/Heure: 17h20 ET

Date: 2016-01-07

Summary: CTV News' Power Play interviewed Privacy Commissioner Daniel Therrien on CBSA's new airline passenger
vetting system and potential privacy implications.

>> On: Welcome back. Fresh concerns that beefed-up surveillance of incoming air passengers could be used for racial
profiling, to explain his concerns, we're joined by Canada's privacy commissioner, Daniel Therrien. Welcome to the show.
Happy new year.

>> Thank you.
>> Don: What's caught your attention on this new vetting system of air travelers?

>> We're not saying of course, we're not saying that the border services agency is wrong to collect information about
passengers. What caught our eye for some time is under an agreement with the United States, the border accord with the
United States, Canada has undertaken to harmonize its screening rules. For passengers. And rather than to screen
individuals bad on their own individual characteristics, to screen them based on scenarios or criteria and we don't know
what the criteria are exactly] So we're not saying that there is discrimination, but we have asked the border services
agency to let us know what the criteria are so that we can determine whether they are objective, whether they can lead to
discrimination or other human rights violations. At this point, we say that this new system may create a risk. We're not
saying there is discrimination. We would like evidence and what we're frankly concerned about quite a bit is that it's Ben
about two years since this program has been in place and we have not still reived information about what the scenarios
are.

>> Don: So help me understand what a scenario would be. Would a scenario be, sa na [unintelligible] [unintelligible]
traveler coming into Canada had a history of visiting, say, Middle East countries, would that kind of scenario trigger
something in Canada?

>> It might be but we haven't en them but it certainly would be logical to think that this might be a scenario that border
services agency would look at. What's important to say as well is that this method is not used only for terrorism screening
purposes but for criminality purposes so among the criteria or the scenario might be people who visit areas where drugs
are manufactured, trafficked, et cetera.

>> Don: You're travelling in from the regions. Don't you have an expectation you're going to be red flagged because of
what you have done and under those existing scenarios? | know you're saying you don't know what they are and that's
what you want clarity on. But people must know that those scenarios would trigger things.

>> What we're saying is that of course it's legitimate for the government to screen people based on threat assessment.

What we're saying is that these threat assessments cannot hinge only on criteria like nationality, country of embarkation,
age, et cetera. It's absolutely
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reasonable for the STE [unintelligible] to screen travelers but based on a matrix of factors which is not only nationality
and age.

>> Don: Okay. What else beyond getting clarity on what scenarios you're looking at would you like to see addressed
before you give this one your stamp of approval?

>> What's interesting as | was saying this new approach has been adopted following an agreement with the United
States. On the American side, there is a review of the application of this approach, every quarter, so four times a year, by
experts to determine that the scenarios in question, the criteria in question do not lead to human rights abuse, civil
liberties abuse, et cetera interestingly enough, that kind of process is not occurring in Canada. The border services
agency has told U th they intend to have a similar process. | think it would be a very good idea for them to undertake that.

>> Don: Have your U.S. counterparts seen the U.S. System does induce racial profiling, have they flagged that concern
and as a result of that review, has that been verified?

>> | am not aware of at [unintelligible], no, such a finding has been made in the United States.

>> Don: | do want to get your thoughts quickly on the year ahead. Privacy issues continue to dominate, our privacy
continues to erode. Where you see the flashpoivts [unintelligible] coming in 2016?

>> Well, | think there will continue to be issues around security, criminality, and privacy. So lawful access may be a
theme, obviously the government has announced that it wants to introduce legislation to amend bill ¢c-51 which was
adopted last year. So the balance between security and privacy will absolutely continue to be a theme. On the private
sector side, of course, there are many issues that will occur. The use of big data, whether or not consumers are able to
consent to the uses that companies make of their information. So we intend to actually do quite a bit of work on that
theme of the use of personal information by the private sector to ensure that privacy is respected. So on both fronts, the
government front, the private sector front, we expect to be very busy this year.

>> Don: Yes, | imagine you have. Do they come to you and say we want to start bulletproofing this thing on privacy
concerns, but I'm talking about bill C-51. Have you heard from them at all?

>> No, | have of course read about the commitments of the government to introduce legisiation, but | have not been
approached directly, no.

>> Don: We'll see if they do. All right, commissioner, thanks for coming in. Appreciate it.

Due to the nature of closed captioning, grammatical and editorial errors may be found within the attached
transcript. Etant donné la nature du sous-titrage, il peut y avoir des erreurs grammaticales et de rédaction
dans la transcription ci-attachée.

Questions? Please contact us at PS.PSPMediaCentre-CentredesmediasPSP.SP@Canada.ca.
Questions? Veuillez communiquer avec nous au PS.PSPMediaCentre-CentredesmediasPSP.SP@Canada.ca.
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QUESTION PERIOD NOTE Date: January 22, 2016
Classification: UNCLASSIFIED
Branch / Agency: NCSB

Question Period Note / Note-pour la Période des questions

Warrantless Access to Basic Subscriber Information

ISSUE: On November 25, 2015, at the Securetech conference in Ottawa, RCMP Commissioner
Bob Paulson indicated that police need warrantless access to subscriber information to keep
pace with online criminals.

PROPOSED RESPONSE:
« Cyberspace provides tremendous benefits to Canadian’s quality of life

and to our national prosperity, but it also poses serious threats.

« Canadians are embracing the many advantages that the Internet offers,
but along with this increased reliance on technologies comes

vulnerability from cyber threats and cybercrime.

* Perhaps this is most evident in our efforts to combat child sexual
exploitation over the internet, where perpetrators can exist in

anonymity and timely access to evidence is crucial.

« The Government of Canada is committed to defending Canada's cyber
security and protecting and advancing our national security and
economic interests and to strengthen Canada’s capacity to protect

Canadians - individuals, industry and governments.

« The Government of Canada acknowledges the challenges currently
being faced by law enforcement and national security agencies and is
committed to working with them and other stakeholders to come up
with appropriate solutions to ensure that they have the tools they need
to conduct effective investigations and keep Canadians safe.

« Central to this work is the consideration of both keeping Canada safe

and the personal privacy of Canadians.
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Warrantless Access to Basic Subscriber Information

BACKGROUND:

Canadians are increasingly using mobile phone networks, the internet, and other electronic means
to communicate and execute transactions with each other. This has led to a significant gap between
the technologies available for criminal exploitation and our means to enforce Canada’s laws and
keep Canadians safe.

Recently, the Spencer decision has impacted government and law enforcement’s ability to initiate
investigations. On June 13, 2014, the Supreme Court of Canada released its unanimous decision in
R. v. Spencer dismissing the appeal and confirming the conviction of possession of child
pornography. The Court disagreed with the trial judge and Saskatchewan Court of Appeal, both of
which found that police obtaining basic subscriber information (BSI) did not breach Mr. Spencer’s s.
8 Charter rights. The Court found that the police request for BSI in this case breached Mr. Spencer’s
s. 8 Charter rights; however, under s. 24 (2), the Court held that despite the breach, the evidence
should be admissible and therefore upheld the conviction. The Court also upheld the Saskatchewan
Court of Appeal’s order of a new trial given the trial judge’s error in interpreting the offence of
making available child pornography under subsection 163.1 (3) of the Criminal Code. In its decision,
the Court stated that where BS! can reveal a person’s “personal choices or lifestyles,” which may be
compared to the “biographical core information” protected under s. 8 of the Charter, a reasonable
law, warrant, or exigent circumstances are required for that information to be obtained lawfully.
While concluding that the search was in violation of the Charter, the Court stated that nothing in the
decision diminished the existing powers of the police to obtain BS| without a warrant in exigent
circumstances, and that this information could also be provided pursuant to a reasonable law.
Further, the Court confirmed the existing common law powers of police to make enquiries relating to
matters that are not subject to a reasonable expectation of privacy. This decision came amid public
concern that authorities were quietly gaining access to customer data with little oversight or
independent scrutiny.

Until June 2014, Government and law enforcement agencies most frequently acquired BSI by
requesting communications service providers to release BSI voluntarily under the Personal
Information Protection and Electronic Document Act (PIPEDA) or by compelling the communications
service providers to provide this information in the context of ongoing investigations pursuant to a
court order. Basic Subscriber Information typically includes information such as an individual's
name, address, telephone number, similar to in a phonebook, but may also include the individual’s
email address, IP address and/or local service provider identifier. With the latter of the identifiers
being elements that have the potential to be used to develop more detailed portraits of individuals.

Most communications service providers and some other private businesses (e.g., banks and rental
agencies) have interpreted the Spencer decision cautiously and broadly, and have ceased
voluntarily providing any BSI.

As a result, Government and law enforcement agencies must now seek warrants (e.g., production
orders) to obtain BSI, which has added a heavy administrative and financial burden to investigations
and created challenges, including long delays or not pursuing the case at all, in some investigations
where a warrant is required to obtain the information, but that same information is required to obtain
the warrant.

Law enforcement agencies also continue to be confronted with the need for timely access to
information to address child exploitation over the internet, including the identification of perpetrators
over the internet. The securing of evidence required to combat these crimes has become more
difficult and time consuming post-Spencer, and data retention times for internet service providers
can be as little as seven days.

Currently, the Government is exploring options to address the Spencer decision to ensure that law
enforcement and national security agencies have the tools they need to conduct effective
investigations and to keep Canadians safe. The balance between both Canada’s security and
privacy for all Canadians will be a crucial factor as this work moves forward.

It is important to note that on December 2, 2015, the RCMP released their Cybercrime Strategy. The
strategy builds on the findings of a report published by the RCMP in 2014, titled “Cybercrime: an
overview of incidents and issues in Canada’. The vision of the strategy is to reduce the threat,
victimization and impact of cybercrime in Canada. It sets out an operational framework and an
action plan to help the RCMP combat cybercrime.

CONTACTS:
Approved by Tel. no.
Prepared by Tel. no. Monik Beauregard 613-990-4976
W) SADM
)
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Acces a l'information sans mandat abonné de base

SUJET : Le 25 novembre, 2015, a la conférence Securetech tenue a Ottawa, Le Commissaire de
la GRC Bob Paulson a indiqué que la police a besoin d’accéder aux informations des abonnés
sans avoir recours a un mandat et ce, afin de se maintenir au méme niveau que les
cybercriminels.

REPONSE SUGGEREE :
« Le cyberespace améliore grandement la qualité de vie des Canadiens

et des Canadiennes et contribue a la prospérité nationale, mais il pose

également de sérieuses menaces.

+ Les Canadiens et les Canadiennes exploitent les nombreux avantages
qu’offre Internet, mais ce recours accru aux technologies est
accompagné d’une vulnérabilité aux cybermenaces et a la

cybercriminalité.

+ Cela est probablement le plus évident dans nos efforts de lutter contre
I’exploitation sexuelle des enfants sur Internet. L’anonymat des
auteurs de ce crime est assuré et ’accés en temps opportun aux

éléments de preuve est essentiel.

« Le gouvernement du Canada est résolu a assurer la cybersécurité et a
préserver et a renforcer la sécurité nationale et les intéréts
économiques du pays ainsi qu’a renforcer la capacité du Canada a
protéger les Canadiens et les Canadiennes, notamment les

particuliers, I'industrie et le gouvernement.

* Le gouvernement du Canada est conscient des difficultés auxquelles
sont confrontés les organismes d’exécution de la loi et les organismes
de sécurité nationale et il est déterminé a collaborer avec eux et
d’autres intervenants en vue de trouver des solutions appropriées
pour veiller a ce qu’ils aient les outils qu’ils ont besoin pour mener

des enquétes efficaces et assurer la sécurité des Canadiens.

* La sécurité des Canadiens et la protection des renseignements

personnels des Canadiens sont au cceur de ces travaux.
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Acceés a l'information sans mandat abonné de base

CONTEXTE :

Les Canadiens utilisent de plus en plus les réseaux de téléphonie mobile, I'Internet et d’autres
moyens électroniques pour communiquer et effectuer des transactions entre eux. Cela a mené aun
important écart entre les technologies pouvant servir a des fins criminelles et les moyens dont nous
disposons pour appliquer les lois du Canada et assurer la sécurité des Canadiens.

Récemment, la décision Spencer a eu des répercussions sur la capacité du gouvernement et des
organismes d’application de la loi d’ouvrir des enquétes. Le 13 juin 2014, la Cour supréme du
Canada a rendu une décision unanime l'affaire R. ¢. Spencer dans laquelle elle a rejete l'appel et
elle a confirmé la condamnation pour possession de pornographie juvénile. La Cour n'était pas
d'accord avec les conclusions du juge de premiére instance et la Cour d'appel de la Saskatchewan,
qui avaient toutes les deux conclu que I'obtention par les policiers des renseignements de base sur
les abonnés ne violait pas les droits de M. Spencer garantis a I'article 8 de la Charte. La Cour a
conclu que, dans ce cas, la demande de policiers visant a obtenir des renseignements de base sur
les abonnés violait les droits de M. Spencer garantis a I'article 8 de la Charte. Toutefois, en vertu du
paragraphe 24(2), la Cour a statué que, malgré cette violation, les preuves devaient étre
admissibles et par conséquent elle a confirmé la condamnation. La Cour a aussi confirmé
I'ordonnance de la Cour d’appel de la Saskatchewan de tenir un nouveau procés puisque le juge de
premiére instance avait mal interprété I'infraction de distribution de pornographie juvénile aux
termes du paragraphe 163.1 (3) du Code criminel. Dans sa décision, la Cour a indiqué que lorsque
les renseignements de base sur les abonnés peuvent révéler les choix personnels ou le mode de
vie d’'une personne, ce qui peut étre comparable aux renseignements biographiques de base
protégés en vertu de l'article 8 de la Charte, une loi raisonnable, un mandat ou des circonstances
contraignantes étaient nécessaires afin que cette information soit obtenue en toute Iégalité. Bien
qu’elle ait conclu que la perquisition contrevenait & la Charte, la Cour a affirmé qu'aucun élément de
la décision ne portait sur les pouvoirs dont disposent les policiers pour obtenir sans mandat des
renseignements de base sur les abonnés dans des circonstances contraignantes, et que cette
information pourrait aussi &tre communiquée en vertu d'une loi raisonnable. De plus, la Cour a
confirmé les pouvoirs actuels des policiers en common law de présenter des demandes au sujet
d'affaires qui ne font pas I'objet d’une attente raisonnable en matiére de vie privée. Cette décision a
été rendue alors que dans I'opinion publique on s'inquiétait que les autorités obtiennent
discrétement I'accés aux données des consommateurs, et ce avec peu de surveillance ou d’'examen
indépendant.

Jusqu’en juin 2014, le gouvernement et les organismes d'application de la loi obtenaient plus
fréqguemment les renseignements de base sur les abonnés en demandant aux fournisseurs de
services de communications de communiquer volontairement cette information en vertu de la Loi sur
la protection des renseignements personnels et les documents électroniques (LPRPDE) ou en
incitant les fournisseurs de services de communication & fournir cette information dans le cadre
d’enquétes conformément & I'ordonnance d'un tribunal. En régle générale, les renseignements de
base sur les abonnés incluent de I'information telle que le nom, 'adresse et le numero de téléphone
d’'une personne, comme dans un bottin téléphonique, mais ils peuvent aussi inclure 'adresse
courriel, 'adresse IP ou l'identificateur du fournisseur de services locaux de la personne. Ce dernier
est un élément pouvant servir a obtenir un portrait plus détaillé de la personne.

La plupart des fournisseurs de services de communication et certaines autres entreprises privées
(p. ex. banques et entreprises de location) ont interprété avec prudence et de maniere assez large
la décision Spencer, et ils ont cessé de fournir volontairement des renseignements de base sur les
abonnés.

Par conséquent, le gouvernement et ies organismes d'application de la loi doivent maintenant
demander des mandats (p. ex. ordonnance de communication) pour obtenir des renseignements de
base sur les abonnés, ce qui a ajouté un lourd fardeau administratif et financier aux enquétes et
créé des problémes, notamment de longs délais ou I'abandon du cas, dans certaines enguétes ou
un mandat est requis pour obtenir 'information, alors que la méme information est nécessaire pour
obtenir le mandat.

Les organismes d’application de la loi continuent aussi d’étre confrontés au besoin d’'avoir acces en
temps opportun aux renseignements pour contrer 'exploitation d’enfants sur Internet, notamment a
lidentification des auteurs de crimes sur Internet. L’obtention des preuves requises pour lutter
contre ces crimes est devenue plus difficile et exige plus de temps depuis la décision Spencer, et la
durée de conservation des données chez les fournisseurs de services Internet peut étre aussi peu
que sept jours. '
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A I'neure actuelle, le gouvernement étudie des options pour donner suite a la décision Spencer afin
de veiller & ce que les organismes d’'application de la loi et de sécurité nationale aient les outils dont
ils ont besoin pour mener des enquétes efficaces et assurer la sécurité des Canadiens. L'obtention
d’un juste équilibre entre la sécurité du Canada et le respect de la vie privée pour tous les
Canadiens sera un élément essentiel au fur et a mesure que ces travaux progresseront.

CONTACTS : L

Préparé par App(ouvee par N° de tel.
Monik Beauregard 613-990-4976
SADM
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La majorité des ministres sont unilingues sur Twitter

La grande majorité des ministres libéraux ne respectent pas I'obligation de gazouiller dans les deux
langues officielles, déplore Impératif francais. Selon une recherche menée par I'organisme, 23 des

31 ministres du cabinet Trudeau ne respectent pas la Loi sur les langues officielles sur leur compte
Twitter. M. Perreault a rappelé qu'en février 2015, l'opposition libérale avait fait grand cas des rapports
d'enquétes préliminaires du commissaire aux langues officielles, Graham Fraser, qui rappelait que les
ministres avaient 'obligation de communiquer avec le public en frangais, y compris par voie électronique,
lorsqu'ils le font a titre de chef de leur ministére ou de représentant du gouvernement. L'ancien ministre
conservateur John Baird avait d'ailleurs été un des ministres réprimandés par le commissaire Fraser,
parce qu'il gazouillait trop souvent en anglais. Stéphane Dion, alors porte-parole libéral pour les langues
officielles, avait fait parvenir une lettre au président du Conseil du Trésor de I'époque, Tony Clement,
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RCMP misconduct cases jump 158% in single year

The number of misconduct investigations the RCMP launched into their own staff went up by 158 per cent
in 2015 over the previous year, leaving 56 officers facing possible dismissal over allegations of serious
misconduct. Details of the development are contained in a document posted to the RCMP website called
Results and Respect in the RCMP Workplace.The document appears to be a means of updating the
public on how the national police force has followed through on the findings and recommendations from
the Mounties' Gender-Based Assessment and Gender and Respect Action Plan, in 2012 and 2013
respectively. In the introductory remarks, RCMP Commissioner Bob Paulson wrote that the purpose of
the report is to "reassure and demonstrate to Canadians that purposeful and deliberate systems and
processes have been deployed to change the inner workings — the guts of the organization as I've called
it — in order to foster the culture change we are all seeking.” Yet Pauison went on to caution that the
culture change is slow. "While there is still work to do, change to the workplace, particularly cultural
change, does not happen overnight, over a year or even over five years. Culture change occurs over a
generation," wrote Paulson. The document appears to have been put together in some haste as it
contained several typos and numerical errors when it was first posted. But it sheds some light on recent
changes to the RCMP's internal disciplinary system. CBC News

Bow Island Mountie charged with sexual assault

A southern Alberta RCMP officer is accused of touching a woman in a sexual manner during a traffic stop
search more than a year ago. Const. Elliot Teed of the Bow Island detachment was charged Monday with
one count of sexual assault and two counts of breach of trust. Teed is expected to appear in Medicine Hat
provincial court on May 4. Mounties say the charges stem from an RCMP investigation that was launched
after a woman made a complaint on Feb. 16, 2015, about Teed's conduct during a traffic stop four days
earlier on Bow Island, about 330 kilometres southwest of Calgary. The complainant alleged the officer
touched her in a sexual manner during a physical search. As per standard RCMP practice, he has been
suspended from duty since June and will remain off-duty until the charges have been resolved, at which
point his duty status will be reviewed, police said. RCMP say an internal RCMP code of conduct
investigation is also underway. Calgary Herald; CTV; CBC; Global; Medicine Hat News; Calgary Sun

Car, train crash kills two young people west of Edmonton

How a car carrying two young people came to be in the path of a train west of Edmonton is still under
investigation by RCMP. A 22-year-old man and 20-year-old woman in the car died at the scene last
Tuesday. The railway crossing on Range Road 72 at Township Road 534 was "fully identified with train
whistles activated,” say police. The cause of the collision about 100 km west of Edmonton is still under
investigation. Police are not releasing the victims' names or releasing any further information about the
crash. CBC

Missing man found barricaded inside cabin, taken into custody

A missing man from Grand Falls-Windsor has been located by police, and has been taken into custody.
Lee Wiseman, 38, was reported missing at 11 a.m. on Sunday, and the RCMP asked that the public be
on the lookout for Wiseman's vehicle. Wiseman was located, police said, at 5 p.m. barricaded inside a
cabin about 30 kilometres outside the central Newfoundland town. He was taken into custody hours later,
at 11 p.m. Police said in a news release Tuesday that there was never a risk to the general public. CBC

BlackBerry Ltd Defends Against RCMP Decryption Claims

BlackBerry, defending itself against the RCMP decryption claims, has released a statement saying its
focus has always been on protecting the privacy of its customers. Through this, it has tried to defend its
core corporate and ethical principles. BlackBerry CEO John Chen highlighted that doing what is right for
customers within legal and ethical boundaries has been the company’s guiding principle. “We have iong
been clear in our stance that tech companies as good corporate citizens should comply with reasonable
lawful access requests. | have stated before that we are indeed in a dark place when companies put their
reputations above the greater good,” Chen said in a blog post. Recently it was reported that the Royal
Canadian Mounted Police (RCMP) got hold of BlackBerry's master encryption key and used it to intercept
and decrypt about 1 million messages sent using BlackBerry’s proprietary messaging technology.
Valuewalk
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Wildfire forces evacuation of school In Maskwacis

The fires around Maskwacis have been contained. Two of them burning in that area. Students who were
evacuated have now been allowed back. CEFECW

000014



Document Released Under the Access to
Information Act / Document divulgué en vertu
de la Loi sur l'accés a l'information

Software flaws used in hacking more than double, setting record

The number of previously unknown software flaws used by hackers more than doubled last year, a new
report says, in another sign of the increasing sophistication of cybercrime and online espionage. Reuters
(Yahoo! News)

LAW ENFORCEMENT / APPLICATION DE LA LOI

(UPDATE): John Chen confirms BlackBerry cooperation in RCMP case, little else

BlackBerry CEQO John Chen has a posted a statement following press allegations that the Waterloo-
based company may have provided the Royal Canadian Mounted Police with its global BlackBerry
Internet Services (BIS) encryption key. In a post on the company'’s official blog, Inside BlackBerry, Chen
neither confirmed nor denied the company’s specific role in the RCMP’s effort to dismantie two major
Montreal-based mafia organizations. “We have long been clear in our stance that tech companies as
good corporate citizens should comply with reasonable lawful access requests. | have stated before that
we are indeed in a dark place when companies put their reputations above the greater good,” starts
Chen, referencing a 2015 post in which the CEO criticized companies like Apple for refusing to cooperate
with law enforcement agencies. Mobilesyrup; CBC News: Computer Dealer News; Canadian Press
(Financial Post); AFP (Huffington Post); Presse Canadienne (Le Devoir)

Disciplinary hearing in RCMP graphic photo incident “adjourned indefinitely”

He’s been suspended with pay for almost four years and it looks like that may be the case for one
Coquiltam RCMP officer, indefinitely. The photos were an embarrassment to the Mounties. Corporal Jim
Brown, in his RCMP-issued boots, was captured in bondage scenes with a woman. CKNW

Richmond Mountie faces assault charge

A Richmond Mountie has been charged after allegedly assaulting a man in a cell block. According to a
Richmond RCMP news release on Friday, Const. Daryl Morrison is accused of assault causing bodily
harm on April 4. Morrison was charged “following an investigation into his handling of a man” and, while
the incident took place in a cell block, police didn’t state whether the alleged victim was in custody at the
time. Richmond News

Families want answers into unsolved homicides of their daughters

Two Manitoba families are demanding answers into two unsolved homicides on a remote First

Nation. Both victims are from God's Lake First Nation located 550 kilometres northeast of Winnipeg. The
families of 15-year-old Leah Anderson and 23-year-old Krystal Andrews protested outside RCMP
headquarters on Portage Avenue, Monday. "We want to find out, ask the police what's being done. Is
there DNA testing? Is there knocking on doors,” said Justin Stevenson, Anderson’s uncle. “Some of these
families are hurting, they are crying, they want justice." Manitoba RCMP said both cases have remained
active since day one, but will not speak publicly about the techniques or strategies used in the
investigations. In an email to CTV News on Monday, Sgt. Bert Paquet said “each case has unique
dynamics and investigators always consider a variety of avenues of investigation.” RCMP said officers
visit the community regularly and always try to keep relevant family members up to date, working with the
goal of bringing them closure. CTV News

Moose Jaw man arrested after RV hits RCMP cruiser in Leduc

Leduc RCMP picked up a suspected drunk driver this morning---and the guy--was behind the wheel of an
RV. Mounties say they saw the motorhome go through an intersection where a bunch of school kids had
been waiting to cross. CFCW

‘I blame it on the meth’: Travis Vader’s sister offers glimpse into his past

Taped interviews with Bobbi-Jo Vader were played in court Monday, as part of her brother’s double
murder trial. She said Travis gave everything to his kids. The interviews with RCMP will be played in their
entirety and Justice Denny Thomas will determine if they can be entered as part of the trial. In a taped
interview on July 16, 2010, three days before Travis was arrested, Bobbi-Jo provided RCMP a look into
her brother’s life before he spiralled into despair. Global News
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Quebec mom, son killed in Ecuador earthquake: relative

Two members of a Quebec family were among those killed during a massive earthquake in Ecuador on
the weekend, a relative confirmed Monday. Guy Laflamme told Montreal radio station 98.5 FM his
nephew’s wife, Jennifer Mawn, and their son, Arthur Laflamme, were among the 350 reported dead after
the roof of a residence collapsed on them. Laflamme said his nephew, Pascal Laflamme, and his family
had moved to Ecuador not too long ago and that they liked travelling and working abroad. He said Pascal
had been chatting on FaceTime with his father Real, who was in Quebec, when the earthquake hit
Saturday night. “Everything was going well and from one moment to the next, everything started to shake,
to vibrate,” Laflamme said. “Pascal shouted, ‘get out! get out! and all communication was cut off.” The
uncle said Pascal managed to get in touch later to confirm the deaths. Word of his son’s death was sent
by text first and a few hours after that, Pascal Laflamme managed to reach his father to also relate
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command-and-control server located in Toronto, Ontario. A command and control servicer is a centralized
computer that issues commands to a botnet and receives reports back from the co-opted computers. A
botnet is a set of computers that have been compromised through the installation of malware and which
can be instructed to send spam, install additional malicious programs, and/or steal passwords, among
other illicit activity. The malware in this case was Win32/Dorkbot malware, which has infected more than
one million personal computers worldwide by spreading through social networks, instant messaging
programs, and USB flash drives... According to the CRTC, agencies from around the world, including the
Federal Bureau of Investigation, Europol, Interpol, Microsoft Inc., the Royal Canadian Mounted Police
(the "RCMP"), Public Safety Canada, and the Canadian Cyber Incident Response Centre, are working
together on the investigation of Dorkbot. The warrant in Canada was granted by a judge of the Ontario
Court of Justice and was carried out with assistance from the RCMP. No further details have been
provided by the CRTC yet regarding the details of the warrant or the execution process. Mondag

U.S. cyber soldiers hitting ISIS hard

The U.S. Cyber Command is taking the information security fight to ISIS hacking into the computers of
individual fighters and interrupting the terror group's encrypted communications. The Daily Beast quoted
three unnamed sources who gave a quick glance at Cyber Command's operation. American forces are
implanting viruses and malware into computes used by specific ISIS members to puli out intelligence data
on the organization's hierarchy leading to several being targeted and killed. Cyber Command is also
working to disrupt SIS’ ability to communicate using encrypted devices. While unable to necessarily read
what is being said, American forces are able to disrupt ISIS' ability to talk and thus coordinate its

activities. SC Magazine

LAW ENFORCEMENT / APPLICATION DE LA LOI

BlackBerry CEO responds to critics’' RCMP encryption key concerns

BlackBerry's CEO has responded to critics after it was revealed last week that the RCMP used a key to
unlock approximately one million encrypted PIN-to-PIN messages sent between personal BlackBerry
users since at least 2010. BlackBerry CEO John Chen published a blog post on the company's website
Monday, noting that the company has always sought to "do what is right for the citizenry, within legal and
ethical boundaries.” "We have long been clear in our stance that tech companies as good corporate
citizens should comply with reasonable lawful access," Chen said. "l have stated before that we are
indeed in a dark place when companies put their reputations above the greater good." Chen said the
company, headquartered in Waterloo, Ont., always strives to find a balance between "doing what's right"
for the greater good, and protecting citizens' privacy. He pointed to an example from last November,
when BlackBerry refused to give the Pakistan government access to its servers due to privacy concerns.
He also pointed to a case from 2014 , when the RCMP, with the help of BlackBerry, was able to intercept
messages between suspected Montreal gang members, leading to dozens of arrests. "In the end, the
case resulted in a major criminal organization being dismantled," he said. "Regarding BlackBerry's
assistance, | can reaffirm that we stood by our lawful access principles. Furthermore, at no point was
BlackBerry's (enterprise server) involved." Privacy experts expressed outrage last week, after news of the
RCMP encryption key was revealed. CTV News; VICE News: Motherboard: Fiercemobile

Teens warned about dangers of sexting from Crown prosecutor

A Crown prosecutor is cautioning teens to think twice before snapping an intimate photograph for
themselves or a friend, even as a joke. Karen Lee, the lead counsel assigned to the internet child
exploitation unit in New Brunswick, said many young people have no idea they're doing something illegal
when they store those types of images on their phones and share them Lee said the law is clear on what
is considered a crime: it's illegal for anyone under 18 to take those kinds of photographs of themselves or
other people. "The Criminal Code prohibits any sexualized image of a child, whether they be nude orin a
sexualized situation, to be taken, possessed, looked at or shared," Lee said. "So for children, even just
taking the photo is illegal, according to the Criminal Code." Lee said she sees these cases regularly in
her job, particularly among young people. She said it has a iot to do with the technology and the ease
with which people can not only take photos on their phones, but the illusion of privacy that comes with
that technology. "It's become common," she said. Young people who share intimate photographs on
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BlackBerry CEO responds to critics' RCMP encryption key concerns

CTV News
April 18, 2016 11:42AM ET

BlackBerry's CEO has responded to critics after it was revealed last week that the RCMP used a key to unlock
approximately one million encrypted PIN-to-PIN messages sent between personal BlackBerry users since at least 2010.

BlackBerry CEO John Chen published a blog post on the company's website Monday, noting that the company has
always sought to "do what is right for the citizenry, within legal and ethical boundaries."

"We have long been clear in our stance that tech companies as good corporate citizens should comply with reasonable
lawful access," Chen said.
"I have stated before that we are indeed in a dark place when companies put their reputations above the greater good."

Chen said the company, headquartered in Waterloo, Ont., always strives to find a balance between "doing what's right" for
the greater good, and protecting citizens' privacy. He pointed to an example from last November, when BlackBerry
refused to give the Pakistan government access to its servers due to privacy concerns.

He also pointed to a case from 2014 , when the RCMP, with the help of BlackBerry, was able to intercept messages
between suspected Montreal gang members, leading to dozens of arrests.

"In the end, the case resulted in a major criminal organization being dismantled," he said. "Regarding BlackBerry's
assistance, | can reaffirm that we stood by our lawful access principles. Furthermore, at no point was BlackBerry's
(enterprise server) involved."

Privacy experts expressed outrage last week, after news of the RCMP encryption key was revealed.

Ann Cavoukian, Ontario's former Privacy Commissioner, said the fact that the key would have allowed the RCMP to read
anyone's encrypted communications, not just the "bad guys," was "outrageous."

The issue of privacy and encryption made headlines earlier this year, when Apple opposed an order to help the FBI hack
into an iPhone belonging to one of the San Bernardino shooters. In an open letter, Apple CEO Tim Cook said complying
with the order would result in a new type of software that is "too dangerous to create.”

Eventually, the FBI said it was able to hack into the phone without Apple's help.

This is not the first time Chen has commented on the issue of privacy.

In a blog post from last year, he noted that government officials have pleaded with technology companies for years to
access criminals’ encrypted data.

In the post, he appeared to allude to an example where Apple refused a lawful access request in an investigation of a
known drug dealer, “because doing so would ‘substantially tarnish the brand’ of the company.

“At BlackBerry, we understand, arguable more than any other large tech company, the importance of our privacy

commitment to product success and brand value: privacy and security form the crux of everything we do. However, our
privacy commitment does not extend to criminals,” he said in the post.
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Alleged frat party attack spurs hacktivists

The hacker collective Anonymous has attacked Dalhousie University's website and crashed the Dalhousie Gazette news
site to call attention to an alleged sexual assauit at a fraternity house Halloween party last fall. Anonymous launched
repeated denial-of-service attacks starting last week. On Friday, members of the group posted a video in which they
named the alleged attacker and suggested a lack of action on the case could be due to potential ties between his family
and the police. "We, as promised, waited patiently while the police gathered evidence," said the video, featuring a masked
person speaking in a digitally disguised voice. "And now we can wait no longer." Dalhousie University spokesperson Brian
Leadbetter, said the main Dalhousie website, dal.ca, was attacked April 1 and there were other attacks over the weekend.
He confirmed their main website didn't go offline at any point last week. Chronicle-Herald, A1 (2016-04-19)

BlackBerry CEO says co-operating with police a duty

The head of BlackBerry says tech companies have a duty to be "good corporate citizens" who co-operate with reasonable
lawful requests from the police. The comments were in response to a story last week by Vice, which reported the RCMP
intercepted and decrypted more than a million BlackBerry messages as part of an investigation between 2010 and 2012.
The probe, dubbed "Project Clemenza," involved the killing of a Mafia crime family member. in a blog post Monday,
BlackBerry (TSX:BB) chief executive John Chen said firms need to strike a balance between protecting the right to privacy
and helping investigators apprehend criminals. Chen wrote that the world is a "dark place" when companies put their
reputations above the greater good. He noted that the case resulted in a major criminal organization being dismantled.
"For BlackBerry, there is a balance between doing what's right, such as helping to apprehend criminals, and preventing
government abuse of invading citizen's privacy, including when we refused to give Pakistan access to our servers," Chen
wrote. ChronicleHerald, B3 (2016-04-19)

Online Media / Médias en ligne

Canada: Botnet Takedown: First Warrant Issued Under Canada's Anti-spam Law

Canada's anti-spam law ("CASL") outlines violations, enforcement mechanisms, and penalties aimed at protecting online
consumers against spam, electronic threats, and misuse of digital technology. CASL's anti-spam rules came into effect on
July 1, 2014. CASL's software update and installation rules came into effect on January 15, 2015. The latter rules are
often referred to as malware/spyware computer program rules. Under these rules, CASL applies when a person, in the
course of a commercial activity, installs or causes to be installed a computer program on any other person's computer
system, unless the person has obtained the express consent of the owner or an authorized user of the computer
system... On December 3, 2015, the CRTC announced that it served its first-ever warrant under CASL to take down a
command-and-control server located in Toronto, Ontario. A command and control servicer is a centralized computer that
issues commands to a botnet and receives reports back from the co-opted computers. A botnet is a set of computers that
have been compromised through the installation of malware and which can be instructed to send spam, install additional
malicious programs, and/or steal passwords, among other illicit activity. The malware in this case was Win32/Dorkbot
malware, which has infected more than one million personal computers worldwide by spreading through social networks,
instant messaging programs, and USB flash drives... According to the CRTC, agencies from around the world, including
the Federal Bureau of Investigation, Europol, Interpol, Microsoft Inc., the Royal Canadian Mounted Police (the "RCMP"),
Public Safety Canada, and the Canadian Cyber Incident Response Centre, are working together on the investigation of
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Dorkbot. The warrant in Canada was granted by a judge of the Ontario Court of Justice and was carried out with
assistance from the RCMP. No further details have been provided by the CRTC yet regarding the details of the warrant or
the execution process. Mondaq (2016-04-18)

U.S. cyber soldiers hitting I1SIS hard

The U.S. Cyber Command is taking the information security fight to SIS hacking into the computers of individual fighters
and interrupting the terror group's encrypted communications. The Daily Beast quoted three unnamed sources who gave
a quick glance at Cyber Command's operation. American forces are implanting viruses and malware into computes used
by specific ISIS members to pull out intelligence data on the organization's hierarchy leading to several being targeted
and killed. Cyber Command is also working to disrupt ISIS' ability to communicate using encrypted devices. While unable
to necessarily read what is being said, American forces are able to disrupt ISIS' ability to talk and thus coordinate its
activities. SC Magazine (2016-04-18)

BlackBerry CEO responds to critics' RCMP encryption key concerns

BlackBerry's CEO has responded to critics after it was revealed last week that the RCMP used a key to unlock
approximately one million encrypted PIN-to-PIN messages sent between personal BlackBerry users since at least 2010.
BlackBerry CEO John Chen published a blog post on the company's website Monday, noting that the company has
always sought to "do what is right for the citizenry, within legal and ethical boundaries." "We have long been clear in our
stance that tech companies as good corporate citizens should comply with reasonable lawful access," Chen said. "l have
stated before that we are indeed in a dark place when companies put their reputations above the greater good." Chen
said the company, headquartered in Waterloo, Ont., always strives to find a balance between "doing what's right" for the
greater good, and protecting citizens' privacy. He pointed to an example from last November, when BlackBerry refused to
give the Pakistan government access to its servers due to privacy concerns. He also pointed to a case from 2014 , when
the RCMP, with the help of BlackBerry, was able to intercept messages between suspected Montreal gang members,
leading to dozens of arrests. "In the end, the case resuited in a major criminal organization being dismantled," he said.
"Regarding BlackBerry's assistance, | can reaffirm that we stood by our lawful access principles. Furthermore, at no point
was BlackBerry's (enterprise server) involved." Privacy experts expressed outrage last week, after news of the RCMP
encryption key was revealed. CTV News (2016-04-18)

Cyber criminals shift sights from whole companies to individual employees

Every day, government agencies and private businesses are under threat from cyber criminals. While that is nothing new
two recent industry reports show the tactics being used to attach them have changed, and technology alone is insufficient
to stop the threat. “Every day millions of records are being stolen. It's happening right here, right now,” said Ajay Sood,
General Manager of FireEye Canada. “You can no longer use technology to meet this level of threat. FireEye, a security
company headquartered in California that provides malware and network-threat protection systems for 4,400 customers in
67 countries (including 100 companies in Canada), released a report this year which showed businesses are swamped
with alerts for security breaches — up to 17,000 each week. There’s no system to rank or contextualize these breaches,
which can leave major ones overlooked, and it can take up to 100 days to respond to serious breaches. FireEye’s studies
show that organizations can only manage to respond to 4 per cent of threat alerts and spend up to US$1.2-million
annually responding to inaccurate alerts...When asked to outline infrastructure and protocols that protect against cyber
crime, Myléne Croteau, a spokesperson for Public Safety Canada, said in an email that the Government of Canada
has a cyber crime Guide for Small and Medium Business that provides practical advice on how a business can protect
itself and employees. In addition, it's the job of the Canadian Cyber Incident Response Centre (CCIRC) within Public
Safety Canada to provide advice and support, Croteau said. She also explained that as part of Canada’s Cyber
Security Strategy, the “Get Cyber Safe” public awareness campaign is designed to help educate Canadians about
internet security and how to keep themselves safe online. The website can provide information, she said on the most
common threats and tips to help businesses protect themselves. From the IT department to counter-intelligence. In
response, cyber security is no longer confined to the IT department; it has become a form of counter-intelligence. In 2014,
FireEye acquired Mandiant, a security company that uses digital forensics. Today FireEye’s 500 cyber-specialists
worldwide include ex-military, computer scientists, and cryptographers who actively scour cyber networks for intelligence.
The combination of local and global analytics and human and machine generated data is poured into their massive
database to search for and take down malware to provide global coverage 24/7, Sood said. They're also working to plant
operatives into cyber criminal terror cells in order to warn clients ahead of a cyber terror attack. Yahoo! News (2016-04-
18)

Software flaws used in hacking more than double, setting record
The number of previously unknown software flaws used by hackers more than doubled last year, a new report says, in
another sign of the increasing sophistication of cybercrime and online espionage. Reuters (Yahoo! News) (2016-04-18)

Insurers are 'vulnerable’ to cyber attacks, says regulatory body
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The IAIS, whose members are insurance market regulators based across the globe, said insurers face potential loss of
confidential data, disruption of operations and reputational loss as a result of cyber risks. "The insurance sector is
vulnerable to cyber incidents," the IAIS said in a new paper on cyber risk that it has opened to consultation. "Insurers
collect, process, and store substantial volumes of data, including personally identifiable information. Insurers are
connected to other financial institutions through multiple channels, including investment, capital raising, and debt issuance
activities. Insurers execute mergers and acquisitions and other changes in corporate structure that may affect
cybersecurity. Insurers outsource a variety of services, which may increase exposure to cyber risk." In its report the {AIS
highlighted examples of cybersecurity weaknesses that regulators in the insurance sector have come across. It said
insurers need to have oversight of the flow of data between their different "IT systems, applications, and components". It
also flagged failings with "user privileges" extended to staff and said there needs to be "sufficient controls" on the access
employees have to 'superuser’ accounts. Insurers have to address cybersecurity "at all levels" of their organisation, the
IAIS said. Qut-Law (2016-04-19)

New cyber threats target Wairarapa

A Masterton business has the dubious distinction of being one of the first companies in Asia-Pacific to be targeted by a
new type of cyber attack. Technology Solutions security expert Stephen Polley says cyber attacks on local businesses
and individuals have been ramping up recently with crypto-ransomware incidents being reported in Wairarapa at a rate of
about one a week. In a recent case a consultant with cyber security software provider ESET told Technology Solutions
staff after finding malware detected on a Masterton business' computer that it was the first time they had seen this
particular variant of the malicious software code in the Asia Pacific region. "To me it just highlights the fact that we are not
to think that we're just small and out of the way. We're being specifically targeted as a town and a community," Polley
says. A crypto-ransomware attack is when an attacker manages to infiltrate a computer system and encrypts all the
valuable files. The owner then receives a note asking them to pay a ransom to get their files decrypted. Stuff.co.nz (2016-
04-19)

Malware Based on JavaScript Attacks DNS Settings of Your Router

Trend Micro, a security firm, has revealed attack on the home routers which involves mobile website, malicious
JavaScript, as well as mobile device like a smartphone. These types of attacks are happening after December 2015, and
till now focuses on Japan, Taiwan and China. With United States being the fourth on attack list, hence be prepared for
that. This new threat, namely JS_JITON, was first found in attacks toward December 2015-end, and hit its peak during
February 2016 with more than 1,500 infections on daily basis. Meanwhile, it is still continuing infecting the devices till this
day. As per report, a mobile website that is compromised may contain JavaScript, which then downloaded another
JavaScript with DNS changing routines to the visiting mobile device. Despite the fact that the JavaScript could be
downloaded on computer, the infection relies on the medium of the user - for instance, JS-JITONDNS merely infects the
mobile devices causing DNS changing routine, while the JITON infection is activated only when the user have a ZTE
modem. SPAMFighter News (2016-04-19)

Etude Check Point : Les attaques sur mobiles ont le vent en poupe

Durant Check Point Experience (CPX), la conférence annuelle européenne de la société, Check Point® Software
Technologies Ltd. a dévoilé les principales familles de logiciels malveillants utilisés pour attaquer les réseaux des
entreprises et les appareils mobiles dans le monde en mars 2016. Aprés son entrée dans le top dix en février 2016,
I'agent mobile HummingBad est devenu le sixiéme type le plus courant d'attaque de logiciels malveillants dans le monde
entier en mars. |l est également entré dans le top dix pour 'ensemble du premier trimestre 2016, malgré sa récente
découverte en février. Les attaques contre les appareils mobiles Android utilisant cette famille de logiciels malveillants se
développent donc trés rapidement. Check Point a identifié 1 300 familles de logiciels malveillants uniques au cours de
mars, soit une légeére baisse par rapport au mois précédent prouvant que les cybercriminels n’ont pas besoin de
developper de nouveaux logiciels malveillants pour lancer des attaques. Il leur suffit simplement de faire de petits
changements dans les familles existantes pour permettre a la variante de contourner les mesures de sécurité
traditionnelles. Des mesures avancées de prévention des menaces, telles que les solutions Check Point SandBlast et
Mobile Threat Prevention, sont également nécessaires sur les réseaux, les postes et les appareils mobiles, pour stopper
les logiciels malveillants a I'étape de pré-infection. Global Security Mag (2016-04-19)

G DATA Releases Malware Report for the Second Half of 2015

Today, global security firm, G DATA, released its H2 2015 Malware Report, which found that attacks by banking Trojans
mainly targeted English-speaking countries, with 80% of all target sites located in the Anglophone region. The researchers
also found a significant amount of attacks by banking Trojan, Dridex in particular. The criminals behind Dridex used spam
email containing fictitious invoices or supposed tax refunds to lure recipients into their trap. The massive wave of attacks
was averted by the unigue G DATA BankGuard technology. “In the beginning of the second half of 2015, it initially
appeared that attacks by banking Trojans had been significantly reduced,” said Tim Berghoff, security evangelist, G
DATA. “In fact, Swatbanker, a previously dominant Trojan, almost completely disappeared from the picture. However, in
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December, our researchers found that Dridex was responsible for a huge wave of attacks through phishing emails,
showing that banking Trojans are clearly still a major concern.” Virtual Strateqy Magazine (2016-04-19)

Python-Based Malware Infects European Companies

The use of Python means the PWOBot malware could easily be ported to different operating systems, says Palo Alto
Networks. IT security researchers have discovered an unusual family of malicious code written entirely in the Python
programming language, making it easy to port to different operating systems. The malware uses a modular design that
allows it to carry out a selection of different attacks, including executing files, logging keystrokes, mining bitcoins using the
affected system’s CPU resources, executing arbitrary Python code and communicating with a remote server, according to
Palo Alto Networks. Tech Week Europe (2016-04-19)

Android Users Warned Of New Mobile Malware Surge

Mobile users have again been warned against the risks of mobile malware as the number of attacks reaches a worrying
high. Researchers at security firm Check Point found that malware variants such as HummingBad, Conficker and Sality
made the first three months of 2016 a bad one for mobile users, but an encouraging time for cyber-criminals. Overall,
Check Point identified 1,300 unique malware families during March, a slight decrease on the previous month, but an
indication of the sheer scale of threats facing mobile users. However the firm found the UK was the 91st most attacked
country globally during March (down from 74th in February), suffering more attacks than the USA (98th), but less than
Germany (71st), Spain (62nd) and France (46th). Tech Week Europe (2016-04-19)

New CryptXXX Ransomware Locks Your Files, Steals Bitcoin and Local Passwords

CryptXXX is a new ransomware variant discovered during the past weeks, which, besides encrypting the user's data, is
also capable of stealing Bitcoin from infected targets, along with passwords and other personal details, security
researchers from Proofpoint have found. The first signs of the CryptXXX ransomware appeared towards the end of March.
Security experts say the ransomware is distributed via Web pages that host the Angler exploit kit. This crimeware kit uses
vulnerabilities to push the Bedep click-fraud malware on the users' systems. Bedep is also known for having "malware
downloading" capabilities, so it will download the CryptXXX ransomware as a second-stage infection, dropping it as a
delayed execution DLL, set to wait 62 minutes before launching. Softpedia News (2016-04-19)

Buffalo buffalo buffalo: malware that attacks malware

... Available at your nearest ‘crimeware underground’ system, Thanatos is a new strain of malware tooling that sports the
ability to scan a target network for other malware. Reports suggest that Thanatos is offered at a price of $1,000 per month
or $12,000 for a lifetime subscription. Named after the Greek god of death, Thanatos gets its ability to target other
malware through the use of intelligent plugins. Thanatos effectively exhibits the characteristics of multi-staged malware
tooling commonly found in Advanced Persistent Threat (APT) technology. Where this malicious software has power is in
its ability to obliterate what we typically call ‘low-level' attacks. Head of threat intelligence research at Cymmetria Nitsan
Saddan writes on VentureBeat to explain that, “Thanatos uses 3-8 hardcoded flags to find malware by searching the
host's task scheduler, services and registry. Once a suspicious signature is detected, Thanatos selectively uploads it to
virustotal.com to make sure it's malicious and then erases it from the host. Another interesting feature is its ability to
remove hooks placed by competing malware, in order to avoid data theft by other criminals.” SC Magazine (2016-04-19)

New malware scam using Facebook Messenger

Digital security firm ESET is warning Facebook users of a common scam that sees attackers sending videos via
Facebook Messenger through a user’s friend list. ESET says by using the potential victim’s current friend list to send the
message, the hackers heavily increase their chances of successfully having the malware installed on their victims’
computer. With the titie "My first video”, “My video”, or “Private Video”, the malicious link can also tag various people from
a victim’s friend list on a status and lures them into clicking on it. According to ESET, if a user falls for the scam, they will
be re-directed to a fake YouTube website and let you know to install an extension to successfully load the content: “Sorry,
if you don'’t install Video Play plugin, you will not be able to watch the video! Click ‘Add Extension’ to watch the video”. “It's
very concerning that this malicious link is targeting users directly through the messenger app, letting them think it is their
friend sending a video,” says Nick FitzGerald, senior research fellow at ESET. “Many users would think it is safe to click,
but when the fake YouTube website comes up, they should not go any further,” he warns. FitzGerald says if a victim clicks
and installs the malicious plug-in, the browser they are using will become infected and continue to carry the infection with
the same harmful content. Security Brief New Zealand (2016-04-19)

Prepared by the Public Safety Portfolio Media Centre / Préparé par le Centre des médias du portefeuille Sécurité
publique. We can be reached at / Vous pouvez nous contacter a: PS.PSPMediaCentre-CentredesmediasPSP.SP@Canada.ca.
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* RCMP misconduct cases more than double after new process implemented

RCMP employee misconduct cases increased by 158 per cent last year — and the number of RCMP
members facing dismissal more than quadrupled — after the force put a new investigation process in
place. Overall, the federal law enforcement agency investigated a total of 741 cases. A report released
last week says it's too soon to tell exactly why the number jumped, but suggests it's likely due to an
increased emphasis on managers to deal with “unacceptable behaviour.”The process has become more
streamlined, the report says, allowing for matters to be dealt with within six months as opposed to 12-18
months under the old system, and has given managers and employees more flexibility in dealing with
conduct issues. The number of members facing dismissal for serious misconduct increased 331 per cent,
to 56 cases. "When appointed as RCMP Commissioner in late 2011, | was unequivocal in my pledge to
transform the RCMP culture by focusing on accountability, leadership and addressing claims of
harassment and bullying within the organization,” Commissioner Bob Paulson says in the report's
introduction. He says systemic transformation doesn't happen overnight, but it has been put into motion.
The RCMP has been working to clean up its act following hundreds of allegations of workplace
harassment. The RCMP is facing multiple lawsuits relating to harassment, gender discrimination and
bullying. In February Public Safety Minister Ralph Goodale said he blasted Paulson over the
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options than Glock handguns. "I am writing to again raise the issue of providing CEWs (Conducted
Energy Weapons) to frontline officers," McCormack wrote in the letter, which was obtained by the Toronto
Sun. "The time for action on this is now." We certainly can't wait for the next person to be shot by police
and then pretend that it had nothing to do with politicians’ refusal to provide officers with the tools they
need. The time for action was actually in August 2013. Shortly after the streetcar shooting of Sammy
Yatim resulted in second-degree murder charges being laid against Const. James Forcillo (he was later
convicted of attempted murder), the provincial government cleared the way for Tasers to be issued to all
officers - not just supervisors. "The use of CEWs has proven to result in fewer significant injuries to the
public and police officers than many other use-of-force options," then-community safety minister
Madeleine Meilleur said. Toronto Star, A12; Toronto Sun, A12

* Self-reporting corporate misdeeds can be perilous

The outcome of the cross-border foreign bribery investigation of Nordion (Canada) Inc. has fuelled the
controversy regarding voluntary disclosure as the best alternative for a non-compliant company. "Self-
disclosure was all the rage a few years ago, but companies and counsel in both the U.S. and Canada
have become increasingly skeptical about the strategy in recent years," says Milos Bartuciski of Bennett
Jones LLP in Toronto, who represented Nordion in Canada. The investigation centred around the
activities of a Canada-based employee, Mikhail Gourevitch, in obtaining Russian government approval for
the company's liver cancer treatment, TheraSphere. Gourevitch introduced Nordion to a Russian
businessman whom the company retained to help with its efforts. It turned out that the Russian, without
Nordion's knowledge, used some of his remuneration to bribe Russian government officials and kickback
approximately $100,000 to Gourevitch. Nordion's attempt to market its treatment in Russia ultimately
failed. On uncovering the wrongdoing, Nordion acted promptly, spending some $20 million on its internal
investigation. "The facts in this case are very good from the company's point of view," says Riyaz Dattu of
Osler, Hoskin Harcourt LLP in Toronto. "Nordion self-reported in both Canada and the U.S. as soon as it
realized it had an issue, then fired Gourevitch and put remedial measures in place." The U.S. Securities
and Exchange Commission imposed a US$375,000 civil fine on Nordion for resolution of the U.S. anti-
corruption proceedings. The RCMP, for its part, announced it would not pursue enforcement, reportedly
for lack of evidence. National Post, FP10

* Inuit want exemption from Quebec's proposed long-gun registry

Makivik Corp., representing Inuit in Nunavik, wants an exemption from Quebec's proposed long-gun
registry, saying it treads on traditional hunting rights guaranteed under the James Bay and Northern
Quebec Agreement. "Our rights and privileged exclusive rights are being diminished here," said Adamie
Delisle Alaku, executive vice-president at Makivik. Bill 64, the Firearms Registration Act, would require
that all firearms in Quebec be registered. On April 8, Makivik tabled a brief in the Committee on
Institutions of the Quebec National Assembly itemizing their concerns over the bill. "We want an
exemption because under the James Bay and Northern Quebec Agreement, which is a constitutionally
protected agreement, we have rights," said Delisle Alaku.Under the proposed legislation each firearm
would be assigned a unique number by the ministry, and owners would be required to "affix it to the
firearm in the manner prescribed by government reguiation."The penalty for failing to register a gun would
be a fine ranging from $500 to $5,000. Makivik is requesting a full exemption from the bill for Nunavik Inuit
until meaningful consultations take place. CBC

BlackBerry responds to police eavesdropping report

BlackBerry appeared to acknowledge it helped Canadian federal police crack a Montreal crime syndicate
that had been using its messaging system, while insisting its smartphone security remains

impenetrable. In a blog post, BlackBerry chief executive John Chen reiterated the company’s long-held
stance “that tech companies as good corporate citizens should comply with reasonable lawful access
requests.” The comments are the latest in a wider public discussion on how much access law
enforcement officials should have to encrypted devices and how to balance security issues with user
privacy rights. It was triggered when Apple recently refused an FBI request for access to the iPhone of
San Bernardino mass shooters. Vice news and its sister publication Motherboard last week reported that
BlackBerry may have helped Canadian federal police eavesdrop on BlackBerry so-called PIN-to-PIN
messages sent between members of a suspected criminal organisation in Montreal. It was revealed that
the Royal Canadian Mounted Police (RCMP) had obtained BlackBerry’s global cryptographic key,
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allowing the agency to read all messages sent between BlackBerry smartphones. This provoked a
reaction from Prime Minister Justin Trudeau calling for better oversight of Canadian security and
intelligence agencies. The RCMP said it had intercepted and decrypted more than one million BlackBerry
messages in connection with its investigation, which began in 2010. The Star Online, Tech Times

Speeding, drugs, theft among concerns conveyed to Kamloops RCMP

She has lived on MacKenzie Avenue in Kamloops for 43 years and has seen it all. On Tuesday night, she
asked the 12 Mounties in front of her to visit her home. “I'd like to invite anybody to come and sit in my
kitchen and watch what goes on in my neighbourhood,” she said. “I'll make coffee or whatever. | watched
a drug deal go down just before | came here — and the speeding is atrocious.” The North Kamloops
resident, who declined to give her name to KTW, was one of 22 residents on McArthur Island for the first
of two Kamloops RCMP public forums this week. A second forum will take place Thursday at 7 p.m. at the
Hal Rogers Centre in Sahali's Albert McGowan Park. The MacKenzie Avenue resident told RCMP Supt.
Brad Mueller she has given scads of information to Mounties over the years, yet the nefarious activity in
the area persists, including three fatal crashes and the still-unsolved 2006 murder of Henry
Vandenberghe. “One drug house burned down,” she said. “And that was a blessing.” Tuesday night's
meeting was the first such gathering to be held by the local RCMP since 2012 and was being held to
explain to the public how police operations work and to solicit feedback from those served by the 130
officers in the city. Kamloops This Week, CFJC Today (2016-04-19)

Policing committee to be considered

A new policing committee could be on the horizon for St. Albert. Coun. Bob Russell promised during his
byelection campaign last June to pursue the creation of a policing committee to give the community a
voice. On Monday a motion for city administration to work with the RCMP and the solicitor general on the
establishment of such a committee and to bring back a bylaw or terms of reference for council’s
consideration was unanimously passed. Russell said a policing committee can serve an active function,
and his suggestion was not meant to be a criticism of the St. Albert RCMP. “There are many areas where
we can be of some help,” he said, noting he’s served on similar committees in the past. Russell said that
the committee would have a voice to represent citizens, but would leave the day-to-day policing to the
RCMP. He disputed a staff report that suggested an additional city employee would be needed to co-
ordinate such a committee. St. Albert Gazette

RCMP overcome hockey hijinks to take charity title

The Cold Lake RCMP beat up on Cold Lake Fire-Rescue in the first annual charity hockey game to
benefit Cold Lake Victim Services. The RCMP, sporting uniforms designed to mimic their ceremonial
dress, jumped out to a 6-0 lead after the first two periods. The fire department finally found the back of the
net in the third period, scoring two goals before the antics took over. Looking for an advantage, the fire
department started playing with an extra man on the ice, and even brought out two extra pucks in an
effort to close the gap. Despite playing disadvantaged, the RCMP took the trophy with an 8-6 victory.

Both teams spent a significant amount of time playing pranks on their opponents. The RCMP blasted the
firefighters with large water guns, and Staff Sgt. Jeremie Landry threatened to arrest Fire Chief Jeff
Fallow. The fire department attacked the RCMP with water pistols of their own, and enticed the officers
with donuts and Timbits attached to the end of a fishing rod. Cold Lake Mayor Craig Copeland, who
coached the fire department team, was impressed with the ability of the police force. “The RCMP is a
stacked team , they've been training all year round and we're in tough tonight,” he said. “They're really
good. They've got some players who've played junior hockey.” Copeland was happy with the community's
support. Cold Lake Sun

CORRECTIONAL SERVICES / SERVICE CORRECTIONNEL

Locked Up And Alone

The average stay in solitary confinement for an inmate in 1999 at the Saskatoon jail: 17.5 days. The
average stay during a three-month period 15 years later: 37 days. The increased use in jails not only in
Saskatoon but across the province, revealed in a Ministry of Justice snapshot of data, is being strongly
criticized by the head of the John Howard Society of Saskatchewan. "I'm concerned that even after the
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QUESTION PERIOD NOTE ) Date: June 15, 2016
Classification: UNCLASSIFIED

Branch / Agency: RCMP

Question Period Note / Note pour la Période des questions

BLACKBERRY COOPERATION WITH POLICE

ISSUE: RCMP technology in relation to lawfully obtaining evidence

PROPOSED RESPONSE:

* Our government knows that it is not only possible but necessary to
keep Canadians safe while at the same time defending their rights and
freedoms, and we are working to ensure that the appropriate balance is

achieved.

* | can assure Canadians that all police investigations in this country are
governed by the law and the Charter and are subject to appropriate

judicial processes.

» Court orders must be limited, specific and proportionate to the

seriousness of the criminality under investigation.

* While it would be inappropriate for me to comment about a company’s
direct interaction with foreign law enforcement agencies, | can say that
we expect Canadian companies to adhere to the laws of those

countries.

* Soon, in our upcoming national security consultations, Canadians will
have an unprecedented opportunity to provide advice on what laws

and practices are reasonable and appropriate in these matters.

On warrantless access to subscriber data:

* Inits June 2014 decision, the Supreme Court was clear that there is a
reasonable expectation of privacy under s.8 of the Charter with respect
to Basic Subscriber Information. Police must obtain a judicial
authorization to obtain basic subscriber information such as a
customer’s name, address and phone number from
telecommunications companies when this information allows for a link

between a person's identity and their online activities.

The decision also recognized some narrow exceptions for emergency

situations.
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BLACKBERRY COOPERATION WITH POLICE

BACKGROUND:

BlackBerry media article (June 9, 2016)

On June 9, 2016, the CBC published an article regarding BlackBerry’s lawful assistance to police
investigations, such as the production of readable data (potential digital evidence) found on lawfully
seized digital devices. The CBC article also included commentary from the University of Toronto’s
Citizen Lab, which stated in the article that BlackBerry Ltd. is allowing foreign police to bypass
Mutual Legal Assistance Treaties (MLATS).

RCMP involvement

While the recent article did not explicitly mention the Royal Canadian Mounted Police (RCMP), it did
refer to Canadian law enforcement in general. Moreover, previous media articles on this topic have
referenced BlackBerry’s assistance to the RCMP, specifically in connection with a high profile court
case in Quebec involving organized crime (Project Clemenza). In the recent article and in past
media coverage, BlackBerry Ltd. has publicly defended its lawful assistance to priority criminal
investigations when supported by reasonable, lawful access requests.

As Canada’s national police force, the RCMP uses various technical investigative methods to
lawfully obtain evidence in order to safeguard Canadians and conduct priority criminal
investigations. The use of any investigative tools by the RCMP is governed by the law, including the
Charter, and subject to appropriate judicial processes. By law, court orders must be limited and
specific to the criminality under investigation, and can only be obtained if the statutory requirements
are met. In general and to safeguard investigative techniques from criminal exploitation, the RCMP
does not comment on specific investigative methods, tools and techniques outside of court.

The RCMP has a positive working relationship with Blackberry Ltd., which has been established for
more than 10 years. The two organizations have regular communications on items of mutual
interest. Blackberry Ltd. has supported and continues to support law enforcement in Canada under
various court orders. It is the RCMP’s experience that they are cooperative and comply with court
orders, where possible. Where technically able to do so and under court order, Blackberry Ltd.
provides support to law enforcement agencies globally in those jurisdictions where they have a
presence or through MLAT requests. ’

Mutual Legal Assistance Treaties (MLATs)

Canada's MLAT provisions fall under the purview of the Minister of Justice. Mutual Legal Assistance
is the formal process by which countries share evidence and provide other types of assistance to
one another to advance criminal investigations and prosecutions. It is for Blackberry, as a private
company and in consultation with their legal counsel, to determine whether and how it will provide
assistance to foreign police agencies.

CONTACTS:

Submitted by: Tel. no. Approved by: Tel. no.
Prepared by 613-843-4494 Deputy Commissioner, 613-843-4494
Chris Lynam, Director, Strategic Peter Henschel,

Policy and Planning Directorate, Specialized Policing Services

Specialized Policing Services
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COOPERATION DE BLACKBERRY AVEC LA POLICE

SUJET : Technologie de la GRC et obtention Iégale d’éléments de preuve

REPONSE PROPOSEE :
« Le gouvernement sait qu’il est non seulement possible mais

nécessaire d’assurer la sécurité des Canadiens tout en défendant
leurs droits et libertés. Nous veillons a maintenir un juste équilibre

entre les deux.

« Je peux assurer aux Canadiens que toutes les enquétes policiéres
menées au Canada sont régies par la loi, ce qui comprend la
Charte, et qu’elles sont assujetties aux processus judiciaires

applicables.

» Les ordonnances des tribunaux doivent étre limitées, spécifiques et

adaptées a la gravité du crime visé par I'enquéte.

« Je dois m'abstenir de faire tout commentaire sur les interactions
directes d'une entreprise avec des services de police étrangers,
mais je peux affirmer que nous nous attendons a ce que les

entreprises canadiennes respectent les lois de ces pays.

+ Les prochaines consultations sur la sécurité nationale offriront aux
Canadiens une occasion sans pareille de se prononcer sur les lois

et les pratiques jugées raisonnables dans ce genre d’affaires.
Au sujet de I'accés sans mandat aux renseignements sur les abonnes

« Dans une décision rendue en juin 2014, la Cour supréme a
clairement statué qu’aux termes de I’art. 8 de la Charte une attente
raisonnable en matiére de respect de la vie privée prbtége les
renseignements sur les abonnés. La police doit demander une
autorisation judiciaire pour obtenir d’'une entreprise de
télécommunications des renseignements sur un abonné, tels son
nom, son adresse et son numéro de téléphone, si ces
renseignements permettent d’établir un lien entre I'identité de

I’abonné et ses activités en ligne.

« Par ailleurs, la Cour reconnaissait dans sa décision des exceptions

bien précises pour les situations d’urgence.
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COOPERATION DE BLACKBERRY AVEC LA POLICE

CONTEXTE :

Article sur BlackBerry (9 juin 2016)

Le 9 juin 2016, la CBC a publié un article sur l'aide Iégitime apportée par BlackBerry dans les
enquétes policiéres, notamment la production de données lisibles (éléments de preuve potentiels)
trouvées dans des appareils numériques saisis légalement. L'article de la CBC renfermait aussi un
commentaire du Citizen Lab de I'Université de Toronto selon lequel BlackBerry permet ainsi aux
services de police étrangers de faire fi des traités d'entraide juridique.

Roéle de la GRC

Méme si dans I'article récent on ne mentionnait pas explicitement la Gendarmerie royale du Canada
(GRC), on faisait référence a la police au Canada en général. De plus, des articles précedents sur le
sujet ont fait mention de l'aide offerte par BlackBerry & la GRC, plus précisément en lien avec un
procés fortement médiatisé au Québec concernant le crime organisé (projet Clemenza). Dans le
récent article et d’autres reportages dans les médias, BlackBerry Ltd. a défendu publiquement 'aide
légitime apportée aux enquétes criminelles prioritaires lorsqu’elles sont appuyées par des
demandes d’'acces légitimes raisonnables.

En tant que police nationale, la Gendarmerie royale du Canada utilise divers moyens d’enquéte
techniques pour obtenir Iégalement des éléments de preuve afin de protéger les Canadiens et
d'effectuer des enquétes criminelles prioritaires. L utilisation d'outils d'enquéte par la GRC est régie
par la loi, ce qui comprend la Charte, et assujettie aux processus judiciaires applicables.
Conformément a la loi, les ordonnances des tribunaux doivent étre limitées et spécifiques au crime
visé par enquéte, et elles peuvent uniquement étre obtenues si elles respectent les exigences de la
loi. En général et afin d'empécher les criminels d'exploiter les techniques d'enquéte, la GRC ne fait
aucun commentaire sur des outils, des méthodes et des techniques d'enquéte en particulier en
dehors des tribunaux.

La GRC entretient depuis plus de dix ans une relation de travail positive avec BlackBerry Ltd. Les
deux organisations communiquent réguliérement sur des questions d'intérét commun. BlackBerry
Ltd. a appuyé et continue d'appuyer les services de police au Canada conformement a diverses
ordonnances des tribunaux. Selon I'expérience de la GRC, I'entreprise est préte a coopérer et
respecte les ordonnances des tribunaux, dans la mesure du possible. Lorsqu'elle a les moyens
techniques de le faire et sur ordonnance du tribunal, BlackBerry Ltd. fournit un soutien a des
organismes d'application de la loi étrangers dans les territoires ou elle est présente ou aux termes
de demandes en vertu de traités d'entraide juridique. '

Traités d'entraide juridigue

Au Canada, les dispositions des traités d'entraide juridique relévent de la ministre de la Justice.
L'entraide juridique est le processus officiel au moyen duquel un pays transmet des éléments de
preuve et fournit d'autres types d'aide & un autre pays pour faire avancer des enquétes ou des
procés criminels. |l revient & BlackBerry, & titre d'entreprise privée et en consultation avec son
conseiller juridique, de déterminer si et de quelle fagon elle fournira de l'aide a des services de
police étrangers.

CONTACTS:

Préparée par : Tél. : 613-843-4494 Approuvée par : Tél. : 613-843-4494
Chris Lynam, directeur, S.-comm. Peter Henschel,

Pianification et Politiques Services de police spécialisés

stratégiques, Services de police

spécialisés
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QUESTION PERIOD NOTE . ) Date: June 10, 2016
’ Classification: UNCLASSIFIED

Branch / Agency: RCMP

Question Period Note / Note pour la Période des guestions

CANADIAN POLICE INVESTIGATIVE TOOLS AND TECHNIQUES

ISSUE: RCMP technology in relation to lawfully obtaining evidence

PROPOSED RESPONSE:

« Canadian police investigations are governed by the law, including

the Charter, and are subject to appropriate judicial processes.

« Court orders must be limited and specific to the criminality under
investigation, and can only be obtained if the statutory

requirements are met.

« While it would be inappropriate for me to comment about a
company’s direct interaction with law enforcement agencies around
the world, | can say that we expect Canadian companies to adhere

to the laws of those countries where applicable.
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~ Rowe, Melissa (PS/SP)

From: ' Miller, Kevin (PS/SP)

Sent: Monday, June 20, 2016 6:06 PM _

To: Bardsley, Scott (PS/SP); Brien, Dan (PS/SP); Peirce, Hilary (PS/SP)

Cc: Tomlinson, Jamie (PS/SP); Baker3, Ryan (PS/SP); Duval, Jean Paul (PS/SP); Croteau,
Myléne (PS/SP)

Subject: Fw:

Thanks Scott, we will follow up and coordinate in the morning.
Kevin

Kevin K. Miller

Communications Manager | Gestionnaire de Communications
Public Safety Canada | Sécurité publique Canada

Telephone | Téléphone : 613-949-9741

Fax | Télécopieur : 613-954-6048

Email | Courriel : kevin.miller@canada.ca

From: Media Relations / Relations avec les médias (PS/SP) <ps.mediarelations- relatlonsaveclesmedlas sp@canada.ca>
Sent: Monday, June 20, 2016 5:28 PM

To: Duval, Jean Paul (PS/SP); Miller, Kevin (PS/SP); Malik, Zarah (PS/SP); Levert, Jean-Philippe (PS/SP); Martel, Karine
(PS/SP); MacLean, Megan (PS/SP); Croteau, Myléne (PS/SP); Baker3, Ryan (PS/SP)

Subject: FW:

From: Bardsley, Scott (PS/SP)

Sent: June 20, 2016 5:28:30 PM (UTC-05:00) Eastern Time (US & Canada)

To: Media Relations / Relations avec les médias (PS/SP)

Cc: Tomlinsen, Jamie (PS/SP), Baker3, Ryan (PS/SP); Brien, Dan (PS/SP); Peirce, Hilary (PS/SP)
Subject:

Dear PS Media Relations,

from the Toronto Star.is working on a piece on encryption/lawful access based on an ATIP of the Minister’s
briefing materials and has asked MO to see if he could receive a briefing on the current law and policy in these areas.
Could you please either arrange a briefing or a written reply?

I've sent him the following on the Minister’s views:

Minister Goodale encourages and welcomes public debate on these important issues. Canadians need to reflect
on this new and emerging area of law, privacy and crime prevention.

The government is constantly updating its policies and tools because of ever-changing technologies. Public
Safety, theé RCMP, academics and others continue to study these complicated questions.
: ' 1
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We are committed to keeping Canadians safe while respecting their rights and freedoms, including their privacy
rights. That commitment includes holding broad public consultations on national security issues. :

Scott
PS: The Minister also touched on these issues directly in a recent speech:

“We need a thoughtful discussion about the legal framework that applies to new technologies. On the
issue of encryption, for example, is absolute privacy the only "public good™ that needs to be
safegﬁarded, or is there a point at which criminal or terrorist investigations should be properly and
lawfully assisted? And if so, where?”

Scott

Scott Bardsley

Press Secretary | Attaché de presse

Office of the Minister of Public Safety and Emergency Preparedness
Cabinet du ministre de la Sécurité publique et de la Protection civile
scott.bardsley@canada.ca | 613-998-5681 '
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Rowe, Melissa (PS/SP)

From: Miller, Kevin (PS/SP)

Sent: Tuesday, June 21, 2016 5:12 Pl\‘/l
To: Baker3, Ryan (PS/SP)

Cc: : Duval, Jean Paul (PS/SP)
Subject: FW:

Hi Ryan, wanted to give you an update on this call.

We have reached out to the reporter to try and get an exact sense of what he is looking for. We are waiting on the
reporter to call-back to obtain more clarity.

P spoke to Scott earlier today to provide an update, so MO is aware of our approach. We will provide an update as we
keep moving on this call.

Thanks,
Kevin

From: Media Relations / Relations avec les médias (PS/SP)

Sent: Monday, June 20, 2016 5:29 PM

To: Duval, Jean Paul (PS/SP); Miller, Kevin (PS/SP); Malik, Zarah (PS/SP); Levert, Jean-Philippe (PS/SP); Martel, Karine
(PS/SP); MacLean, Megan (PS/SP); Croteau, Myléne (PS/SP); Baker3, Ryan (PS/sP)

Subject: FW:

From: Bardsley, Scott (PS/SP)

Sent: June 20, 2016 5:28:30 PM (UTC-05:00) Eastern Time (US & Canada)

To: Media Relations / Relations avec les médias (PS/SP)

Cc: Tomlinson, Jamie (PS/SP); Baker3, Ryan (PS/SP); Brien, Dan (PS/SP); Peirce, Hilary (PS/SP)
Subject:

Dear PS Media Relations,

from the Toronto Star is working on a piece on encryption/lawful access based on an ATIP of the Minister’s
briefing materials and has asked MO to see if he could receive a briefing on the current law and policy in these areas.
Could you please either arrange a briefing or a written reply?

I've sent him the following on the Minister’s views:

Minister Goodale encourages and welcomes public debate on these important issues. Canadians need to reflect
on this new and emerging area of law, privacy and crime prevention.

The government is constantly updating its policies and tools because of ever-changing technologies. Public
Safety, the RCMP, academics and others continue to study these complicated ques'tions.

‘We are committed to keeping Canadians safe while respecting their rights and freedoms, including their prlvacy
rights. That commitment includes holding broad public consultations on national security issues.
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Scott
PS: The Minister also touched on these issues directly in a recent speech:

“We need a thoughtful discussion about the legal framework that applies to new technologies. On the
issue of encryption, for example, is absolute privacy the only "public good" that needs to be
safeguarded, or is there a point at which criminal or terrorist investigations should be properly and
lawfully assisted? And if so, where?”

Scott

Scott Bardsley.

Press Secretary | Attaché de presse

Office of the Minister of Public Safety and Emergency Preparedness
Cabinet du ministre de la Sécurité publique et de la Protection civile
scott.bardsley@canada.ca | 613-998-5681

2 . 000036



Document Released Under the Access to
Information Act / Document divulgué en vertu
de la Loi sur l'accés a l'information

Today’s News / Actualités
August 16, 2016 / le 16 aoiit 2016
8:00 -14:00 ET

This collection contains news items that appeared online between 8:00 a.m. and 2:00 p.m., Eastern Time.
Ce recueil contient des actualités qui ont paru sur Internet entre 8h00 et 14h00, heure de I'Est.

Today’s News can also be accessed through Newsdesk / Les Actualités peut également étre accédée via
InfoMédia

MINISTER / MINISTRE

TOP STORIES / MANCHETTES

EMERGENCY MANAGEMENT / GESTION DES MESURES D'URGENCE

NATIONAL SECURITY / SECURITE NATIONALE

BORDER SECURITY / SECURITE FRONTALIERE

CYBER SECURITY / SECURITE CYBERNETIQUE

LAW ENFORCEMENT / APPLICATION DE LA LOI

CORRECTIONAL SERVICES /SERVICE CORRECTIONNEL

COMMUNITY SAFETY & PARTNERSHIPS / SECURITE DE LA POPULATION ET PARTENARIATS

NATIONAL INQUIRY INTO MISSING AND MURDERED INDIGENOUS WOMEN AND GIRLS |

ENQUETE NATIONALE SUR LES FEMMES ET LES FILLES AUTOCHTONES DISPARUES ET
ASSASSINEES

REGULATION OF MARIJUANA / REGLEMENTATION DE LA MARIJUANA

PUBLIC SERVICE / FONCTION PUBLIQUE

OTHER / AUTRES

INTERNATIONAL

SOCIAL MEDIA / MEDIAS SOCIAUX

MINISTER / MINISTRE

Trudeau says rights must be balanced with security in battling terrorism

An alleged terrorist plot in Ontario that created anxieties over police monitoring of suspects hasn't shaken
Prime Minister Justin Trudeau's emphasis on balancing civil liberties with public safety. In his first reaction
to an alleged plot that led to the death of Aaron Driver in Strathroy, Ont., Trudeau said Tuesday that
balancing individual rights with keeping Canadians secure from bombing threats has to be handled with
care. "Canada is a country that values its freedom (and) its basic charter rights," he said during a stop in
Bridgetown, N.S., for an infrastructure announcement. "All Canadians expect their government to do two
things: to keep Canadians safe and to defend and uphold the values and rights that all Canadians hold
dear." "Getting that balance right isn't always easy in the challenging situation we now live in but it's
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unsure whether Driver had died as a result of his own bomb or police bullets but the father said the
autopsy had put that question to rest. “It was the police officer's bullet that killed him,” the father told the
National Post. “The bomb that exploded he could have walked away from with minor to severe injuries
they said.” National Post; CBC News; Canadian Press (London Free Press, Kingston Whig-Standard,
CTV News); Radio-Canada

Crime in Canadian cities: 'Perceptions do not necessarily match the reality,' polister says

The statistics say Saskatoon, Regina and Edmonton have the most severe crime but Canadians believe
Winnipeg, Toronto and Montreal are the most dangerous cities, according to a new poll from Mainstreet
Research. "The results paint an interesting portrait of how we see each other," Mainstreet president Quito
Maggi said in a release. "Perceptions do not necessarily match the reality of crime and safety." Ottawa
was perceived as the safest city of 15 included in the poll, followed by Charlottetown and Moncton.
According to Statistics Canada, however, the cities with the least severe crime last year were Quebec
City, Toronto and Ottawa, respectively. Canada's biggest city had the biggest perception-reality gap -
despite having the second-lowest crime severity index, Toronto was perceived as the second most
dangerous city, behind only Winnipeg. And Manitoba's capital, despite its unsafe reputation, had less
severe crime than Vancouver, Edmonton, Regina and Saskatoon. CBC News

Cybersécurité: les chefs de police réclament I'accés légal aux mots de passe

Les chefs de police canadiens réclament une loi pour contraindre les gens a révéler leurs mots de passe
aux forces de 'ordre avec I'approbation d’un juge. L'Association canadienne des chefs de police (ACCP)
a adopté une résolution incitant le gouvernement a prendre des mesures législatives pour faciliter
I'obtention de preuves électroniques. L'ACCP estime que les criminels ont de plus en plus recours au
chiffrement pour dissimuler leurs activités illicites en ligne. Le commissaire adjoint de la Gendarmerie
royale du Canada (GRC), Joe Oliver, a déclaré gu'aucune loi canadienne ne contraignait actuellement le
détenteur d'un mot de passe a le révéler aux policiers dans le cadre d'une enquéte. Lors d'une
conférence de presse mardi, M. Oliver a soutenu que les criminels, gu'ils soient membres de la mafia ou
pédophiles, bénéficiaient d’'un anonymat quasi absolu en ligne. Cette résolution de 'ACCP survient alors
que le gouvernement fédéral entame ses consultations en matiére de cybersécurité, notamment par
rapport & I'équilibre entre les besoins des policiers et les libertés fondamentales. Ces consultations se
poursuivront jusqu’au 15 octobre. Presse canadienne (L'Actualité) ; Canadian Press (CTV News, News
1130, iPolitics); CHED 630 AM

EMERGENCY MANAGEMENT / GESTION DES MESURES D’'URGENCE

Severe summer storm in the Prairies causes more than $48 million in insured damage

Insurance Bureau of Canada (IBC) reports a severe storm that swept through Alberta, Saskatchewan and
Manitoba during the second week of July has resulted in more than $48 million in insured damage
according to Catastrophe Indices and Quantification Inc. (CatlQ). From July 8 - 11, a low pressure
system caused severe thunderstorms in the Prairies. The storms produced strong winds, hail, lightning,
heavy rainfall, and funnel clouds. This system also caused significant flooding in Estevan, SK and
produced a brief tornado touchdown in Humboldt, SK on July 10. Insurance Bureau of Canada News
Release (Montreal Gazette)

B.C. Hydro concerned earthquakes from fracking could damage Peace River dams

Internal documents show B.C. Hydro officials have had concerns since at least 2009 that earthquakes
triggered by fracking are a potential risk to its Peace River dams. The electricity-generating dams in
northeastern B.C. include one of the largest earth dams in the world, the W.A.C. Bennett Dam, as well as
the smaller Peace Canyon Dam, and the $9-billion Site-C dam, which is under construction. The Crown
agency has not discussed the issue publicly. But as a result of its concerns, B.C. Hydro worked out an
agreement, possibly as early as 2014 with the B.C. Oil and Gas Commission (BCOGC), to create five-
kilometre buffer zones around dams where no new fracking and drilling rights are issued, according to a
report released today from the Canadian Centre for Policy Alternatives, a left-wing think-tank. Financial
Post
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I am thankful this situation did not escalate to an attack and was mitigated immediately. Although there
may be many solutions to homegrown extremism, the most effective one is having a true and powerful
counter-narrative. One example of such a narrative is the Ahmadiyya Muslim Youth Association, which is
known for giving back to society through blood drives, food drives, city cleanups and much more. These
counter-narratives will help put an end to homegrown extremism and continue to make Canada great...”

Winnipeg Free Press
Broadcast media / Médias télédiffusés :

The Ontario provincial police released a statement today saying a gunshot wound killed ISIS
supporter Aaron Driver. Driver was killed in the southwestern Ontario city of Strathroy on August
10. It was the result of an RCMP investigation into a national security threat. (CBC News,
10:00ET, 12:00ET; CTV 12:30ET)

BORDER SECURITY / SECURITE FRONTALIERE

CBSA Proposes Amendments to NEXUS and Other Trusted Traveler Programs

The Canada Border Services Agency (“CBSA”) recently announced that it was proposing changes to its
Trusted Traveller Programs (“TTPs"), which include CANPASS, Free and Secure Trade (“FAST"), and
NEXUS. In furtherance of this proposal, CBSA intends to amend the Presentation of Persons (2003)
Regulations (the “POP Regulations”), which were implemented under the Canadian Customs Act. A
summary of these proposed amendments appears below. Lexology

CYBER SECURITY / SECURITE CYBERNETIQUE

Cybersécurité: les chefs de police réclament I'accés légal aux mots de passe

Les chefs de police canadiens réclament une loi pour contraindre les gens a révéler leurs mots de passe
aux forces de l'ordre avec I'approbation d’un juge. L'Association canadienne des chefs de police (ACCP)
a adopté une résolution incitant le gouvernement a prendre des mesures législatives pour faciliter
l'obtention de preuves électroniques. L'’ACCP estime que les criminels ont de plus en plus recours au
chiffrement pour dissimuler leurs activités illicites en ligne. Le commissaire adjoint de la Gendarmerie
royale du Canada (GRC), Joe Oliver, a déclaré qu’aucune loi canadienne ne contraignait actuellement le
détenteur d’'un mot de passe 2 le révéler aux policiers dans le cadre d’'une enquéte. Lors d’'une
conférence de presse mardi, M. Oliver a soutenu que les criminels, qu’ils soient membres de la mafia ou
pédophiles, bénéficiaient d’'un anonymat quasi absolu en ligne. Cette résolution de 'ACCP survient alors
que le gouvernement fédéral entame ses consultations en matiére de cybersécurité, notamment par
rapport a I'équilibre entre les besoins des policiers et les libertés fondamentales. Ces consuitations se
poursuivront jusqu'au 15 octobre. Presse canadienne (L'Actualité) ; Canadian Press (CTV News, News
1130, iPolitics); CHED 630 AM

Largest ransomware-as-service scheme pulls in US$195,000 a month: Report

Canadians are among those who have fallen victim to a global ransomware-as-a-service scheme which
targeted tens of thousands of users in 201 countries and territories in July alone, according to security
researchers. The researchers at Check Point Software and IntSights Cyber Intelligence of Israel released
a report Tuesday saying the service, which it calls Cerber, is currently running 161 active campaigns with
a total estimated profit of US$195,000 last month alone. In July an estimated 150,000 devices were
infected. Each day an average of eight new campaigns on average are launched, Check Point says. The
biggest percentage of victims so far are in South Korea (29 per cent), the U.S. (14 per cent), Taiwan (9
per cent) and China (eight per cent). However, Check Point says there's evidence to support the
developer’s claim that Americans are among the top people willing to pay up. IT World Canada
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Daily Media Summary / Revue de presse quotidienne
Public Safety Canada / Sécurité publique Canada
August 17, 2016 / le 17 aoit 2016

The Daily Media Summary can also be accessed through Newsdesk / La Revue de presse quotidienne
peut également étre accédée via InfoMédia

MINISTER / MINISTRE
TOP STORIES / MANCHETTES

EMERGENCY MANAGEMENT / GESTION DES MESURES D'URGENCE
NATIONAL SECURITY / SECURITE NATIONALE

BORDER SECURITY / SECURITE FRONTALIERE

CYBER SECURITY / SECURITE CYBERNETIQUE

LAW ENFORCEMENT / APPLICATION DE LA LOI

CORRECTIONAL SERVICES / SERVICE CORRECTIONNEL

COMMUNITY SAFETY & PARTNERSHIPS / SECURITE DE LA POPULATION ET PARTENARIATS

NATIONAL INQUIRY INTO MISSING AND MURDERED INDIGENOUS WOMEN AND GIRLS |

ENQUETE NATIONALE SUR LES FEMMES ET LES FILLES AUTOCHTONES DISPARUES ET
ASSASSINEES

REGULATION OF MARIJUANA / REGLEMENTATION DE LA MARIJUANA
PUBLIC SERVICE / FONCTION PUBLIQUE
OTHER / AUTRE

INTERNATIONAL

MINISTER / MINISTRE

Goodale contradicted over detainee claim: 17 responded to minister's request for details on why
detention was unfair

Advocates for a group of hunger-striking immigration detainees were shocked Monday to hear Public
Safety Minister Ralph Goodale say none had replied to his request for details of why their detention was
unfair. In fact, 17 of 50 detainees in two Ontario jails who ended a hunger strike in July responded to
Goodale's invitation conveyed to them by Canada Border Services Agency officials. Syed Hussan, a
member of the End Immigration Detention Network, told the Star that many wrote Goodale to make their
individual case, and others did not. "Many of the detainees refused to participate. They didn't know what it
was for. They didn't know it came from Goodale's office," Hussan said, adding many felt that, "the onus is
not on the detainee to prove why he shouidn't be in there. "The onus is on the government to explain why
someone is in prison without trial or charges, in the case of the people we work with, mostly for two-plus
years." Scott Bardsley, a spokesman for Goodale, told the Star Tuesday that the minister was not fully
briefed with the latest information on the hunger strikers' file prior to a news conference in Laval, Que.,
Monday. Toronto Star, A11
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incident is also ongoing. (...) Aaron Driver's father has said his son was a troubled child but appeared to
have turned his life around after converting to Islam. But then the father said CSIS contacted him in
January 2015 about disturbing posts his son had made on social media. Canadian Press (Red Deer
Advocate, A8, Winnipeg Sun, Ottawa Sun, Toronto Sun, Times Colonist, Edmonton Sun, Calgary Sun,
Daily Gleaner, Times & Transcript, CTV News); * Presse canadienne (Le Droit) ; * Radio-Canada

* Les chefs de police réclament I'accés légal aux mots de passe

Les chefs de police canadiens réclament une loi pour contraindre les gens a révéler leurs mots de passe
aux forces de ['ordre s'ils ont obtenu I'approbation d'un juge. L'Association canadienne des chefs de
police (ACCP) a adopté une résolution incitant le gouvernement a prendre des mesures législatives pour
faciliter 'obtention de preuves électroniques. L'ACCP estime que les criminels ont de plus en plus recours
au chiffrement pour dissimuler leurs activités illicites en ligne. Le commissaire adjoint de la Gendarmerie
royale du Canada (GRC), Joe Oliver, a déclaré qu'aucune loi canadienne ne contraignait actuellement le
détenteur d'un mot de passe a le révéler aux policiers dans le cadre d'une enquéte. Lors d'une
conférence de presse mardi, M. Oliver a soutenu que les criminels, qu'ils soient membres de la mafia ou
pedophiles, bénéficient d'un anonymat quasi absolu gréce a des outils en ligne qui camouflent leur
identité, de méme que leurs communications. «Les victimes dans I'espace numérigue sont réelles, a
rappelé M. Oliver. Les lois du Canada et sa capacité a maintenir 'ordre doivent suivre le rythme de
I'évolution technologique.» Cette résolution de 'ACCP survient alors que le gouvernement fédéral
entame ses consultations en matiére de cybersécurité, notamment par rapport a I'équilibre entre les
besoins des policiers et les libertés fondamentales. Ces consultations se poursuivront jusqu'au 15
octobre. La Presse Canadienne (Le Quotidien, 17, Le Soleil); Canadian Press (Times & Transcript,
Calgary Herald, National Post, Ottawa Citizen, Leader-Post, Edmonton Journal, Waterloo Region Record,
Toronto Star, Hamilton Spectator, Edmonton Sun, Toronto Sun, Cape Breton Post, Chronicle-Herald, The
Telegram, The Guardian)

* Calgary police push for right to access digital passwords

Calgary police are supporting calls for a new law that would force civilians to hand over electronic
passwords to investigators with a judge's permission. Calgary police Chief Roger Chaffin was among
those at the Canadian Association of Chiefs of Police who voted Tuesday to ask for legal means to obtain
such digital evidence, saying it would help law enforcement keep pace with cybercrime. But civil liberties
advocates say such a law would be highly problematic, and might even clash with the Charter of Rights
and Freedoms. "When the chiefs of police want this sort of self-incrimination and openness, will it apply
to them as well?" said Rocky Mountain Civil Liberties Association director Sharon Polsky, insisting it
would be "flagrantly in violation" of Canadians' privacy rights. Current laws don't allow police to compel
someone to give them a password. Deputy Chief Sat Parhar, who was in Ottawa with Chaffin to vote on
the resolution, said the new legislation would be a guide for law enforcement, outlining when it is and isn't
OK to access certain data. "There's a rule book, the rule book is the criminal code,” said Parhar. "We're
just saying this needs to be represented in the rule book. You don't want the police doing things without
some sort of guidance through the law." Calgary Herald, A1

EMERGENCY MANAGEMENT / GESTION DES MESURES D’'URGENCE

* Up to 47,000 houses face flood risk

The Insurance Bureau of Canada wants a new deal for people who live in the riskiest, most flood-prone
areas. On Tuesday, the association that represents most insurance companies in the country told the
legislature's climate change committee it wasn't fair for taxpayers to keep subsidizing people who live in
floodplains or along coastal areas. "l hate to say this, but in the industry we now call water the new fire,"
said Amanda Dean, a vice-president with the bureau. Thanks to torrential downpours, flooding has
become the biggest insurance claim in recent years, outstripping the former number 1 claim, for fire
damage. Over the last 20 years, property claims have doubled in New Brunswick, most of them due to
water damage. Across Canada, annual insured losses from catastrophic events are now close to $1
billion, with 2013 the high-water mark, when insurers paid out a record-high $3.2 billion. In June, the
association submitted a proposal for a national flood strategy to Ottawa. It spent more than $1 million
mapping out areas in Canada that are prone to flooding from rivers, and is about to do the same for
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Les chefs de police réclament I'accés Iégal aux mots de passe

Les chefs de police canadiens réclament une loi pour contraindre les gens a révéler leurs mots de passe aux forces de
l'ordre s'ils ont obtenu F'approbation d'un juge. L'Association canadienne des chefs de police (ACCP) a adopté une
résolution incitant le gouvernement a prendre des mesures législatives pour faciliter I'obtention de preuves électroniques.
L'ACCP estime que les criminels ont de plus en plus recours au chiffrement pour dissimuler leurs activités illicites en
ligne. Le commissaire adjoint de la Gendarmerie royale du Canada (GRC), Joe Oliver, a déclaré qu'aucune loi
canadienne ne contraignait actuellement le détenteur d'un mot de passe a le révéler aux policiers dans le cadre d'une
enquéte. Lors d'une conférence de presse mardi, M. Oliver a soutenu que les criminels, qu'ils soient membres de la
mafia ou pédophiles, bénéficient d'un anonymat quasi absolu grace a des outils en ligne qui camouflent leur identité, de
méme que leurs communications. «Les victimes dans I'espace numérique sont réelles, a rappelé M. Oliver. Les lois du
Canada et sa capacité a maintenir I'ordre doivent suivre le rythme de I'évolution technologique.» Cette résolution de
I'ACCP survient alors que le gouvernement fédéral entame ses consultations en matiére de cybersécurité, notamment par
rapport & I'équilibre entre les besoins des policiers et les libertés fondamentales. Ces consultations se poursuivront
jusqu'au 15 octobre. La Presse Canadienne (Le Quotidien, 17, Le Soleil); Canadian Press (Times & Transcript, Calgary
Herald, National Post, Ottawa Citizen, Leader-Post, Edmonton Journal, Waterloo Region Record, Toronto Star, Hamilton
Spectator, Edmonton Sun, Toronto Sun, Cape Breton Post, Chronicle-Herald, The Telegram, The Guardian)

Calgary police push for right to access digital passwords

Calgary police are supporting calls for a new law that would force civilians to hand over electronic passwords to
investigators with a judge's permission. Calgary police Chief Roger Chaffin was among those at the Canadian
Association of Chiefs of Police who voted Tuesday to ask for legal means to obtain such digital evidence, saying it would
help law enforcement keep pace with cybercrime. But civil liberties advocates say such a law would be highly problematic,
and might even clash with the Charter of Rights and Freedoms. "When the chiefs of police want this sort of self-
incrimination and openness, will it apply to them as well?" said Rocky Mountain Civil Liberties Association director Sharon
Polsky, insisting it would be "flagrantly in violation" of Canadians' privacy rights. Current laws don't allow police to compel
someone to give them a password. Deputy Chief Sat Parhar, who was in Ottawa with Chaffin to vote on the resolution,
said the new legislation would be a guide for law enforcement, outlining when it is and isn't OK to access certain

data. "There's a rule book, the rule book is the criminal code," said Parhar. "We're just saying this needs to be
represented in the rule book. You don't want the police doing things without some sort of guidance through the

law." Calgary Herald, A1

Fighting crime in the digital age

An opinion piece states, “This week, top police officials from coast to coast have descended on our nation's capital for the
111th annual Canadian Association of Chiefs of Police conference. The topic that will shape their discussion, Public
Safety in a Digital Age: Real Victims - Real Crime, is timely, given that we're at an important societal juncture. So much of
our daily lives now take place online: our wealth passes through jurisdictions in the form of ones and zeros; the most
intimate details of our lives, whether they are held by government or industry, rest on servers located somewhere around
the globe; and our critical infrastructure, whether it is managed by the public or private sector, is operated digitally. Given
the recent media coverage of data breaches and many people's personal experiences with fraudulent phishing schemes,
it's understandable that we, as consumers and citizens, want to erect the highest walls possible around our valuable
digital assets. This is a natural human reaction, but it isn't a realistic societal response, given the magnitude of our online
world.” National Post, A8

Online Media / Médias en ligne
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Ottawa announces public consultation on cyber security strategy

The federal government has started a three-month public consuitation on updating its cyber security strategy, asking
security pros and citizens for input on how it should not only strengthen the national IT systems and critical infrastructure
in the private sector but also help businesses and residents. Public Services Minister Ralph Goodale said Tuesday the
consultation, which ends Oct. 15, will help identify gaps and opportunities, bring forward new ideas to shape Canada’s
renewed approach to cyber security and capitalize on the advantages of new technology and the digital economy. [T
World Canada

Public Safety Canada launches public consultation on cybersecurity landscape

Public Safety Canada (PSC) has launched a public consultation on the “evolving cybersecurity landscape.” On Tuesday,
the federal government launched the Consultation on Cyber Security to help identify gaps and opportunities, bring forward
new ideas to shape Canada’s renewed approach to cybersecurity and capitalize on the advantages of new technology
and the digital economy, PSC said in a statement. From now until Oct. 15, PSC will be leading the consultation by
engaging stakeholders and Canadians on the trends and challenges of cybersecurity, as well as on new initiatives under
consideration which will strive to build Canada’s resilience, capability and innovation in cybersecurity, the department
said. Topics of the consultation include: the evolution of the cyber threat; the increasing economic significance of
cybersecurity, the expanding frontiers of cybersecurity; and Canada's way forward on cybersecurity. “Canadians spend
more time online than people in any other country,” said Ralph Goodale, Minister of Public Safety and Emergency
Preparedness, in the statement. “We need to get really good at cybersecurity — across our personal, business,
infrastructure and government sectors — so we can take full advantage of the digital economy, while protecting
the safety and security of Canadians, and selling our valuable cyber skills and products into a booming market
throughout the rest of the world.” Canadian Underwriter

Canadian Police Lobbies for Law That Would Force People to Reveal Passwords

Royal Canadian Mounted Police (RCMP) Assistant Commissioner Joe Oliver told Canadian press in a conference on
Tuesday that his institution asked government officials for a law that would allow police officers to force crime suspects to
reveal passwords for devices and online accounts. The RCMP official claims a spike in the number of cases where
criminals employ encryption to protect sensitive and possibly incriminating data. RCMP officials are trying to criminalize
situations where suspects refuse to cooperate. The proposal the RCMP made involves oversight, with a judge approving
in situations where RCMP officers can force citizens to reveal passwords. Softpedia News; CanTech Letter; Motherboard

Hacking group auctions ‘cyber weapons' stolen from NSA

A mysterious online group called the Shadow Brokers claims to have infiltrated an elite hacking unit linked to the National
Security Agency and stolen state “cyber weapons”, and is now auctioning them off to the highest bidder. The stolen
malware is said to belong to Equation Group, a sophisticated hacking team believed to be operated by the NSA. So far,
the Shadow Brokers have only released a few taster files and images of the cache, but security researchers said they
appear to be legitimate. The leak, announced in broken English by the group in a series of posts on Twitter, Tumbilr,
Pastebin and Github, was accompanied by claims that the group was in possession of state-sponsored “cyber
weapons”. Kaspersky Lab, the security company that first exposed Equation Group’s cyber-espionage in 2015, has
published a detailed blogpost showing a “strong connection” between the files found in the leak and their earlier findings
about Equation Group. Kaspersky has found encryption algorithms among more than 300 files in the Shadow Brokers’
cache used in a way that has only been seen before in Equation Group malware. The Guardian; Threat Post; Ars
Technica; Softpedia News

Snowden Claims Russia is Behind NSA Hack

Former NSA contractor Edward Snowden has claimed that the Kremlin is most likely behind the recent cyber-attack on
what is thought to be an NSA C&C server, and is using the data as leverage against a possible retaliation for the state-
sponsored campaign against the Democrat party. The ‘group’ known as Shadow Brokers went public earlier this week
with a treasure trove of “cyber weapons” it said belong to the Equation Group — outed last year by Kaspersky Lab as
probably being baked by the NSA. Now Snowden has taken to Twitter to reveal what he believes happened — namely
that the state-backed Shadow Brokers accessed a “staging server” belonging to the NSA, where it found the binaries it is
now trying to ‘sell’. Info Security Magazine; Fortune; Engadget; RT

#Shadowbrokers hack could be Russia's DNC counter-threat to NSA

One of the most interesting hacks in recent memory is almost certain to be a compromise of infrastructure operated by an
ultra-elite hacking group thought to be the United States' National Security Agency. The breach involves the public
release of more than 300 files that showcase a host of exploits against companies including Cisco and Fortinet, plus tools
known to be part of the National Security Agency's arsenal. Initial analysis by the likes of Kaspersky Labs, NSA
whistleblower Edward Snowden, and a host of independent security researchers shore up claims by a hacking group
calling itself Shadow Brokers that the exploits and toolsets it hopes to auction for millions of dollars in Bitcoins are
legitimate Equation group weaponry. Kaspersky Labs last year revealed the Equation group to be almost certainly a
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state-sponsored actor and, according to deep analysis of its activities, highly likely to be a wing of the National Security
Agency given a series of very striking operational and technical similarities. It is a group that until February last year had
conducted global hacking campaigns of the highest sophistication in complete stealth including interdiction attacks and
persistent hard disk firmware re-writing using a suite of unique malware families. Its attacks had gone unnoticed for more
than 14 years. Now the same Kaspersky Labs analysts who revealed Equation group confirm it has been compromised in
the Shadow Brokers breach. The Register

The Shadow Brokers NSA hack claim unlikely say experts
The claim by the hacking group the Shadow Brokers that it has pilfered surveillance tools from another group, allegedly
associated with the National Security Agency (NSA), is being called bogus by security experts. SC Magazine

How Cyberattacks on Critical Infrastructure Could Cause Real-Life Disasters

In October 11, 2012, then Secretary of Defense Leon Panetta warned of the impending dangers of a digital Pearl Harbor,
a cyberattack that targeted critical infrastructure and caused real, physical damage. Since then, others have sounded the
alarm bells of a cyberattack on infrastructure. Yet, other than the Stuxnet attack on an Iranian nuclear power plant, and a
blackout enabled by a malware infection in Ukraine, there are very few examples of cyberattacks whose effects have
spilled beyond the digital world. Security experts seem to agree that the threat is real—though highly misunderstood—
and yet squirrels cause far more problems to the energy grid than hackers. But the fact that infrastructure attacks don’t
seem to happen very often doesn’t mean they are not possible. Critical infrastructure, many agree, is highly

vulnerable. Motherboard

Largest ransomware-as-service scheme pulls in US$195,000 a month: Report

Canadians are among those who have fallen victim to a global ransomware-as-a-service scheme which targeted tens of
thousands of users in 201 countries and territories in July alone, according to security researchers. The researchers at
Check Point Software and IntSights Cyber Intelligence of Israel released a report Tuesday saying the service, which it
calls Cerber, is currently running 161 active campaigns with a total estimated profit of US$195,000 last month alone. In
July an estimated 150,000 devices were infected. Each day an average of eight new campaigns on average are launched,
Check Point says. The biggest percentage of victims so far are in South Korea (29 per cent), the U.S. (14 per cent),
Taiwan (9 per cent) and China (eight per cent). However, Check Point says there’s evidence to support the developer's
claim that Americans are among the top people willing to pay up. [T World Canada; The Merkle; Graham Cluley News

US Dept of Energy spends $34m on securing the smart grid

The US Department of Energy (DOE) has awarded $34 million in funding to projects aimed at securing the smart grid. In
total, 12 projects have been accepted as part of the Obama Administration's focus on energy-based infrastructure and the
Office of Electricity Delivery and Energy Reliability's Cybersecurity of Energy Delivery Systems (CEDS) program. The
DOE says the projects will aim to enhance the "reliability and resilience" of US smart grids through "innovative, scalable,
and cost-effective research." The main focus, however, is on security -- and how to keep core infrastructure and electrical
grids as safe as possible from outside intrusion. ZDNet: The Register

Researchers Developed a System to Find Zero-Day Exploits

Researchers from Arizona State University created a way that makes gathering data from dark net markets and forums
easy, and it helps identify new emerging cyber threats as they are released. The system utilizes search engines and dark
net sites through the Tor network, and the researchers say they have found 30 marketplaces, and over 20 forums where
black hat hackers reside. The system automatically gathers data from the sites and utilizes multiple information mining
and machine learning techniques to organize the data that is collected. The Merkle

Pokémon Go ‘App’ Hides Nasty Ransomware Surprise

Security researchers have discovered new ransomware masquerading as a Pokémon Go app which also creates a
backdoor in the victim’s machine as well as attempting to spread itself via removable media. The malware itself is an
updated version of the Hidden Tear open source initiative, according to Lawrence Abrams at Bleeping

Computer. Discovered by researcher Michael Gillespie impersonating a Windows Pokemon Go app, the ransomware
scans a victim's drive and encrypts any file with a certain extension — as per usual. However, there are some features
which demand further attention. Info Security Magazine; SC Magazine

New Vawtrak Trojan variant leverages SSL pinning, HTTPS

A new variant of the Vawtrak banking Trojan uses HTTPS to secure its command and control communications, and it
includes support for SSL certificate pinning to evade detection in enterprise environments. As researchers continue to
discover more about the deployment of new features in Vawtrak, the Trojan's developers continue to add new security
features to the sophisticated malware platform. Vawtrak's incorporation of SSL certificate pinning, reported by Fidelis
Cybersecurity, follows the recent PhishLabs' report that Vawtrak developers had added a domain generation algorithm
(DGA) to the Trojan that is marketed as crimeware as a service and sold privately to malicious actors. Tech Target

3
000044



Document Released Under the Access to
Information Act / Document divulgué en vertu
de la Loi sur l'accés a l'information

Hacker puts source code of HL7 software vendor PilotFish up for sale on dark web

Security firm InfoArmor discovered that a cybercriminal placed the source codes to all PilotFish Technology software for
sale on the dark web. PilotFish develops legacy standards, systems and technology software, including middleware to
integrate disparate systems and HL7-supported medical devices. The threat actor, called ‘batwhatman,’ is offering the
source codes on the underground marketplace called AlphaBay, which is on the TOR network and actively used by
cybercriminals to sell illegal goods and services like stolen digital data. Currently, the marketplace has over 90,000
members. Health Care IT News

Data Of Nearly 800,000 At Risk In Latest Cyber Attack

Valley Anesthesiology and Pain Consultants, a large practice with more than 300 providers serving multiple hospitals
across the greater Phoenix region, has suffered a cyber attack affecting 882,590 patients. The incident also affects all
current and former employees and providers, the number of which was not disclosed. Information Management

Trojan affecting TeamViewer comes knocking on European and US doors

Another backdoor Trojan, BackDoor. TeamViewerENT.1, has been detected installing legitimate TeamViewer components
on infected machines to spy on users. Doctor Web researchers discovered the malware has been in development since
2011 and regularly releases modified versions of it. The backdoor is distributed under the name SpyAgent. SC Magazine

Super-Sophisticated Spyware Spotted After 5-Year Run

Symantec and Kaspersky Lab last week separately announced the discovery of a highly sophisticated advanced
persistent threat that had eluded security researchers for at least five years. A previously unknown group called "Strider"
has been using Remsec, an advanced tool that seems to be designed primarily for spying. Its code contains a reference
to Sauron, the main villain in The Lord of the Rings, according to Symantec. The APT spyware is called "ProjectSauron"
or "Strider" in Kaspersky's report. The malware has been active since at least October 2011, Symantec said. It obtained a
sample after its behavioral engine detected it on a customer's systems. Kaspersky found out about ProjectSauron when
its software caught an executable library registered as a Windows password filter loaded in the memory of a Windows
domain controller. The library had access to sensitive data in cleartext. Tech News World

Brazil Hit With a Second Major Banking Trojan Attack

Brazil is seeing its second major banking Trojan campaign in two weeks. IBM X-Force has discovered a new version of
Zeus Sphinx, a sophisticated malware campaign now targeting the online banking and Boleto payment services of three
of the top Brazilian banks, and one bank in Colombia, according to its configuration file. The criminals are likely trying to
capitalize on the Olympic games in Rio, first with Zeus Panda, which targeted 10 local banking and payment industry
targets in Brazil. Now, a fresh version of the Zeus Sphinx malware has been uncovered,; it adapts social engineering
injections to manipulate users in each targeted bank. Info Security Magazine; SC Magazine

Operation Ghoul targets Middle East engineers, industrial players

Researchers have uncovered a wave of attacks against industrial and engineering companies in the quest for

cash. According to Kaspersky, sensitive corporate financial data is the top target of the threat actors behind the campaign
"Operation Ghoul," which operates primarily in the Middle East but is known to attack companies worldwide. The
researcher's report, published on Wednesday, says that cyberattackers are using spear phishing as the main technique to
infiltrate company servers. ZDNet; Threat Post

Hackers only need 5 minutes to forge a phishing scam and 25 minutes to break into systems — Report

How long do you think it may take cybercriminals to hack into your computer? According to a new report by cloud-based
cybersecurity firm Duo Security, it may take less than half an hour for hackers using phishing email campaigns to access
systems and steal sensitive information. Duo Security collected data from 400 organisations using its free web-based tool
Duo Insight, which allows internal IT teams to test employee response by sending out phishing campaign simulations. The
firm said that of the 11,542 users who received such phishing emails, 31% clicked on links that could have potentially
compromised systems via malware or virus attacks. International Business Times
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National security review tries to tackle needs of law enforcement in digital world

The Liberal government is taking another crack at making it easier for police and spies to gain “lawful access” to telecom
companies’ customers’ subscriber information, online activities, telephone conversations, and encrypted communications.
It comes deep into a sweeping discussion paper on how Canada should overhaul its national security laws. The so-called
“green paper,” released Thursday by Public Safety Minister Ralph Goodale, paints a picture of police and national security
agencies stymied by technological advancements that terror suspects turn to their advantage, a Supreme Court of
Canada decision that requires time-consuming unwieldy warrants for basic Internet subscriber information, and the failure
of legislation to keep up with the bad guys. Toronto Star, A8; Canadian_Press (Guardian, B4, Cape Breton Post,
Telegram, Telegraph-Journal, Times & Transcript)

Online Media / Médias en ligne

Cyberattack cripples Appalaches school board, cancer support group

The Sareté du Québec's major crimes unit is investigating two cases of ransomware attacks. The Appalaches school
board in Thetford-Mines and La Rose des Vents, a support group for cancer patients in Sherbrooke, reported the
cyberattacks to authorities after they could no longer access their online documents. Both organizations reported that
thousands of their files have been encrypted due to a virus called Zepto. Hackers are demanding $20,000 in ransom from
them in order to regain access to their data. CBC News

NATO officials, industry meet on cyber attack challenge

NATO officials, representatives from member states and private industry are meeting to discuss how to better defend
against cyber attacks, which alliance leaders have called a security challenge that could cause as much harm as
conventional military attacks. lan West, chief of cybersecurity for NATO's Communications and Information Agency, told
the conference in the Belgian city of Mons on Thursday that "all of us are facing the same ever-increasing number of
incidents, types of incidents and sophistication of incidents." In July, U.S. President Barack Obama and other NATO
leaders agreed to add cyberspace as a domain for alliance operations, along with land, sea and air. Associated Press
(CTV News)

White House names retired Air Force general as first cyber security chief

The White House on Thursday named a retired U.S. Air Force brigadier general as the government’s first federal cyber
security chief, a position announced eight months ago that is intended to improve defenses against hackers. Gregory
Toubhill's job will be to protect government networks and critical infrastructure from cyber threats as federal chief
information security officer, according to a statement. Reuters; Computing; Hacked; CSO: Register

Hot-cross-platform Mac vuln

Hackers have developed a a cross-platform backdoor capable of infecting Windows, Linux or Mac OS X desktop
computers. The Mokes malware family is able to steal various types of data from the victim’s machine, including but not
limited to screenshots, files and keystrokes. Researchers at Kaspersky Lab first came across malicious binaries on Linux
and Windows systems back in January before the recent discovery of an OS X variant of Mokes. The malware was put
together in C++ using Qt, a cross-platform application framework. Register; Tech Radar; Telegraph

Google Hacker Finds Way To Exploit Yet Another ‘Stagefright’ Bug

More than a year after the original discovery of the infamous Android bugs known as Stagefright, hackers keep finding
similar flaws. On Wednesday, Google’'s own elite team of hackers released a proof-of-concept hacking technique that
some believe could be used against practically all Android phones. Last summer, a security researcher found that a
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series of bugs in a core part of the Android operating system could be abused to hack users with a simple multimedia
message, potentially giving hackers full control of the phone before the target even saw the message notification. The
bugs came to be known as Stagefright, and other security researchers and hackers soon found other ways to exploit

them. Motherboard

New Linux Trojan Discovered Coded in Mozilla's Rust Language

A new trojan coded in Rust is targeting Linux-based platforms and adding them to a botnet controlled through an IRC
channel, according to a recent discovery by Dr.Web, a Russian antivirus maker. Initial analysis of this trojan, detected as
Linux.BackDoor.Irc.16, reveals this may be only a proof-of-concept or a testing version in advance to a fully weaponized
version. Currently, the trojan only infects victims, gathers information about the local system and sends it to its C&C
server. Softpedia

Cryptocurrency Mining Malware Discovered Targeting Seagate NAS Hard Drives

A malware variant named Mal/Miner-C (also known as PhotoMiner) is infecting Internet-exposed Seagate Central Network
Attached Storage (NAS) devices and using them to infect connected computers to mine for the Monero cryptocurrency.
Miner-C, or PhotoMiner, appeared at the start of June 2016, when a report revealed how this malware was targeting FTP
servers and spreading on its own to new machines thanks to worm-like features that attempted to brute-force other FTP
servers using a list of default credentials. Softpedia

CryLocker Ransomware Uses Imgur, Pastee, and Google Maps

MalwareHunterTeam has discovered a new ransomware family that calls itself CryLocker and abuses legitimate services
such as Google Maps, Imgur, and Pastee. Researchers first spotted this ransomware towards the end of August, when
they noticed something peculiar about its mode of operation, meaning the usage of UDP packets instead of TCP and
several connections made to legitimate sites. Softpedia

Hypervisor security ero-Xen: How guest VMs can hijack host servers

The Xen project has today patched four security bugs in its open-source hypervisor — three potentially allowing guest
virtual machines to take over their host servers. The other programming cockup allows a guest to crash the underlying
machine. This is not great news for cloud providers or anyone else running untrusted VMs on their hardware and relying
on Xen, because the three holes can be exploited by malicious guests to escape their confines and attack other virtual
machines or the system beneath. Linode, for example, has had to patch and reboot its Xen-powered servers today to
address the aforementioned flaws. Amazon's AWS is not affected. Register

WordPress update fixes XSS issues

Bloggers using the WordPress platform are "strongly encouraged"” to update their sites immediately to address persistent
XSS issues. The latest iteration, WordPress 4.6.1, rolled out on Wednesday to address two security issues: a cross-site
scripting vulnerability via image filename, and a path traversal vulnerability in the upgrade package uploader, according to
WordPress.org. The update also patches 15 other bugs in the underlying CMS codebase. SC Magazine; Threatpost

Come in HTTP, your time is up: Google Chrome to shame leaky non-HTTPS sites from January

Starting New Year's Day, Google will begin labeling as "insecure" all websites that transmit passwords or ask for credit
card details over plain text HTTP. If you use the ad giant's Chrome browser, and a lot of people do, in its 56th build and
onwards any website that does not use a security certificate will feature a red exclamation mark and the text "Not secure,”
also in red, at the start of the web address. Those that do use certificates and so have an HTTPS connection will continue
to get a nice little green padlock icon. Register; Threatpost

Poorly secured smart home devices and wearables are a potential launch pad for cyber threats

You should be able to trust you garage door opener, but in the age of the Internet of Things (loT), it and other smart-
connected devices are entry points for hackers and other ne'er-do-wells. While security in the automotive sector is top of
mind given recent vehicle hacks, and the FDA highly regulates medical devices, consumer connected home and wearable
technology products are a segment where security is looser, and that's why it’s the focus of the non-profit Online Trust
Alliance (OTA), which found that 100 per cent of recently reported loT vulnerabilities were easily avoidable (...)This
conclusion was based on OTA researchers analyzed publicly reported device vulnerabilities from November 2015 through
July 2016 to determine if an OTA loT Trust Framework principle could have averted them. |T World Canada

Your Next Phone Could Have Quantum Security

Researchers have developed a "quantum entropy source" for random number generation that can fit into a phone or
tablet, potentially offering new levels of safety and encryption for mobile transactions. Random number generators today
are not entirely random because every "random" number starts somewhere. A computer takes a random "seed" number,
like the time that the computer last rebooted, and then does some other math to it to shake it up. This is generally good
enough for most purposes, but it means that a random number generated this way can actually be reproduced if you know
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the starting point and the math that happened afterwards. If hackers can figure out even one of those two things, they've
got a leg up on stealing data. Popular Mechanics; Scientific American

How America’s 911 emergency response system can be hacked

Critical to the success of the 911 emergency phone system, which has saved countless lives since it was first
implemented in 1968, is its ability to quickly route calls to emergency responders closest to a caller. But a group of
researchers say they've found a way to effectively disable the 911 emergency system across an entire state for an
extended period of time by simply launching what's known as a TDoS attack, or telephony denial-of-service attack,
against 911 call centers. The tactic involves infecting mobile phones to cause them to automatically make bogus 911 calls
-- without their owners' knowledge -- thereby clogging call-center queues and preventing legitimate callers from reaching

operators. Washington Post

Enterprise cloud apps carry 26 malware, on average

On average, enterprises have 26 piece of malware in their cloud apps, according to a new report. Cloud access security
broker Netskope just released its Cloud Report — Autumn Edition, showing an overview of cloud app usage and trends in
the EMEA (Europe, Middle East, Africa) region. Besides having an average of 26 malware in cloud apps, more than half
(56 per cent) of infected files have been shared, both internally (within an organisation), and externally (shared either
publically or with other organisations). Obviously, this represents the risk of malware spreading. Almost half of this
malware (43.7 per cent) delivered ransomware, it was also said. |T Pro Portal

loT Security Fears as Healthcare Software Tops ‘Buggiest’ Top 20

There were over 2,600 software bugs reported from May to July across the ‘top 20’ products, including flaws in highly
sector-specific applications, which could be a worrying sign of things to come, according to Secunia. The vulnerability
management division of Flexera Software claimed in its latest Vulnerability Update that there were 2,686 flaws in the top
20 most buggy products appraised, in line with the November 2015-January 2016 list after a brief dip to 1,768 in
February-April this year. Microsoft topped the list of the most buggy vendors with a total of 518 vulnerabilities reported,
with Windows 10, Windows Server 2012, Windows 8 and Windows RT the four products landing in the top 20. However,
Secunia claimed that users are at least patching when a fix becomes available. Infosecurity Magazine
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* CSIS to brief other agencies on operations

A controversial law that allows Canada's spies to engage in terrorism-disruption campaigns may pose
problems for federal police and diplomats. For this reason, they are being given a peek at some CSIS
operations - and even allowed to challenge them. Newly released records suggest that Bill C-51, the
controversial 2015 omnibus bill that overhauled the Canadian Security Intelligence Service, has sent
ripples throughout the federal-security bureaucracy. CSiS's so-called "threat-reduction activities” (or
TRAs) have prompted fears of unintended fallout. To mollify concerns, the spy agency has committed to
giving potentially affected agencies a heads up about what it is doing, according to records recently
released to The Globe and Mail via access to information laws. For example, an "enhanced consultation
memo" was recently signed between CSIS and Global Affairs Canada. While much is redacted in the
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undated document, CSIS promises to loop in foreign-affairs functionaries about things it is doing. "The
Service will provide intelligence assessments ... of TRA measures which have a foreign policy
component.” On Nov. 24, 2015, CSIS Director Michel Coulombe and RCMP Commissioner Bob Paulson
cosigned a memo where they agreed to have their lieutenants brief each other on counterterrorism
probes. CSIS's "new mandate to reduce threats" could potentially increase the likelihood of the agencies
"adversely affecting each other." So, "when CSIS is considering the use of threat-reduction measures,
CSIS will initiate strategic case-management discussions with the RCMP on the target of the measure,"
the memo says. It then adds that the RCMP can try to block any CSIS actions that could impair police
investigations. "The RCMP may indicate that it needs time to review the information discussed to assess
any potential conflict,” it says. Should the two agencies end up at loggerheads, "the matter will be referred
for a more senior level discussion." The memo came shortly after Liberal Prime Minister Justin Trudeau
gave Public Safety Minister Ralph Goodale the job of undoing "the problematic elements” of C-51.
Globe and Mail, A4

* Liberals' slow movement on Bill C-51 raises suspicions

Ralph Goodale is a minister who can spend 10 minutes answering a yes-or-no question, and that's a
particularly useful skill when the topic is ragging the puck. The Liberal government has been putting off
promised changes to Bill C-51, the controversial anti-terror legislation passed by Stephen Harper's
Conservatives. On Thursday, Mr. Goodale and Justice Minister Jody Wilson-Raybould announced
consultations on broader national security issues - the kind the Liberals promised to launch once they'd
tabled legislation to replace C-51. But now changing Bill C-51 will come after the consultations, at some
point in the future. That delay, Mr. Goodale said, was because the government is following an "orderly"”
process. He listed some things the government has done in the area of national security, which, he said,
shows the Liberals aren't failing to live to up to their promises to amend Bill C-51. (...) Government
consultations can be self-confirming processes, but national-security policy has been a closed-circuit
thing for too long. And Mr. Goodale noted the government has addressed two of the eight measures it
promised to "fix" Bill C-51, notably by tabling legislation to create an intelligence-oversight committee of
parliamentarians. (...) Mr. Goodale did say Thursday the government will still make five of those
promised measures law, eventually. If you're counting, there's still one platform promise left out, and it's a
big one: the pledge to limit the powers of the Communications Security Establishment, Canada's
electronic eavesdropping agency, "by requiring a warrant to engage in the surveillance of Canadians."
That promise grew out of a private member's bill sponsored by Liberal MP Joyce Murray, and security
agencies don't want it. The CSE isn't supposed to target Canadians, but it can pick up their
communications when they are targeting foreigners, and do warrantless bulk tracking of communications,
intercepting so-called metadata - who called whom, when, for how long. They don't want to go to a judge
each time. Is that change still Liberal policy? Mr. Goodale didn't recommit; an aide noted the CSE is
under the jurisdiction of Defence Minister Harjit Sajjan. Mr. Sajjan's office didn't respond by press time.
We'll see, eventually. Mr. Goodale, despite his verbal gymnastics, is a serious minister. But he might
disappoint those anti-C-51 NDP-Liberal voters who now seem to have gone Liberal. The long version of
the discussion paper released for public consultation gives the impression the Liberals aren't looking to
roll back spy powers. Its tone suggests they favour the biggest feature of Bill C-51, which was giving
Canadian Security Intelligence Service broad powers to "disrupt" threats - traditionally the purview of the
RCMP - rather than to just coliect intelligence. Globe and Mail, A7

Liberals seek public input on national security review

The Liberal government is taking another crack at making it easier for police and spies to gain "lawful
access" to telecom companies' customers' subscriber information, online activities, telephone
conversations and encrypted communications. It comes deep into a sweeping discussion paper on how
Canada should overhaul its national security laws. The so-called "green paper," released Thursday by
Public Safety Minister Ralph Goodale, paints a picture of police and national security agencies stymied
by technological advancements that terror suspects turn to their advantage, a Supreme Court of Canada
decision that requires time-consuming unwieldy warrants for basic Internet subscriber information, and
the failure of legislation to keep up with the bad guys. The Liberals are broaching the hot-button topic
more than four years after the Conservatives triggered an uproar when a senior cabinet minister - Vic
Toews - accused opponents of siding with child pornographers if they didn't support a bill to update state
powers of electronic surveillance. Amid a storm of criticism and a backlash from privacy advocates, that
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bill was withdrawn. This time, the government is making a detailed legal argument in favour of updating
its powers in public and inviting Canadians to weigh in. Goodale did not refer to the lawful access
proposals in & news conference in Edmonton meant to highlight that the Liberals are keeping a promise
to consult Canadians on changes to the Anti-Terrorism Act of 2015, also known as Bili C-51. He said the
government wants Canadians' input on all kinds of changes to the country's national security framework
to "get it right.” Toronto Star, A8

Liberals launch security consultation

The Liberal government's promised changes to a controversial anti-terrorism law likely won't come until
next year, once officials have digested an array of public suggestions on revamping national security. The
government opened an online consultation Thursday, soliciting feedback on everything from sharing
information and preventing attacks to conducting surveillance and ensuring intelligence agencies are
accountable. The consultation, which can be found at canada.ca/national-security-consultation, runs until
Dec. 1. Public Safety Minister Ralph Goodale told a news conference in Edmonton the government
also hopes House of Commons and Senate committees will hold public hearings on the national security
framework. It means any legislation flowing from these reviews would not be tabled until December at the
earliest and more likely in late winter or spring 2017. In the 2015 election campaign, the Liberals
promised to repeal "problematic elements" of omnibus security legislation, known as Bill C-51, ushered in
by the previous Conservative government. The bill gave the Canadian Security Intelligence Service
explicit powers to disrupt terrorist threats, not just gather information about them. Canadian Press
(Guardian, B4, Cape Breton Post, Telegram, Telegraph-Journal, Times & Transcript, Waterloo Region
Record, Hamilton Spectator); * Postmedia Network (Edmonton Sun, A9, Edmonton Journal); *La
redaction (45eNord)

Terrorists have rights

An opinion piece states, “The Liberal government of Justin Trudeau, which went apoplectic over the mere
notion that the Stephen Harperites would yank the Canadian citizenship of a dual citizen convicted of
terrorism, now wants to further restrict our security agencies in tracking down and neutralizing threats. It
wants the RCMP, CSIS, and all agencies monitoring national security issues and terrorist activities, to
play nicey-nice or face the consequences for colouring outside the guidelines. It wants them to use the
Canadian Charter of Rights and Freedoms as a love-in template, even against those bound and
determined on blowing us to kingdom come. It wants to geld them, and don't think otherwise. In
announcing yesterday the start of an online consultation process for all Canadians to weigh in on how
‘best to neuter the Tories' Bill C-51, the Anti-terrorism Act, Public Safety Minister Ralph Goodale kept
stressing the rights and freedoms offered by the Charter should also be applied to the terrorism file. (...)
While it is all well and good to ask Canadians to go online and assist Goodale's ministry in helping to
define security measures, let's be real about what it really is. It's nothing more than a public-relations
exercise to give the unjaded the impression of inclusive politics, not as a tool to drill down on policy.
Remember, a camel is nothing more than a horse designed by a committee, so be prepared for an
unwieldy monstrosity to emerge when the online input of Canadians ends on Dec. 1. Just don't expect to
feel safer, or be safer, once the Liberals are done with the watered-down version of a piece of
Conservative legislation that has thus far never failed us. But, hey, not that it matters, right? It wasn't long
into Goodale's press conference on national security yesterday that it got derailed with an off-topic
question from the media about a Canadian who was banned for life from entry into the United States for
admitting to having smoked marijuana. From that point on, the terrorism talk went limp.” Postmedia
Network (Winnipeg Sun, A8, Toronto Sun, Ottawa Sun, Edmonton Sun, Caigary Sun)

* Goodale rescinds Conservative directive that opened door to gun 'misclassification'

Former public safety minister Steven Blaney issued a secret directive in the dying days of the
Conservative government that opened the door for firearms to be classified according to a gun
manufacturer's suggestion, CBC News has learned. Responding to complaints from firearms advocates
and the industry, Blaney's directive gave the RCMP 180 days to evaluate a gun, decide its classification
and issue the Firearms Reference Table (FRT) number needed to import that model into Canada. (...)
The next day, Blaney issued a news release to announce he had overturned the RCMP's decision to
classify the Ceska Zbrojovka CZ-858 rifle and certain Swiss Arms firearms as prohibited firearms — but
there was no public announcement of his directive to Paulson. In fact, Ralph Goodale, the current Liberal
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How Ottawa revived Canada's most controversial privacy issue

An opinion piece written by Michael Geist, Canada Research Chair in Internet and E-commerce Law at the University of
Ottawa, states “The controversial issue of lawful access rules, which address questions of police access to Internet
subscriber information and the interception capabilities at Canadian telecommunications companies, has long been
played down by Canadian governments. When the policy proposals first emerged in the early 2000s, the Liberal
government focused on the anti-terrorism and antispam benefits. Subsequent Conservative proposals promoted the ability
to combat child pornography and, most recently, cyberbullying (...) Notwithstanding the legislative resolution and renewed
legal certainty, Public Safety Minister Ralph Goodale has quietly revived the lawful access debate with a public
consultation that raises the prospect of new rules that would effectively scrap the 2014 compromise. Ironically, the focus
this time is the public's demand for amendments to Bill C-51, the Conservatives' anti-terrorism law that sparked
widespread criticism and calls for reform during last year's election campaign. In other words, the balance of Canadian
privacy is being put at risk by a policy initiative the purports to fix privacy. The Public Safety consultation skips over the
years of lawful access debate by putting everything back on the table, acknowledging that the law was updated less than
24 months ago but suggesting that more change may be needed (...) In fact, Mr. Goodale places another controversial
issue on the policy table, noting that encryption technologies are "vital to cybersecurity, e-commerce, data and intellectual
property protection, and the commercial interests of the communications industry” but lamenting that those same
technologies can also be used by criminals and terrorists.” Globe and Mail, B4

Yahoo scanned emails for NSA, FBI

Yahoo Inc. last year secretly built a custom software program to search all of its customers' incoming emails for specific
information provided by U.S. intelligence officials, according to people familiar with the matter. The company complied
with a classified U.S. government directive, scanning hundreds of millions of Yahoo Mail accounts at the behest of the
National Security Agency or FBI, said two former employees and a third person apprised of the events. Some surveillance
experts said this represents the first case to surface of a U.S. Internet company agreeing to a spy agency's demand by
searching all arriving messages, as opposed to examining stored messages or scanning a small number of accounts in
real time (...)Reuters was unable to determine what data Yahoo may have handed over, if any, and if intelligence officials
had approached other email providers besides Yahoo with this kind of request. According to the two former employees,
Yahoo chief executive Marissa Mayer's decision to obey the directive roiled some senior executives and led to the June
2015 departure of chief information security officer Alex Stamos, who now holds the top security job at Facebook Inc.
Postmedia Network (Financial Post, FP1); Ottawa Citizen; Reuters (CBC, Guardian (UK)), Associated Press (CTV News),
CNET; ZDNet; SC Magazine; Infosecurity Magazine; Softpedia

Online Media / Médias en ligne

After Yahoo Revelations, Microsoft Swears It Didn’t Spy on Users for the NSA

Microsoft was one of the first tech companies to deny involvement in spying programs secretly launched by the NSA and
the US government and carried by Yahoo, according to recent revelations. The Redmond-based tech giant provided a
very short statement to explain that the firm has never been involved in spying programs like the ones that Yahoo might
have been part of, but the company refused to provide any other details on this. Softpedia

New FBI head in San Francisco was key figure in iPhone hack
The FBI's new leader in San Francisco is a former drug investigator who developed expertise in technology that put him at
the centre of the government's effort to unlock an iPhone used by one of the San Bernardino shooters. Special Agent
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Jack Bennett previously headed the bureau's digital forensics labs, which were tasked with accessing the San Bernardino
gunman's phone. Bennett was at an FBI lab in Quantico, Virginia, in March when an outside company showed the bureau
how it could hack the device. The tool ended the FBI's high-profile fight with Apple Inc. over access to the cellphone. That
battle exposed a rift between the bureau and Silicon Valley over encryption. Associated Press (Montreal Gazette, Cape
Breton Post, Guardian, Telegram)

Feds subpoena, gag encrypted chat firm Open Whisper Systems

Open Whisper Systems, the brainchild of cryptographer Moxie Marlinspike, has published the results of an unsealed
subpoena set against the company -- and how little US law enforcement received for their trouble. The company is the
developer of encrypted messaging application Signal, recommended by NSA whistieblower Edward Snowden, of which
the technology is also used in other services including WhatsApp, Facebook Messenger and Google Allo. According to
court documents unsealed last week, OWS was forced to hand over user data as part of a federal investigation, but the
firm's ethos gave law enforcement very little to work with. ZDNet; Threat Post

Facebook rolls out opt-in encryption for 'secret’ Messenger chats

As of today, all of Facebook's 900 million Messenger users should be able to choose to have specific chat threads end-to-
end encrypted, protecting a message from all eyes except the sender and recipient. Called Secret Conversations, the
feature also allows users to set messages to self-destruct anywhere between five seconds to one day. Once a Secret
Conversation is initiated, Facebook's app says that the conversation has been "encrypted from one device to the other".
Encrypted conversations can be started from the home page by tapping a new message and then tapping the Secret
button on the top right corner of the page, followed by the contact you want to start a secret chat with. The new privacy
feature follows the completion of Facebook's end-to-end encryption rollout for the billion users of its other chat app,
WhatsApp, earlier this year. ZDNet

Brand-New Delphi Trojan Exfiltrates Vast Amounts of Info

A never-before-seen credential-stealing Trojan has been uncovered, found to be backdooring machines and exfiltrating
large amounts of information. Written in Delphi coding language (should we call it the Oracle at Delphi?), the
Trojan.sysscan malware is being used by a single source as the payload for attacks that repeatedly use brute-force
passwords for RDP credentials, according to GuardiCore. The malware has extensive capabilities to search and extract
cookies and other credentials containing authentication details such as usernames and passwords. It appears to be
targeted at banking, gambling and tax websites, and can scavenge information saved by Point of Sale (PoS) software. It
also can run on every Windows version from XP through Server 2012 R2, the firm said. Infosecurity Magazine

OpenJPEG Flaw Allows Code Execution via Malicious Image Files .

An update released last week for the OpenJPEG library addresses several bugs and important security issues, including a
flaw that can be exploited to execute arbitrary code using specially crafted image files. OpenJPEG is an open-source
library designed for encoding and decoding JPEG2000 images, a format that is often used to embed image files inside
PDF documents. OpenJPEG is used by several popular PDF readers, including PDFium, the default PDF viewer in
Google Chrome. Cisco Talos researchers discovered that OpenJPEG is plagued by an out-of-bounds heap write issue.
The vulnerability allows an attacker to execute arbitrary code on the targeted user’s system if they can trick the victim into
opening a specially crafted JPEG2000 image or a PDF document containing such a file (...)The vulnerability was reported
to OpenJPEG developers in late July and it was patched last week with the release of version 2.1.2. The issue is tracked
as CVE-2016-8332 and it has been assigned a CVSS score of 7.5, which puts it in the high severity category. Security
Week

Researchers spot remote code execution flaw in Freelmage

Cisco Talos researchers spotted a remote code execution vulnerability in the Freelmage Library XMP Image Handling
affecting version 3.17.0. The bug is caused by an out-of-bounds write vulnerability which exists in the XMP image
handling functionality of the Freelmage library and if exploited, would allow an attacker to use a specially crafted XMP file
to cause an arbitrary memory overwrite resulting in code execution, according to an Oct. 3 blog post (...) A user can
become infected if they open a malformed file sent to them via email, are tricked into downloading and opening the
mallicious file, or if the file is sent via instant message and is automatically opened due to user configuration, Talos Senior
Technical Leader and Global Outreach Manager Craig Williams told SCMagazine.com. The file only needs to get to the
victim's machine in order to execute the attack, he said. The vulnerability has already been reported and was patched in
the CVS on Aug. 7, although the firm hasn't released a new version of the software. SC Magazine

Hacked WordPress Core File Leveraged for Hijacking a Site's Web Traffic

With WordPress dominating the CMS market by far, hackers will become more creative and aggressive in taking over
websites and persisting infections for as much as possible. A new trick discovered by Sucuri experts during the past
weeks sees attackers leveraging yet another WordPress core file to insert malicious code on hacked websites and
redirect traffic to malicious sites. The file in question is wp-includes/template-loader.php, a core WordPress file that is
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responsible for managing the site's page templates.In this most recent incident, hackers had altered this file to casually
redirect some of the website's legitimate traffic to a malicious page that was offering users product keys for various
Microsoft products at reduced prices. Softpedia

Insulin pump vulnerabilities could lead to overdose

Users of the Animas OneTouch Ping insulin pump system have been warned that security vulnerabilities in the device
allow attackers to remotely deliver insulin doses. On Tuesday, researchers from Rapid7 revealed the existence of three
vulnerabilities in the Animas OneTouch Ping insulin pump system (...) According to Rapid7 researcher Jay Radcliffe, the
first vulnerability, CVE-2016-5084, reveals that data flowing between these two modules is transmitted in the clear. This
opens the door for eavesdroppers to capture information such as dosage data and blood glucose results. The second
critical security flaw, CVE-2016-5085, stems from the weak pairing between the pump and meter. The pairing process
takes place during setup to prevent pumps from taking orders from other remotes in the vicinity and is done through a
five-packet exchange in cleartext where the devices exchange serial numbers and some additional information (...)The
third security vulnerability is equally as dangerous. The bug, CVE-2016-5086, highlights the fact the communication taking
place between the pump and meter has no timestamps or sequence numbers and because of this, no defense against
replay attacks, in which legitimate commands could be intercepted by an attacker and then played back at a later date.
ZDNet; Threat Post

Three-quarters of Firms Hit by DDoS

Nearly three-quarters of global firms have suffered a DDoS attack over the past 12 months with half losing $100,000 or
more each hour during peak periods, according to the latest study from Neustar. The global DDoS mitigation provider
polled just over 1,000 C-suite execs to compile its October 2016 Worldwide DDoS Attacks & Protection Report. Of those
who had experienced an attack, 85% said they were subject to muiltiple blasts, with the largest number (29%) suffering
attacks between 2-5 times. Although 49% claimed they lost $100,000 per hour during peak periods as a result of an
attack, the figure went as high as $250,000 or more for a third of respondents. Time is money, but unfortunately 71% of
respondents said they took an hour or more to detect attacks and 72% an additional hour to respond. More worrying still
for organizations is the fact that DDoS attacks appear to be increasingly used in conjunction with efforts to steal
information, infect systems with ransomware or other cyberattacks — possibly as a smokescreen to distract IT teams.

Infosecurity Magazine

Newsweek Site Suffered DDoS Attack After Trump Report

Newsweek's website suffered a distributed denial of service (DDoS) attack after it broke the story that US presidential
candidate Donald Trump’s company had violated a trade embargo on Cuba, reports TPM quoting Newsweek editor-in-
chief Jim Impoco. A probe into the hack continues, but initial examination of the rogue IP addresses indicate that they
originate from Russia, but they also could be spoofed, according to Newsweek. "As with any DDoS attack, there are lots
of IP addresses, but the main ones are Russian, though that in itseif does not prove anything," said Impoco. Dark Reading

Attack on South Korean "vaccine" router blamed on North Korea

North Korea is suspect number one in an attack against South Korea's cyber command last month, according to a
member of the main opposition party, Minjoo. Representative Kim Jin-pyo, a member of the parliament's national defence
committee, told South Korea's Yonhap News Agency the attack targeted a “vaccine routing server” on the cyber command
network. The server provides security for around 20,000 military computers that access the internet. SC Magazine

Assange vows Google, US election leaks as WikiLeaks turns 10

In coming weeks, the site is set to publish documents related to Google, the US presidential election and more, according

to controversial founder Julian Assange (...)Assange promised new information every week for the next 10 weeks, related
to Google, military operations, arms trading and mass surveillance. He also promised that all documents related to the US
presidential election would be published before the vote on November 8. Assange denied reports that he intended to harm
the campaign of Democratic candidate Hillary Clinton, although he did describe the reaction to leaks of Democratic emails
as "neo-McCarthy-esque hysteria." Motherboard
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* Windsor-Tecumseh politicians demand more disaster relief

Politicians from Windsor-Tecumseh called on the federal and provincial governments to provide more
financial assistance to homeowners suffering from flood damages. MPP Percy Hatfield wants the
provincial government to change legislation to expand disaster relief coverage to people who suffered
damages from sewer backup. Hatfield raised the issue during question period at Queen's Park on
Tuesday afternoon, describing some of the widespread devastation left behind by last week's severe
rainfall. Earlier in the day, provincial officials said people who suffered damages caused by sewer backup
exclusively will not qualify for its Disaster Recovery Assistance program. "This is unfair," Hatfield said.
"We should change the legislation, so everyone who is flooded during a proclaimed state of emergency
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regions and Indigenous communities to collect and share data. In his mandate letter to Public Safety
Minister Ralph Goodale, Prime Minister Justin Trudeau asked the minister to come up with a national
plan on PTSD. CBC News (2016-10-04); Canadian Press (Kingston Whig-Standard, Waterloo Region
Record, Vancouver Sun, Chronicle-Herald, Red Deer Advocate)

How Ottawa revived Canada's most controversial privacy issue

An opinion piece written by Michael Geist, Canada Research Chair in Internet and E-commerce Law at
the University of Ottawa, states “The controversial issue of lawful access rules, which address questions
of police access to Internet subscriber information and the interception capabilities at Canadian
telecommunications companies, has long been played down by Canadian governments. When the policy
proposals first emerged in the early 2000s, the Liberal government focused on the anti-terrorism and
antispam benefits. Subsequent Conservative proposals promoted the ability to combat child pornography
and, most recently, cyberbullying. Yet when the Conservatives passed lawful access legislation in late
2014, it seemed that more than a decade of debate had delivered a typical Canadian compromise...
Notwithstanding the legislative resolution and renewed legal certainty, Public Safety Minister Ralph
Goodale has quietly revived the lawful access debate with a public consultation that raises the prospect
of new rules that would effectively scrap the 2014 compromise. Ironically, the focus this time is the
public's demand for amendments to Bill C-51, the Conservatives' anti-terrorism law that sparked
widespread criticism and calls for reform during last year's election campaign. In other words, the
balance of Canadian privacy is being put at risk by a policy initiative the purports to fix privacy. The
Public Safety consultation skips over the years of lawful access debate by putting everything back on the
table, acknowledging that the law was updated less than 24 months ago but suggesting that more change
may be needed.” Globe and Mail, B4

TOP STORIES / MANCHETTES

* ISIL posts terrorist's account of attack

Six weeks after a Canadian terrorist leader was killed by security forces in Bangladesh, ISIL has released
what it said was his account of how his group attacked a Dhaka restaurant popular among foreigners.
The Holey Artisan Bakery "was selected for this blessed operation because it was well-known for being
frequented by the citizens of the Crusader countries," Tamim Chowdhury wrote in the Islamic State of Iraq
and the Levant's magazine, Rumiyah. Posted online Tuesday, it was the first acknowledgment from ISIL
that Chowdhury, 30, was the head of "military and covert operations" in Bangladesh. The former Windsor
resident died when police raided a Dhaka apartment Aug. 27. In his posthumous report on the attack at
the restaurant, Chowdhury said it had been chosen from several potential targets because it was a
"sinister place (where) Crusaders would gather to drink alcohol and commit vices through the night." Nine
ltalians, seven Japanese, an indian, American and two locals died in the July 1 siege. National Post, A1
(Leader-Post, Ottawa Citizen, Edmonton Journal, Calgary Herald, Montreal Gazette, Vancouver Sun,
Windsor Star, London Free Press, StarPhoenix); Globe and Mail

* Yahoo scanned emails for NSA, FBI )

Yahoo Inc. last year secretly built a custom software program to search all of its customers' incoming
emails for specific information provided by U.S. intelligence officials, according to people familiar with the
matter. The company complied with a classified U.S. government directive, scanning hundreds of millions
of Yahoo Mail accounts at the behest of the National Security Agency or FBI, said two former employees
and a third person apprised of the events. Some surveillance experts said this represents the first case to
surface of a U.S. Internet company agreeing to a spy agency's demand by searching all arriving
messages, as opposed to examining stored messages or scanning a small number of accounts in real
time (...)Reuters was unable to determine what data Yahoo may have handed over, if any, and if
intelligence officials had approached other email providers besides Yahoo with this kind of request.
According to the two former employees, Yahoo chief executive Marissa Mayer's decision to obey the
directive roiled some senior executives and led to the June 2015 departure of chief information security
officer Alex Stamos, who now holds the top security job at Facebook inc. Postmedia Network (Financial
Post, FP1); Ottawa Citizen; Reuters (CBC, Guardian (UK)), Associated Press (CTV News)
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NSA contractor arrested over 'stolen secret code used to hack Russia’

The FBI has secretly arrested a National Security Agency (NSA) contractor suspected of stealing highly classified
computer codes used to hack the computer systems of foreign governments including Russia and China, raising fears of
another embarrassing intelligence leak to rival the Edward Snowden affair, the New York Times reported on Wednesday
(...)The contractor in this case, who was reportedly arrested “in recent weeks”, is suspected of stealing the NSA’s “source
code”, used to break into the computer networks of rival powers such as Russia, China, ran and North Korea.
Independent (UK); New York Times: Washington Post; CNET; SC Magazine: IT Wire: Intercept; Softpedia

Google Patches 78 Vulnerabilities in Android

Google this week released another set of monthly patches for the Android mobile operating system, in an attempt to
address no less than 78 security vulnerabilities.

Just as it has over the past few months, Google split the October 2016 security patches in two, each focused on specific
issues. The 2016-10-01 security patch level addresses 20 vulnerabilities in various platform components, while the 2076-
10-05 security patch level plugs 58 flaws in kernel subsystems, drivers, and OEM components. Security Week

Researcher finds flaws in industrial control devices

In a report by Applied Risk, ICS security researcher, Alexandru Ariciu, said that flaws found in MOXA E1242 Ethernet
remote I/O series used in factory automation, range from code injection in the web application to weak password policies
and implementation. One of the problems lies in the devices web application that fails to sanitise user input, resulting in
Javascript injection in the webpage. An exploit could allow an attacker to execute arbitrary code in the context of the
browser of the users visiting the affected web pages... Another issue is that passwords are sent via the HTTP GET
method. The md5 hash of the password that is used for authentication on the device is sent as a parameter in each GET
request to the server. “This is considered to be bad practice, as an attacker with a MITM position can easily circumvent
this implementation and bypass the authentication mechanism,” said Ariciu. Also the password used to authenticate users
to the system is truncated to eight characters. Any user trying to use a longer password will have its password cut down to
the first eight characters. Also, the MD5 hash challenge that is created for authentication and is later used in all GET
requests will be created using these first eight characters. SC Magazine

Akamai Post-Mortem Report Confirms Mirai as Source of Krebs DDoS Attacks

With all the infosec community impatiently waiting for more details on the huge DDoS attack that hit the KrebsOnSecurity
blog, Akamai has now released its official post-mortem report on the aforementioned incident... As Krebs moved his
website to Google's Project Shield, other investigators looking into the DDoS traffic determined that attackers had used a
botnet created with the Mirai malware. Discovered by MalwareMustDie in September, the researcher said this maiware is
vaguely related to the Gafgyt malware family tree (also known as Lizkebab, BASHLITE, BashOday, Bashdoor, and
Torlus). According to Akamai's own investigation, the malware is also related to the Kaiten malware, which, just like
Gafgyt, targets smart loT devices. Akamai says its researchers had been tracking this Kaiten variant (identified as
Kaiten/STD) since January this year. Akamai's analysis of Kaiten/STD is identical with MalwareMustDie's Mirai findings,
so there's nothing new to surprise us in relation to the malware's mode of operation, which consists of brute-forcing Telnet
and SSH ports left open on loT devices, mainly on IP cameras, CCTV and DVR systems... According to Akamai's official
numbers, the Krebs DDoS attack reached 620 Gbps, as Krebs tweeted himself, and also involved an additional, smaller
botnet, outside of Mirai. Akamai also confirmed that the Mirai botnet was mainly comprised of security cameras and
DVRs, as initially rumored. Around half of the bots were located in the EMEA (Europe, Middle East, and Africa) region,
while North America and the APJ (Asia-Pacific and Japan) region accounted for around a quarter each. Softpedia
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DDoS attacks consistent, relentiess and costly

Neustar, a provider of real-time information services, has published its “October 2016 Worldwide DDoS Attacks &
Protection Report: A Steady Threat in the Connected World,” (registration required for a free report) focused on DDoS
attack and protection trends. The report says the DDoS attack volume has remained consistently high and these attacks
cause real damage to organisations. The global response also affirms the prevalent use of DDoS attacks to distract as
“smokescreens” in concert with other malicious activities that result in additional compromises, such as viruses and
ransomware. |T Wire

Spotify Free is Serving Up Malware

Numerous users are flooding music streaming service Spotify’s Twitter feed, reporting that the freemium tier service has
been hit with a malvertising attack. Those running Spotify Free on the desktop are periodically seeing strange browser
behavior, with malicious ads serve malware popping up unbidden... For its part, Spotify responded in the user forum,
saying that it has placed the issue under investigation. Infosecurity Magazine; SC Magazine

Oil 'slick’: Sneaky QilRig malware campaign flows into new territory

A backdoor malware campaign dubbed QilRig that in May was discovered targeting organisations in Saudi Arabia is now
trying to drill into government entities in Turkey, Israel and the US, as well as Qatari companies and organisations. Palo
Alto Networks Unit 42 threat research team updated the campaign's latest spear-phishing efforts in a blog post on
Tuesday, warning that the campaign has updated its “Helminth” backdoor software as well as the malicious Excel
documents that distribute the malware via macros. According to the blog post, the phishing emails targeting Qatari
organisations “were very specific to the organisation receiving them and in some cases were sent from partner
organisations that already had a relationship with the recipient.” Changes to malware over the last five months include the
emergence of four distinct variants, each of which drops different filenames upon execution, Palo Alto continued in its

report. SC Magazine

Beware of New Steam Spam Leading to Malware

Since last week, Steam gamers have been warning each other, via Twitter and Reddit, about a new spam campaign that
tries to lure them to a site to download malware on their computers, which in the end, allows crooks to take over their
PCs. This spam campaign begins with a hacker taking over a legitimate Steam account. This is possible today thanks to
the large number of data breaches disclosed this year, many of which included cleartext passwords. If Steam gamers
haven't turned on two-factor authentication for their Steam accounts and reused the same password on multiple sites,
attackers can gain control over their accounts, and then use this newly-found access to spam their friends with malicious

links. Softpedia

Official: Hackers who hit French TV station are still active

A French official says the hackers who knocked a French television station offline last year are still regularly trying break
in to French government computers. Senior French cybersecurity official Guillaume Poupard says sensors deployed at
government ministries routinely pick up electronic signatures linked to the group. The revelation adds another dose of
intrigue to the attack, which briefly interrupted 11 channels belonging to TV5 Monde and packed its social media sites with
propaganda for the Islamic State group. The idea that tech-savvy fanatics could hijack a major broadcaster sent a shiver
across France. But L'Express magazine turned those fears on their head when it reported that investigators believed a
Russian group carried out the attack. Associated Press (Yahoo News)

Two-thirds of IT Bosses Fear Ransomware Attack

Over two-thirds (69%) of IT decision makers believe their organization will be hit by a ransomware attack over the next 12
months, although many are still unsure what that will actually entail, according to Trend Micro. The security giant shared
more findings from a poll of over 300 IT leaders, which has already revealed that 44% have experienced an attack over
the past two years. The figure for those bracing themselves for an attack in the next year rose to 75% for organizations
that have already been on the receiving end, Trend Micro claimed. Infosecurity Magazine

And the country with the most bot Infections is... Turkey

Turkey has the largest number of total “bot” infections with one bot for every 1,139 internet users in the country and also
contains 18.5 percent of all of the bots across the EMEA region, according to researchers at Symantec's Norton division.
Most of the affected computers resign in the cities of Istanbul and Anakara which together account for more than half of
the country's population, according to the press release. The report also found that following Turkey, the top ten countries
by total bot population in descending order include, Italy, Hungary, Germany, France, Spain, the U.K,, Poland, Russia,

and Israel. SC Magazine

Watch a Quantum Computing Expert Describe How the World’s About to Change
Quantum physics, with its descriptions of bizarre properties like entanglement and superposition, can sound like a science
fiction fever dream. Yet this branch of physics, no matter how counterintuitive it seems sometimes, describes the universe
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all around us: As physicists have told often told me, we live in a quantum world. Soon, this will be better reflected in our
technology, and everything it can do. “We’re moving towards a new paradigm for computation,” quantum information
scientist Michele Mosca, who's based at the Institute for Quantum Computing at the University of Waterloo, recently told
me. He compared this shift in thinking to when humanity abandoned the flat Earth hypothesis and accepted that our world
is round... In a public lecture delivered on Wednesday from the Perimeter Institute for Theoretical Physics, Mosca will
describe the “new quantum era” and the promises and challenges it brings. Take, for example, public key cryptography
that is used to protect secret communications around the world. When the first true quantum computer powers up, maybe
a decade from now, it's predicted that it will be able to crack this type of encryption, no problem. Mosca has been urging
governments and corporations to start planning for this. Mosca’s talk, which begins at 7 pm E.S.T., will be livestreamed
here on Motherboard. Motherboard

Terror groups likely to be first to unleash cyber weapons, says Eugene Kaspersky

Terror groups, not nation states, are the most likely to unleash devastating cyber weapons, according to Eugene
Kaspersky, chief executive and co-founder of security firm Kaspersky Lab... Unlike traditional weapons, cyber weapons
can be reverse engineered, improved and used on those who developed them, so nation states are unlikely to use them
on each other. “But | am really afraid some terrorist group will pay cyber criminals to develop and deploy such weapons
on their behalf,” he said, noting that some cyber criminals work like mercenaries, providing cyber crime services to anyone
who is willing to pay. Kaspersky said cyber weapons are likely to fall in one of three categories: those aimed at causing
physical damage, destroying critical data and telecommunications... Critical infrastructure is the most “problematic” and
probably the “scariest” area, he said, because cyber criminals are well-resourced and can attack even well-protected
networks... According to Kaspersky, the vast majority (384 million) of malicious files detected are aimed at Windows,
compared with Android (18 million) and Mac OS (30,000). Computer Weekly; SC Magazine

Canada’s National Security Consultation I: Digital Anonymity & Subscriber Identification Revisited... Yet Again
An opinion piece states, “Last month, Public Safety Canada followed through on commitments to review and consult on
Canada’s national security framework. The process reviews powers that were passed into law following the passage of
Bill C-51, Canada’s recent controversial anti-terrorism overhaul, as well as invite a broader debate about Canada’s
security apparatus. While many consultation processes have explored expansions of Canada’s national security
framework, the current consultation constitutes the first modern day attempt to explore Canada’s national security
excesses and deficiencies. Unfortunately, the framing of the consultation demonstrates minimal direct regard for privacy
and civil liberties because it is primarily preoccupied with defending the existing security framework while introducing a
range of additional intrusive powers...” CIPPIC

The Canadian Government’s Plan to Sell New Spying Powers to Citizens

Canada’s government is taking a forum for citizens to sound off about its spying powers and flipping it into an opportunity
to sell Canadians on new and overbroad police capabilities, according to a new watchdog report. In September,
Trudeau’s Liberals made good on a promise to open a public consultation on national security and released two
documents, a green paper and a background document, explaining the issues at stake to Canadians at a time when the
government is ramping up its efforts to thwart domestic terrorists. These included hot topics such as the difficulties police
face when dealing with encrypted devices and issues surrounding data retention. However, according to the watchdog
report, the government'’s framing of the issues is selling Canadians on a police power that has been shot down again and
again by the courts and the public: warrantless access to subscriber information from telecom companies. “Successive
federal governments have sought to legislatively enshrine a state power to access subscriber identification data from
telecommunications companies,” Citizen Lab researcher Christopher Parsons and Canadian Internet Policy and Public
Interest Clinic staff lawyer Tamir Israel write in their report. “Such legislative initiatives would have facilitated access to
such data on an indiscriminate basis and without any judicial authorization or control.” “All of these attempts have proven
controversial and each has fallen in the face of public resistance,” they continue. In 2014, the Supreme Court of Canada
ruled that accessing subscriber information without a warrant constitutes an illegal search. In its green paper, the
government describes subscriber information as being akin to a phone book. However, subscriber information includes IP
addresses, name, home address, phone number, email address, and mobile devices’ IMSI number—much more
information than is contained in your average phone book. “Our laws on how information can be properly collected and
then used in court as evidence were mostly written before the rapid pace of new technology became a consideration,” the
government'’s green paper states. Now, police worry about “slow and inconsistent access to basic subscriber information
to help identify who was using a particular communications service at a particular time,” the report states. Motherboard:;

Boing Boing

Canadian government re-opens privacy debate on access to telecom subscriber info

The Canadian government has revived a discussion on a particularly controversial privacy topic: how much access law
enforcement should have to telecom subscriber information in the name of public safety. In September 2016 the
government opened a public consultation on national security, releasing a ‘green paper’ and background document that
details issues, challenges and general questions surrounding national security threats like domestic terrorism. Many
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topics are covered in the documents, but there’s one in particular that may sound familiar to Canadians: the issue of
warrantless access to subscriber information from telecom companies. Michael Geist, Canada research chair in internet
and e-commerce law at the University of Ottawa, states in an article for The Globe and Mail that the government has been
pushing for easier access to carrier data since the early 2000s, with the initiative seeing setbacks such as the defeat of
Bill C-30. Lawful access legislation eventually passed in 2014, resembling something near a compromise between
consumer and government interests. Warrant-less disclosure of information and government surveillance capabilities for
telecoms were nixed, but the legislation also eliminated liability concerns for Internet service providers (ISPs) that
voluntarily disclose basic information and gave the police new powers to require access to digital data. The above-
mentioned public consultation — started by Public Safety Minister Ralph Goodale — has put the issue back up for debate,
however. “The Public Safety consultation skips over the years of lawful access debate by putting everything back on the
table,” writes Geist, “acknowledging that the law was updated less than 24 months ago but suggesting that more change
may be needed.” As for the Minister's thoughts on the matter, a spokesperson stated to Motherboard: “While both basic
subscriber information (BSI) and a phone book can both be used to identify someone, BSI requires safeguards because
some of it can reveal intimate details of a person’s activities when linked to other information. That principle has been
affirmed by the courts. The government is committed to protecting both Canadians’ safety and their rights, including their
privacy rights.” The spokesperson added that the green paper was meant to “provoke discussion.” The public
consultation remains open until December 1st, 2016 and can be accessed here if you'd like to add your voice to the
conversation. MobileSyrup.com

Russian special services to decrypt Internet traffic

The Russian Federal Security Service (FSS, or FSB) together with the country's Ministry of Communications, are
introducing of a set of technical procedures that will provide it with unencrypted access to the Internet traffic of all Russian
citizens.This move is the implementation of the recently approved Yarovaya Law, (a package of bills which amended a
pre-existing counter-terrorism law as well as separate laws regulating counter-terror and public safety measures), which
obliged local and global IT companies, operating in Russia, including Google, "Yandex", Mail.ru Group, Whatsapp,
Telegram, Viber, Facebook, "VKontakte" to provide encryption keys for their web-servers at the request of the FSB. SC

Magazine

Yahoo email scanning: Apple, Google, Microsoft say they’d fight similar requests in court

Yahoo is facing increased scrutiny after being accused of secretly building a custom software program to search all of its
customers’ incoming emails at the request of the U.S. government (...)Yahoo has neither confirmed nor denied the report.
in a statement to Reuters a company spokesperson said, “Yahoo is a law abiding company, and complies with the laws of
the United States.” It's still unclear whether the alleged software searched only U.S. citizens’ emails, or if Canadian users
were also impacted (...)While Microsoft declined to comment on whether it had ever received a similar request, the
company said it has “never engaged in the secret scanning of email traffic.” Facebook and Twitter both said they had not
received similar requests and noted that if they did they would oppose them in court. Apple, which fought a U.S.
government order to hack an iPhone belonging to one of the San Bernardino shooters by creating custom software,
maintained that it would fight these types of requests in court. Global News

Facebook Marketplace launches, selling guns, drugs and baby hedgehogs

Facebook’s Marketplace has immediately been flooded with people selling guns, drugs and baby hedgehogs. The
company has been forced to apologise after its brand new feature — intended to let people sell things in the same way as
they would through Ebay or Craiglist — has already been flooded with illegal items, those that break rules, and others that
are just odd. As well as offering illegal items like drugs, some users appeared to be selling things that are banned by
Facebook’s own terms, like snakes and hedgehogs. Independent (UK)

Prepared by the Public Safety Portfolio Media Centre / Préparé par le Centre des médias du portefeuille Sécurité
publique. We can be reached at / Vous pouvez nous contacter a: PS.PSPMediaCentre-

CentredesmediasPSP.SP@Canada.ca.

Sent to: ICyber Security Media Summary Dist List #1; |Cyber Security Media Summary Dist List #2; |Cyber Security Media
Summary Dist List #3; |Cyber Security Media Summary Dist List #4
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RCMP to settle suits: Sources

The RCMP commissioner is expected to issue an apology on Thursday as part of a historic settlement
reached with the plaintiffs in two proposed class-action lawsuits alleging systemic gender-based
harassment and discrimination within the force, sources say. Any female member who experienced
harassment or discrimination will be eligible to apply for damages. Amounts will depend on the injuries, a
source said. The potential number of Mounties who could be eligible is in the thousands and
compensation could potentially reach as much as $100 million. As part of the settlement, the force will
announce new details of how it plans to change its workplace culture. Reaching a settlementis a
significant event, said Angela Workman-Stark, a former RCMP chief superintendent who played a key
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role in helping the force address harassment and bullying. "For the women, it's a resolution for them. |
think it's an acknowledgment of the issues they brought forward. | think it's great for the organization to
move forward and take responsibility. Resolution and recognition is an important piece," said Workman-
Stark, who left the force earlier this year. Thursday's announcement will take place at 11 a.m. ET in
Ottawa. Bob Paulson, the commissioner, and Public Safety Minister Ralph Goodale will be joined by
the lead plaintiffs in the proposed class-action lawsuits, Janet Merlo and Linda Gillis Davidson. National
Post, A1 (Windsor Star, Leader-Post, London Free Press, The Province, Edmonton Journal, Montreal
Gazette, Vancouver Sun, Calgary Herald, StarPhoenix, Ottawa Citizen); Globe and Mail; Canadian Press
(680 News); * La Presse Canadienne (L’actualité); La Presse+; Le Journal de Montréal (Le Journal de
Québec); Toronto Star; * Global News; The Hill Times; iPolitics; * Ottawa Citizen

Espionage bill will allow PM to muzzle watchdog, report says ,
Canada's new spy-accountability legislation will create a parliamentary watchdog that prime ministers can
keep on a short leash, or even muzzle, a report on the bill by the Library of Parliament says. The Liberal
government has said the national-security legislation will create an independent committee of MPs that
will have regular briefings from government spy agencies on their activities. However, a report on Bill C-
22 suggests the national security and intelligence committee of parliamentarians could end up "in effect,
accountable to the Prime Minster alone." The report, done by the nonpartisan Library of Parliament and
released this week, is a synopsis of the bill for parliamentarians. Such reports are among the information
services the staff of the library provide to MPs and senators. The Library of Parliament's report points out
that the bill would allow prime minsters and cabinet to shape, block or censor the committee's work. This
hits a decidedly different tone from an essay published this week by Public Safety Minister Ralph
Goodale, who said Bill C-22 creates a committee that "will set its own agenda and report when it sees fit.
Every democracy has to determine how far legislators should be able to go to act as a check on
government spies, who typically work under secret orders from presidents and prime ministers. Canada
gives its elected politicians less information about and fewer review powers over the security agencies
than most governments do. And, unlike its closest allies, Canada has not cleared any parliamentarians to
hear state secrets. Under C-22, that would change. Globe and Mail, A1

* Canadian government re-opens privacy debate on access to telecom subscriber info

The Canadian government has revived a discussion on a particularly controversial privacy topic: how
much access law enforcement should have to telecom subscriber information in the name of public
safety. In September 2016 the government opened a public consultation on national security, releasing a
‘green paper’ and background document that details issues, challenges and general questions
surrounding national security threats like domestic terrorism. Many topics are covered in the documents,
but there’s one in particular that may sound familiar to Canadians: the issue of warrantless access to
subscriber information from telecom companies. Michael Geist, Canada research chair in internet and e-
commerce law at the University of Ottawa, states in an article for The Globe and Mail that the government
has been pushing for easier access to carrier data since the early 2000s, with the initiative seeing
setbacks such as the defeat of Bill C-30. Lawful access legislation eventually passed in 2014, resembling
something near a compromise between consumer and government interests. Warrant-less disclosure of
information and government surveillance capabilities for telecoms were nixed, but the legislation also
eliminated liability concerns for Internet service providers (ISPs) that voluntarily disclose basic information
and gave the police new powers to require access to digital data. The above-mentioned public
consultation — started by Public Safety Minister Ralph Goodale — has put the issue back up for
debate, however. “The Public Safety consultation skips over the years of lawful access debate by putting
everything back on the table,” writes Geist, “acknowledging that the law was updated less than 24 months
ago but suggesting that more change may be needed.” As for the Minister’s thoughts on the matter, a
spokesperson stated to Motherboard: “While both basic subscriber information (BSl) and a phone
book can both be used to identify someone, BSI requires safeguards because some of it can
reveal intimate details of a person’s activities when linked to other information. That principle has
been affirmed by the courts. The government is committed to protecting both Canadians’ safety
and their rights, including their privacy rights.” The spokesperson added that the green paper was
meant to “provoke discussion.” The public consultation remains open until December 1st, 2016 and
can be accessed here if you'd like to add your voice to the conversation. MobileSyrup.com
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ASSASSINEES

REGULATION OF MARIJUANA / REGLEMENTATION DE LA MARIJUANA
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Confidentialité des sources: des journalistes réclament une loi fédérale

Le premier ministre Justin Trudeau, qui s'est présenté comme un défenseur de la liberté de la presse,
doit joindre la parole aux actes et légiférer afin de protéger les sources confidentielles des journalistes.
C'est ce qu'ont réclamé mercredi en conférence de presse au parlement trois journalistes qui ont vu cette
liberté entravée, Patrick Lagacé, Ben Makuch et Mohammed Fahmy, ainsi que le directeur exécutif de
Journalistes canadiens pour la liberté d'expression (CJFE), Tom Henheffer. lls ont exhorté le
gouvernement a déposer un projet de loi pour protéger les sources, a revoir la fagon dont les mandats de
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BCSARA
Update on Announced Funding for SAR in BC hitp://www.bcsara.com/2016/11/update-on-announced-funding-for-sar-

in-be/ ...

Nova Scotia EMO
Storm surge warnings in place for Digby & Yarmouth counties. Higher than normal water levels & large waves

expected. hitp://weather.gc.cafwarnings/index_e.html ...

Naomi Yamamoto
Free Disaster Response Workshop. Nov 16, 7-9:30pm @NorthShoreEMO @CityOfNorthVan

http./bit.ly/2fQL KOk _#beprepared

IBC_West
#FortMcMurray #ymmfire #wildfire recovery to spur $5.3B in spending: report
http./herald.ca/ubC# WCyMRGXBCIO.twitter ... via @chronicleherald @ibickis @VWBEcDev

NATIONAL SECURITY CONSULTATIONS / CONSULTATIONS SUR LA SECURITE NATIONALE

Christopher Parsons
AND Canada'’s is currently having a national security consult ON EACH OF THESE POINTS. How can CBC/RCMP

claim ‘conversation’ not happening?!

The Muslim Lawyer
Less than a month left to provide your input. Canadians should worry more about Bilt C51 than Trump. Please...

NATIONAL SECURITY / SECURITE NATIONALE

CBC News
RCMP Commissioner Bob Paulson ‘consumed’ with ‘inability' to investigate in digital world

http://www.cbc.ca/1.3851955

CBC Nova Scotia
RCMP Commissioner Bob Paulson '‘consumed’ with 'inability' to investigate in digital world

Christopher Parsons
Pleading the Case: How the RCMP Fails to Justify Calls for New Investigatory Powers christopher-
parsons.com/pleading-the-c...

Christopher Parsons
I have a hard time believing that the CBC is just reproducing the RCMP's own documents, with no 3rd party analysis,

as facts on the ground

Christopher Parsons
Absent in CBC/TorStar pieces is the RCMP GOT a raft of lawful access powers just a few years ago. Not everything.

Now they're back for rest

PACC
The argument for/against law enforcement gaining greater investigatory powers: what'’s at stake christopher-
parsons.com/pleading-the-c... #privacy #security

Open Media
Another privacy scandal strikes Canada: RCMP used data from police + social media to track down Aboriginal

activists ow.ly/v888306eBalL

ishmael n. daro
RCMP lobbying federal government for more surveillance powers, including warrantless access to subscriber info

on.thestar.com/2fg2cij

Nora Loreto
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PSP Media Centre/Centre des médias

Federal-Provincial-Territorial meeting of Ministers responsible
for Justice and Public Safety

Réunion des ministres responsables de la Justice et de la Sécurité publique
a I'échelon fédéral, provincial et territorial
October 1, 2015 — October 10, 2016

C_ E Table of Contents / Table des matiéres .

Criminal justice system review / Révision du systéme de justice pénale

Cyber security consultations / Consultations sur la cybersécurité

Countering radicalization / Lutte contre la radicalisation

Violence against Indigenous women and girls / Violence faite aux femmes et filles autochtones

Canadian Police Information Centre / Centre d’information de la police canadienne

Criminal justice system review / Révision du systéme de justice pénale
Overview / Vue d’ensemble

The coverage was varied based on the topics of interest from October 1, 2015 to October 10, 2016.
Criminal justice review in general generated little coverage, with specific aspects of the review mandated
to the Minister of Justice in November 2015 being covered on their own as well as a number of different
key issues related to the criminal justice system coming to prominence through a variety of outlets.

The coverage on the issue of criminal record suspensions and the potential reintroduction of pardons
spiked in late January 2016, in the wake of a CBC interview with Public Safety Minister Ralph Goodale.
The Minister vowed to revisit and revise the Criminal Records Act. The media also reported that the
Parole Board of Canada launched an online consultation asking the public their opinion on the current
application charge of $631 for a criminal pardon.

The question of warrantless access to basic online subscriber information gained prominence, in
November and December 2015, when the Canadian Press and several other outlets reported that RCMP
Commissioner Bob Paulson stated his desire to have police access to this information. Privacy
Commissioner Daniel Therrien’s response in mid-December also was widely reported, where he stated
that he could see the possibility of allowing said access without overly compromising Canadians’ privacy,
later urged caution in a January editorial in the Toronto Star. In April 2016, media coverage on the issue
was extensive, catalyzed by the revelation that the RCMP had used a key to decrypt and unlock PIN-to-
PIN messages between personal BlackBerry users. This revelation generated extensive media coverage
lamenting privacy concerns about lawful access. The broader issue of lawful access to private electronic
information continued to receive coverage throughout the year and was an element of the national
security consultations launched in September 2016.
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Today’s News / Actualités
November 23, 2016 / le 23 novembre 2016
08:00 -14:00 ET

This collection contains news items that appeared online between 8:00 a.m. and 2:00 p.m., Eastern Time.
Ce recueil contient des actualités qui ont paru sur Internet entre 08h00 et 14h00, heure de I'Est.

Today’s News can also be accessed through Newsdesk / Les Actualités peut également étre accédée via
InfoMédia
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COMMUNITY SAFETY & PARTNERSHIPS / SECURITE DE LA POPULATION ET PARTENARIATS
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ENQUETE NATIONALE SUR LES FEMMES ET LES FILLES AUTOCHTONES DISPARUES ET
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REGULATION OF MARIJUANA / REGLEMENTATION DE LA MARIJUANA

PUBLIC SERVICE / FONCTION PUBLIQUE

OTHER / AUTRES

INTERNATIONAL
SOCIAL MEDIA / MEDIAS SOCIAUX

MINISTER / MINISTRE

Corrections brings in third party to investigate sexual recordings at Edmonton Institution
Canada's minister of public safety is calling on authorities to thoroughly investigate and put an end to
alleged harassment at Edmonton's federal prison, and his office says part of the investigation will be
handled by a third party. Ralph Goodale's response comes after a CBC report released Tuesday that
outlined fears from corrections staff over sexually explicit phone conversations between male prison
guards at work. Whistleblower employee sources say an intelligence worker wanted to figure out why
inmates' multiple calls for help on a cell buzzer system were missed, and noticed some guards were on
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Colin Freeze
The relationship between a journalist & source is sacrosanct, according to a #cdnpoli Senator who wants it in law.

https://t.co/o02Tdqlbl2

Colin Freeze
Former #CSIS boss Dick Fadden telling #cdnpoli #secu that "time has come" for #c22 committee. So long as it is
"review" not "oversight."

OccupyToronto
"Other security agencies may take the same view that led CSIS to illegally keep data for almost a decade.”

https://www.thestar.com/news/canada/2016/11/22/more-rules-around-spies-information-sharing-needed-privacy-
commissioner.html ... #cdnpoli

globeandmail
New scanner technology could reduce need for unpacking at airport security http://trib.al/za0yiSt From

@globetechnology

StephanieCarvin
At a @uOttawaCIPS event with @NewmanRobinson & CSE ADMPOL Rochon, latter acknowledges CSE must do a

better job of communication to public.

StephanieCarvin
Rochon says that he also wants to talk about threats to Canada. But our intel agencies are also pretty terrible at that

too.

StephanieCarvin
Rochon says @cse_cst is opposed to "back doors" on cyber-encryption because cyber security is so important.

StephanieCarvin
Rochon differentiates between "lawful access" in the Spencer decision as having more of an impact on RCMP than

CSE.

StephanieCarvin
.@cforcese asked about under what circumstances CSIS and RCMP can get access to metadata. If | understand the

question/answer correctly...

StephanieCarvin
Rochon replies some kind of legal "authority" is required, but not necessarily a warrant.

BORDER SECURITY / SECURITE FRONTALIERE

The Globe and Mail
Whether TPP or NAFTA, Canada needs to walk a careful line http://trib.al/uzZ7L9A From @GlobeBusiness

CYBER SECURITY / CYBERSECURITE

alexboutilier

Journos (and everybody, really): Take security seriously.
LAW ENFORCEMENT / APPLICATION DE LA LOI
CACP_ACCP

#CACP Board of Directors meeting to discuss the many issues facing policing. MJ legalization, fentanyl, #MMIW,
cybercrime just to name a few

chintapuxiey
Man accused of shooting Colten Boushie on Saskatchewan farm facing more charges. Story via @CdnPress
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Today’s News / Actualités
November 29, 2016 / le 29 novembre 2016
14:00 - 20:00 ET

This collection contains news items that appeared online between 2:00 p.m. and 8:00 p.m., Eastern Time.
Ce recueil contient des actualités qui ont paru sur Internet entre 14h00 et 20h00, heure de I'Est.

Today’s News can also be accessed through Newsdesk / Les Actualités peut également étre accédée via
infoMédia
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Inside the RCMP's plan for a 'new public narrative' on cyber surveillance

A four-page memo obtained by VICE News sheds light on how the Royal Canadian Mounted Police
intends to lobby the public for new surveillance powers. As the Trudeau government contemplates new
powers for the federal police force, the documents call for the RCMP to push for “the creation of a new
public narrative around why police need judicially authorized and timely access to online information.” The
memo was prepared by the RCMP in advance of a February meeting in Washington, D.C., where Public
Safety Minister Ralph Goodale sat down with his American, British, Australian, and New Zealand
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counterparts in the Five Eyes intelligence partnership. “Foremost, the problem must be articulated in
terms of its impact on safety and the economic well-being of individuals and businesses,” the memo,
obtained through an access to information request, states. “This will require messaging that aims to re-
establish the importance of balancing community safety needs with online privacy and anonymity
expectations.” The memo lists four perceived problems where the RCMP want to push this “new public
narrative” — a lack of interception hardware on Canadian telecommunication networks, the use of
encryption to protect communications, the deletion of user data by companies, and the inability to obtain
users’ data hosted in some foreign countries. All four of these issues later showed up in national
security consultations set up by the Liberal government, spearheaded by Minister Goodale. Those
consultations will inform new anti-terrorism legislation expected in the new year... “It will be
important for the Public Safety Portfolio to reframe ‘lawful access’ as broader ‘going dark’ digital evidence
challenges,” the February memo reads. The Public Safety Portfolio includes everyone from Minister
Ralph Goodale to the Canadian Security Intelligence Service and the Canadian Border Services Agency.
Minister Goodale has, himself, been using the rhetorical device of “going dark” more and more lately. It
has also been a catchphrase that FBI Director James Comey has employed liberally in recent years... A
request sent to Minister Goodale’s office about the nature of the memo, and on whether his office
signed off on this new public relations plan, went unanswered. The last time these powers were on
the table, under the guise of Bill C-30 and “lawful access,” it was met with widespread backlash. That
legisiation would have given police warrantless access to internet users’ personal data, required
telecommunications companies to install interception powers on their networks, and would have forced
companies to decrypt information on their networks. The RCMP has put those powers back on the table,
and Goodale’s national security consultations have raised the spectre of re-writing those
proposals into law. Vice News

No way to tell if border plan helps: auditor

The federal spending watchdog says the government has no way of telling whether its billion-dollar border
plan is improving security or helping to speed the flow of goods and people between Canada and the
United States. While departments and agencies completed many commitments of the high-profile Beyond
the Border plan, they faced numerous challenges and lacked the means to measure results, auditor
general Michael Ferguson said in a report released Tuesday. In addition, Ferguson found the
government's own evaluation, made public in September, painted an "incomplete and inaccurate"
picture... He urged a number of federal agencies to develop indicators so they can fully assess efforts
involving everything from checked baggage screening to so-called trusted-trader programs... Public
Safety Minister Ralph Goodale said the government is "very determined" to get effective
measurement systems in place. Canadian Press (The Record)

New indigenous elders council to advise Ontario on justice issues

A new elders council that will offer advice to Ontario's attorney general should help make the justice
system more responsive to the aboriginal population, the provincial government said Tuesday. The
announcement came on a day the federal auditor general in his annual report criticized correctional
authorities for failing aboriginal inmates. In announcing the council, Ontario's Indigenous Relations
Minister David Zimmer acknowledged the long-standing concern about the over-representation of
indigenous peoples in the criminal justice system...In Ottawa Tuesday, Auditor General Michael
Ferguson found Correctional Service Canada was failing to provide timely rehabilitation programs for
indigenous offenders and that relatively few of them were released on parole — a situation he called
“beyond unacceptable.”... Ferguson faulted the prison system for failing to take into account aboriginal
social history factors, including the lingering trauma inflicted by the Indian residential school system,
poverty and substance abuse. Public Safety Minister Ralph Goodale responded that the federal Liberal
government wanted to improve the situation. “Our government is seized with the issue of over-
representation of indigenous persons in the correctional system," Goodale said. Canadian Press
(Times-Colonist; Prince George Citizen)

Biden to meet with Trudeau in Ottawa to discuss Canada-U.S. ties

U.S. Vice-President Joe Biden will visit Ottawa next week to meet with Prime Minister Justin Trudeau and
the country’s premiers will discuss the Canada-U.S. relationship before the Trump administration takes
over early next year. Mr. Biden is scheduled to visit Ottawa on Dec. 8 and 9 to meet with Mr. Trudeau and
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From: PSPMediaCentre / CentredesmediasPSP (PS/SP)

Sent: Tuesday, November 29, 2016 4:13 PM

To: Today's News / Actualités (PS/SP)

Subject: Vice News: Inside the RCMP's plan for a 'new public narrative’ on cyber surveillance

(Minister mentioned)

Inside the RCMP’s plan for a 'new public narrative' on cyber surveillance
Vice News

Justin Ling

2016-11-29

A four-page memo obtained by VICE News sheds light on how the Royal Canadian Mounted Police intends to lobby the
public for new surveillance powers.

As the Trudeau government contemplates new powers for the federal police force, the documents call for the RCMP to
push for “the creation of a new public narrative around why police need judiciaily authorized and timely access to online
information.”

The memo was prepared by the RCMP in advance of a February meeting in Washington, D.C., where Public Safety
Minister Ralph Goodale sat down with his American, British, Australian, and New Zealand counterparts in the Five Eyes
intelligence partnership.

‘Foremost, the problem must be articulated in terms of its impact on safety and the economic well-being of individuals and
businesses,” the memo, obtained through an access to information request, states. “This will require messaging that aims
to re-establish the importance of balancing community safety needs with online privacy and anonymity expectations.”

The memo lists four perceived problems where the RCMP want to push this “new public narrative” — a lack of
interception hardware on Canadian telecommunication networks, the use of encryption to protect communications, the
deletion of user data by companies, and the inability to obtain users’ data hosted in some foreign countries.

All four of these issues later showed up in national security consultations set up by the Liberal government,
spearheaded by Minister Goodale. Those consultations will inform new anti-terrorism legislation expected in the
new year.

These documents clearly lay out how the RCMP intends to frame the public debate, and exactly which issues they intend
on pursuing, but — even internally — the RCMP has remained vague over what legal powers they are actually seeking.

Legal powers to compel decryption and mandate interception have been proposed before, but they were shelved by the
previous government because they could undercut Canadians’ privacy, civil liberties, and the right to be free of self-
incrimination, or because they could weaken cyber-security at Canada’s major telecommunications industries.

The previous Canadian government tried to sell to the public mandatory decryption powers and more expansive
communication interception technology in Bill C-30, in 2012. Then-Public Safety Minister Vic Toews employed the
euphemistic tagline of “lawful access,” only to have that phrase pick up negative connotation as public opinion turned
against many of those legislative proposals. The bill was later shelved and, ultimately, killed.

The RCMP is not looking to make the same mistake.

“It will be important for the Public Safety Portfolio to reframe ‘lawful access’ as broader ‘going dark’ digital evidence
challenges,” the February memo reads. The Public Safety Portfolio includes everyone from Minister Ralph Goodale to
the Canadian Security Intelligence Service and the Canadian Border Services Agency.

Minister Goodale has, himself, been using the rhetorical device of “going dark” more and more lately. It has also been a
catchphrase that FBI Director James Comey has employed liberally in recent years.
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The RCMP underscores: “This will need to be supported by evidence of the impacts on police operations of the various
digital evidence challenges.”

The RCMP had a chance to lay out its public relations case around “going dark” when it partnered with the CBC and
Toronto Star for a five-part series that sought to showcase ten cases where the federal police’s investigations were
thwarted by technological shortfalls.

One graphic provided to the CBC, which purports to show that Canada lags behind the rest of its Five Eyes partners when
it comes to “investigative capability,” is also included in the documents obtained by VICE News.

But the memo obtained by VICE News was not just an overview. It proposed a new communications and partnership plan
for the police agency.

“It is recommended that you actively support action towards further senior-level engagement of [technology service
providers], other IT industry partners, and privacy-related academics by the Five Eyes partner countries as such,” the
memo, addressed to an unnamed official, reads.

When asked by VICE News what that outreach entailed, an RCMP spokesperson said in an email: “The RCMP has been
attending conferences and working with partners on developing solutions for going dark. The main point of highlighting
some of the challenges to law enforcement on Going Dark has been to educate the public and open public debate in order
to arrive at solutions to combat the issue of cybercrime.”

A request sent to Minister Goodale’s office about the nature of the memo, and on whether his office signed off on
this new pubilic relations plan, went unanswered.

The last time these powers were on the table, under the guise of Bill C-30 and “lawful access,” it was met with widespread
backlash.

That legislation would have given police warrantless access to internet users’ personal data, required telecommunications
companies to install interception powers on their networks, and would have forced companies to decrypt information on
their networks. The RCMP has put those powers back on the table, and Goodale’s national security consultations
have raised the spectre of re-writing those proposals into law.

Christopher Parsons, managing director of the Telecom Transparency Project and a research associate with the Citizen
Lab in the Munk School, says the documents expose some of the vagueness in this public relations campaign from the
RCMP.

‘I think you have to sort of squint and peer at it through foggy glasses for it to appear accurate,” Parsons told VICE News.

Parsons does say that the police force has effectively launched a broad discussion about these perceived legal and
policing problems, but are not offering clear arguments for the powers they are seeking.

“What they're saying is: There’s this new technology and it's creating some real problems, but it doesn’t seem clear to me
that they’re saying: here’s how we're going to roll back the clock.”

Sent to: INTERNAL; INTERNAL 2; RCMP Breaking News
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From: PSPMediaCentre / CentredesmediasPSP (PS/SP)
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To: Today's News / Actualités (PS/SP)

Subject: Vice News: Inside the RCMP's plan for a 'new public narrative' on cyber surveillance

{Minister mentioned)

Inside the RCMP's plan for a ‘'new public narrative' on cyber surveillance
Vice News
Justin Ling
2016-11-29

A four-page memo obtained by VICE News sheds light on how the Royal Canadian Mounted Police intends to lobby
the public for new surveillance powers.

As the Trudeau government contemplates new powers for the federal police force, the documents call for the RCMP
to push for “the creation of a new public narrative around why police need judicially authorized and timely access to
online information.”

The memo was prepared by the RCMP in advance of a February meeting in Washington, D.C., where Public Safety
Minister Ralph Goodale sat down with his American, British, Australian, and New Zealand counterparts in the Five
Eyes intelligence partnership.

“Foremost, the problem must be articulated in terms of its impact on safety and the economic well-being of individuals
and businesses,” the memo, obtained through an access to information request, states. “This will require messaging
that aims to re-establish the importance of balancing community safety needs with online privacy and anonymity
expectations.”

The memo lists four perceived problems where the RCMP want to push this “new public narrative” — a lack of
interception hardware on Canadian telecommunication networks, the use of encryption to protect communications, the
deletion of user data by companies, and the inability to obtain users’ data hosted in some foreign countries.

All four of these issues later showed up in national security consultations set up by the Liberal government,
spearheaded by Minister Goodale. Those consultations will inform new anti-terrorism legislation expected in
the new year.

These documents clearly lay out how the RCMP intends to frame the public debate, and exactly which issues they
intend on pursuing, but — even internally — the RCMP has remained vague over what legal powers they are actually
seeking.

Legal powers to compel decryption and mandate interception have been proposed before, but they were shelved by
the previous government because they could undercut Canadians’ privacy, civil liberties, and the right to be free of
self-incrimination, or because they could weaken cyber-security at Canada’s major telecommunications industries.

The previous Canadian government tried to sell to the public mandatory decryption powers and more expansive
communication interception technology in Bill C-30, in 2012. Then-Public Safety Minister Vic Toews employed the
euphemistic tagline of “lawful access,” only to have that phrase pick up negative connotation as public opinion turned
against many of those legislative proposals. The bill was later shelved and, ultimately, killed.

The RCMP is not looking to make the same mistake.

“It will be important for the Public Safety Portfolio to reframe ‘lawful access’ as broader ‘going dark’ digital evidence
challenges,” the February memo reads. The Public Safety Portfolio includes everyone from Minister Ralph Goodale
to the Canadian Security Intelligence Service and the Canadian Border Services Agency.

Minister Goodale has, himself, been using the rhetorical device of “going dark” more and more lately. It has also
been a catchphrase that FBI Director James Comey has employed liberally in recent years.

The RCMP underscores: “This will need to be supported by evidence of the impacts on police operations of the
various digital evidence challenges.” ' 000072
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" The RCMP had a chance to lay out its public relations case around “going dark” when it partnefed With the CBE"SRg "
Toronto Star for a five-part series that sought to showcase ten cases where the federal police’s investigations were
thwarted by technological shortfalis.

One graphic provided to the CBC, which purports to show that Canada lags behind the rest of its Five Eyes partners
when it comes to “investigative capability,” is also included in the documents obtained by VICE News.

But the memo obtained by VICE News was not just an overview. It proposed a new communications and partnership
plan for the police agency.

“It is recommended that you actively support action towards further senior-level engagement of [technology service
providers], other IT industry partners, and privacy-related academics by the Five Eyes partner countries as such,” the
memo, addressed to an unnamed official, reads.

When asked by VICE News what that outreach entailed, an RCMP spokesperson said in an email: “The RCMP has
been attending conferences and working with partners on developing solutions for going dark. The main point of
highlighting some of the challenges to law enforcement on Going Dark has been to educate the public and open public
debate in order to arrive at solutions to combat the issue of cybercrime.”

A request sent to Minister Goodale’s office about the nature of the memo, and on whether his office signed
off on this new public relations plan, went unanswered.

The last time these powers were on the table, under the guise of Bill C-3O and “lawful access,” it was met with
widespread backlash.

That legislation would have given police warrantless access to internet users’ personal data, required
telecommunications companies to install interception powers on their networks, and would have forced companies to
decrypt information on their networks. The RCMP has put those powers back on the table, and Goodale’s national
security consultations have raised the spectre of re-writing those proposals into law.

Christopher Parsons, managing director of the Telecom Transparency Project and a research associate with the
Citizen Lab in the Munk School, says the documents expose some of the vagueness in this public relations campaign
from the RCMP.

“I think you have to sort of squint and peer at it through foggy glasses for it to appear accurate,” Parsons told VICE
News.

Parsons does say that the police force has effectively launched a broad discussion about these perceived legal and
policing problems, but are not offering clear arguments for the powers they are seeking.

“What they're saying is: There’s this new technology and it's creating some real problems, but it doesn’'t seem clear to
me that they're saying: here’s how we’re going to roll back the clock.”

Sent to: INTERNAL; INTERNAL 2; RCMP Breaking News
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From: PSPMediaCentre / CentredesmediasPSP (PS/SP)

Sent: Wednesday, November 30, 2016 12:22 PM

To: Today's News / Actualités (PS/SP)

Subject: Transcript - CIWW-NEWSTALK 1310 - Ottawa Today - RCMP Plan to Reframe Debate

Over Surveillance - 2016-11-30 - 10h20 ET

SOURCE:
CIWW-NEWSTALK 1310

PROGRAM:
OTTAWA TODAY

DATE:
NOVEMBER 30, 2016

TIME:
10H20 ET

LENGTH:
8:00 MINS

SUBJECT:
RCMP PLAN TO REFRAME DEBATE OVER SURVEILLANCE

MARK SUTCLIFFE (Host): We are joined now by Justin Ling, the Canadian features editor at VICE News, who has a
story about how the RCMP wants to create a new public narrative around why police need judicially authorized and timely
access to online information. This is all about the balance between privacy and following up on terrorist threats and
monitoring what people are doing online.

Justin Ling joins us on Ottawa Today. Good morning.

JUSTIN LING (VICE News): Hey, good morning.

SUTCLIFFE: A new public narrative. | guess that means the RCMP wants to convince Canadians that they need these
new powers.

LING: Yeah, that's basically it. | mean, these documents that we obtained pretty clearly lay out exactly how the RCMP
wants to both lobby the public, lobby government, lobby academia, lobby the telecommunications industry to basically get
on side with them on this request for more cyber surveillance powers. It's... it's an interesting document. | mean, in black
and white, they're basically saying we need to reframe the debate around lawful access. And if you'll remember lawful
access was a favourite buzzword of Vic Toews back when he introduced Bill C-30 which, you know, later got re-branded
the ‘cyber snooping act’ but was originally called the Protecting Canadians from Child Pornographers Act, or something of
that ilk. Lawful access was his favourite catchphrase.

Lawful access is now essentially a dirty word in Ottawa. Whenever you say it, it rekindles images of Vic Toews
proclaiming: you're either with us or you're with the child pornographers. So the RCMP here is saying, okay, you know,
that old rhetoric is not going to work here so what can we say instead? And the new public narrative essentially involves
them talking about the problems around going dark, and encryption, and, you know, their inability to obtain certain
communications on the Internet. And, you know, their whole philosophy on selling this is to basically go to the public and
give them examples of where encryption or, you know, new technology has thwarted their efforts on terrorism or
cybercrime or you name it.

And, you know, part of this is well and good, and | imagine there's people out there saying, yeah, that's fine. | mean, you
know, the RCMP should have the right to make this case. And that's certainly true to an extent except part of the problem
here is that they’re being deliberately vague and they're kind of running this shadow campaign. They're not coming out
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and actually saying what they want, they're sort of alluding to it and suggesting it and using the media as sort of a conduit
to ask for some of these powers. And, you know, I'm not sure that that's the right way they should be going about this.

SUTCLIFFE: | do have some sympathy for the RCMP being put in the position of having to follow up on some threats to
the country, national security threats, but at the same time being limited in what it can do. And I'm sure that can be
frustrating at times. But obviously there are limits to how far it should be able to go before crossing into the invasion of
privacy of many people. So is this... are they... do they want more powers? Do they want the public to have more
sympathy for them? What's at the heart of this, ultimately?

LING: Okay, so let's look at one of the specific problems they've identified. And that's the problem of, you know, the
perceived problem of encryption. You know, the RCMP have suggested, and not really in black and white said, but
they've suggested, that they would like some sort of a lawful authority to force either an individual or a company to decrypt
communications that they've obtained that are encrypted. And on paper that sounds fine. On paper a lot of people will
say, you know, if you're a drug dealer or a terrorist and you've encrypted all of your text messages or your emails, the
RCMP should have the authority to break that encryption.

On paper that makes a lot of sense. But when you actually drill down on it — and this is kind of the disingenuous thing the
RCMP is doing -- when you drill down on this, that doesn't make any sense. On the one hand, everybody has the right to
be free from self-incrimination. You know, the RCMP can't necessarily, you know, compel you to give over information on
yourself. The RCMP can't compel you to talk. They can't force you to take the stand at your own trial. So this is a long-
standing legal precedent. The RCMP can't necessarily compel you to give over the password to your entire life. That's
nothing they have the authority to do. Our constitution protects you from that.

So, you know, that's one problem. The other problem is that in a lot of cases, companies can't break their own
encryption. We saw this a couple of months ago in the San Bernardino case. The FBI wanted Apple to decrypt the
iPhone of one of the San Bernardino attackers. Apple came back and said, listen, we don't have the decryption key. We
don't make a decryption key for every one of our phones. If we did, that would be a huge cyber security problem. If
somebody ever got a hold of that decryption key they could break into every single iPhone in the world. Now that's a
problem. There's a reason why these decryption keys don't exist. So if you're going to force companies to build that
decryption key, you are completely undercutting your cyber security nationwide, and cyber security experts are basically
saying that that's a catastrophic scenario.

Now a couple of months ago VICE News reported that Blackberry had actually given over its global decryption key to the
RCMP. That raised a lot of alarm bells amongst a lot of people and, you know, there was a big conversation there about
whether or not Blackberry was a company you ought to stay with because they have such apparently such poor cyber
security that they would do such a thing.

So, you know, there is a big debate to be had here but | think if the RCMP wants to have it it's incumbent on them to just
come out and have that debate. We've seen recently that the RCMP, you know, participated in a long back and forth with
the Toronto Star and the CBC where they kind of laid out summaries of certain investigations where they were thwarted
by encryption or whatever.

SUTCLIFFE: Right.

LING: But they wouldn't get specific there. They didn't actually say, you know, if we had this power we would have solved
the case. At no point did that happen. And there is... and every one of those summaries | read, you can sit there and
read it and go, there's no solution to this, you know, this is just a reality. If a criminal gets on a plane and flies to North
Korea, there's nothing we can do. You know, the solution there is not to invade North Korea or whatever. There's certain
barriers to investigations that are just going to exist no matter what. And if we can talk about reasonable ways in which
we can kind of work around that, but this sort of... this RCMP campaign of just sort of highlighting the problems and
pushing them into the public conversation without having a real conversation about what the solutions are, | think is a
problem.

SUTCLIFFE: We're almost out of time but just quickly, before we let you go Justin, they're suggesting that we're far
behind some of the other countries in the so-called Five Eyes partnership. Is that true?

LING: Yes and no. So there's this kind of summary that the RCMP provided about what powers exist in New Zealand,
and Australia, and the UK, and the USA. So, a lot of the powers — and these are powers of forcing decryption, of retaining
communications on certain network servers. Those powers have just got passed in the United Kingdom and they are
highly controversial. They are very, very problematic according to a lot of privacy experts. Similarly in Australia and in
New Zealand these powers are very new. We don't really know what the ramifications are yet. In the USA... the USA
only has a couple of these powers that the RCMP are requesting and they date back to the Patriot Act. We all know that
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that is not exactly something that we want to go forward with here in Canada. So they're being a little disingenuous when
they highlight these powers. These powers are very new, very controversial, and | don't know that, you know, that they
made the case that they deserve them yet.

SUTCLIFFE: All right Justin. Great stuff. Thank you very much for joining us today. Appreciate it.

LING: Thanks for having me.

SUTCLIFFE: Justin Ling is the Canadian features editor at VICE News. You can read his article online.

NOTE: TRANSCRIPTS CANNOT BE SHARED OR TRANSFERRED OUTSIDE OF YOUR DEPARTMENT.

Questions? Please contact us at PS.PSPMediaCentre-CentredesmediasPSP.SP@Canada.ca.
Questions? Veuillez communiquer avec nous au PS.PSPMediaCentre-CentredesmediasPSP.SP@Canada.ca

Sent to : INTERNAL; IINTERNAL 2; RCMP Breaking News
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Inside the RCMP's plan for a ‘'new public narrative' on cyber surveillance

A four-page memo obtained by VICE News sheds light on how the Royal Canadian Mounted Police
intends to lobby the public for new surveillance powers. As the Trudeau government contemplates new
powers for the federal police force, the documents call for the RCMP to push for “the creation of a new
public narrative around why police need judicially authorized and timely access to online information.” The
memo was prepared by the RCMP in advance of a February meeting in Washington, D.C., where Public
Safety Minister Ralph Goodale sat down with his American, British, Australian, and New Zealand
counterparts in the Five Eyes intelligence partnership. “Foremost, the problem must be articulated in
terms of its impact on safety and the economic well-being of individuals and businesses,” the memo,
obtained through an access to information request, states. “This will require messaging that aims to re-
establish the importance of balancing community safety needs with online privacy and anonymity
expectations.” The memo lists four perceived problems where the RCMP want to push this “new public
narrative” — a lack of interception hardware on Canadian telecommunication networks, the use of
encryption to protect communications, the deletion of user data by companies, and the inability to obtain
users’ data hosted in some foreign countries. All four of these issues later showed up in national security
consultations set up by the Liberal government, spearheaded by Minister Goodale. Those consuitations
will inform new anti-terrorism legislation expected in the new year... “It will be important for the Public
Safety Portfolio to reframe ‘lawful access’ as broader ‘going dark’ digital evidence challenges,” the
February memo reads. The Public Safety Portfolio includes everyone from Minister Ralph Goodale to the
Canadian Security Intelligence Service and the Canadian Border Services Agency. Minister Goodale has,
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himself, been using the rhetorical device of “going dark” more and more lately. It has also been a
catchphrase that FBI Director James Comey has employed liberally in recent years... A request sent to
Minister Goodale’s office about the nature of the memo, and on whether his office signed off on this new
public relations plan, went unanswered. The last time these powers were on the table, under the guise of
Bill C-30 and “lawful access,” it was met with widespread backlash. That legislation would have given
police warrantless access to internet users’ personal data, required telecommunications companies to
install interception powers on their networks, and would have forced companies to decrypt information on
their networks. The RCMP has put those powers back on the table, and Goodale’s national security
consultations have raised the spectre of re-writing those proposals into law. Vice News (2016-11-29)

Canada’s Police Allowed Journalists to ‘Embed’ to Argue For More Surveillance

Police in Canada have been making their case in the media for greater powers to crack encryption and
other digital privacy measures, which they say are increasingly stymying investigations into criminal
activities online. To demonstrate the need for expanded powers, federal police recently gave
“unprecedented access” to two of the country’s biggest media outlets. The RCMP allowed journalists from
the Toronto Star and the CBC to access 10 “top secret” case files, which were essentially vetted
summaries prepared by police, intended to illustrate the roadblocks that investigators say they are coming
up against. The CBC/Star five-part investigative series, which was published in November, sparked
widespread debate about police powers and privacy online. In Motherboard, critics accused the police of
using the media to spark “moral panic” about encryption. Talk from RCMP officials about “going dark”
mirrors language used by the FBI in the US, which has had its own debate about these issues going back
for years. Canada is in the midst of a public consultation on a green paper on national security that
highlights four proposals, including one that would give police “warrantless access” to Canadians' basic
internet subscriber information. Police argue that they need expanded digital powers to keep us all safe
from crime. Privacy advocates, on the other hand, say that the police already have wide-ranging
capabilities to surveil Canadians, maybe more now than than ever. And encryption, of course, isn't just
used by criminal. Motherboard (2016-11-29)

CONTRACT & ABORIGINAL POLICING / SERVICE DE POLICE CONTRACTUELS ET
AUTOCHTONES

Update: Bust nets drugs, weapons and cash

You could smell the room before you walked into it. RNC and RCMP police officers with the Combined
Forces Special Enforcement Unit spoke to reporters Tuesday afternoon about what they say is a
significant drug bust, and displayed the drugs — four kilograms of cocaine, up to 30 pounds of marijuana,
a kilogram of hash and 100 oxycodone pills, with a total street value of about $750,000 — on a table.
Other items seized by police were also on display, including $340,000 in Canadian cash, two guns, bear
spray, and an aluminum baseball bat with five blades from a utility knife taped to the end. “We believe this
is going to make a significant impact,” said Supt. Marlene Jesso, officer in charge of the unit. “We believe
they've been operating for quite a long time now, so we think it will definitely put a dent in it for a while, for
sure.” The Telegram (Western Star) (2016-11-30); CBC News; VOCM (2016-11-29)

Gang ‘ego’ behind recent violence

The bullets are flying, and a string of recent shootings in the Winnipeg area - including three in as many
days- are believed to be the result of rising tensions within the criminal underworld over lucrative drug turf
and profits. Six people have been shot in less than two weeks, one of them fatally. No arrests have been
made in any of the attacks. "Various microcosms are becoming more brazen. The proliferation of
handguns in our gang members' hands has been there a long time. They seem more apt to use them now
as opposed to just showing or flashing for threats and intimidation," a veteran police officer told the Free
Press Tuesday. His name isn't being published because he is not authorized to speak on the issue. (...)
RCMP are investigating the case, which occurred on Raleigh Street in East St. Paul. The victims were
listed in stable condition. RCMP said Tuesday the incident was not random and they are looking for
information on a light-coloured, four-door sedan seen leaving the area around 6:15 a.m. Monday with the
headlights off. Three men were believed to be inside. Winnipeg Free Press, B1
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SUBJECT:
RCMP PLAN TO REFRAME DEBATE OVER SURVEILLANCE

MARK SUTCLIFFE (Host): We are joined now by Justin Ling, the Canadian features editor at VICE News, who has a
story about how the RCMP wants to create a new public narrative around why police need judicially authorized and
timely access to online information. This is all about the balance between privacy and foIIowmg up on terrorist threats
and monitoring what people are doing online.

Justin Ling joins us on Ottawa Today. Good morning.

JUSTIN LING (VICE News): Hey, good morning.

SUTCLIFFE: A new public narrative. | guess that means the RCMP wants to convince Canadians that they need
these new powers.

LING: Yeah, that's basically it. | mean, these documents that we obtained pretty clearly lay out exactly how the RCMP
wants to both labby the public, lobby government, lobby academia, lobby the telecommunications industry to basically
get on side with them on this request for more cyber surveillance powers. It's... it's an interesting document. | mean,
in black and white, they're basically saying we need to reframe the debate around lawful access. And if you'll
remember lawful access was a favourite buzzword of Vic Toews back when he introduced Bill C-30 which, you know,
later got re-branded the ‘cyber snooping act’ but was originally called the Protecting Canadians from Child
Pornographers Act, or something of that ilk. Lawful access was his favourite catchphrase.

Lawful access is now essentially a dirty word in Ottawa. Whenever you say it, it rekindles images of Vic Toews
proclaiming: you're either with us or you're with the child pornographers. So the RCMP here is saying, okay, you
know, that old rhetoric is not going to work here so what can we say instead? And the new public narrative essentially
involves them talking about the problems around going dark, and encryption, and, you know, their inability to obtain
certain communications on the Internet. And, you know, their whole philosophy on selling this is to basically go to the
public and give them examples of where encryption or, you know, new technology has thwarted their efforts on
terrorism or cybercrime or you name it.

And, you know, part of this is well and good, and | imagine there's people out there saying, yeah, that's fine. | mean,
you know, the RCMP should have the right to make this case. And that's certainly true to an extent except part of the
problem here is that they're being deliberately vague and they're kind of running this shadow campaign. They're not
coming out and actually saying what they want, they're sort of alluding to it and suggesting it and using the media as
sort of a conduit to ask for some of these powers. And, you know, I'm not sure that that's the right way they should be
going about this.
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SUTCLIFFE: | do have some sympathy for the RCMP being put in the position of having to foII [?_g?m%giﬁ?@m%%gﬁé en vertu
to the country, national security threats, but at the same time being limited in what it can do. And T SUrEthat ¢an Be
frustrating at times. But obviously there are limits to how far it should be able to go before crossing into the invasion of
privacy of many people. So is this... are they... do they want more powers? Do they want the public to have more

sympathy for them? What's at the heart of this, ultimately?

LING: Okay, so let's look at one of the specific problems they've identified. And that's the problem of, you know, the
perceived problem of encryption. You know, the RCMP have suggested, and not really in black and white said, but
they've suggested, that they would like some sort of a lawful authority to force either an individual or a company to
decrypt communications that they've obtained that are encrypted. And on paper that sounds fine. On paper a lot of
people will say, you know, if you're a drug dealer or a terrorist and you've encrypted all of your text messages or your
emails, the RCMP should have the authority to break that encryption.

On paper that makes a lot of sense. But when you actually drill down on it — and this is kind of the disingenuous thing
the RCMP is doing -- when you drill down on this, that doesn't make any sense. On the one hand, everybody has the
right to be free from self-incrimination. You know, the RCMP can't necessarily, you know, compel! you to give over
information on yourself. The RCMP can't compel you to talk. They can't force you to take the stand at your own

trial. So this is a long-standing legal precedent. The RCMP can't necessarily compel you to give over the password to
your entire life. That's nothing they have the authority to do. Our constitution protects you from that.

So, you know, that's one problem. The other problem is that in a lot of cases, companies can't break their own
encryption. We saw this a couple of months ago in the San Bernardino case. The FBI wanted Apple to decrypt the
iPhone of one of the San Bernardino attackers. Apple came back and said, listen, we don't have the decryption
key. We don't make a decryption key for every one of our phones. If we did, that would be a huge cyber security
problem. If somebody ever got a hold of that decryption key they could break into every single iPhone in the

world. Now that's a problem. There's a reason why these decryption keys don't exist. So if you're going to force
companies to build that decryption key, you are completely undercutting your cyber security nationwide, and cyber
security experts are basically saying that that's a catastrophic scenario.

Now a couple of months ago VICE News reported that Blackberry had actually given over its global decryption key to
the RCMP. That raised a lot of alarm bells amongst a lot of people and, you know, there was a big conversation there
about whether or not Blackberry was a company you ought to stay with because they have such apparently such poor
cyber security that they would do such a thing.

So, you know, there is a big debate to be had here but | think if the RCMP wants to have it it's incumbent on them to
just come out and have that debate. We've seen recently that the RCMP, you know, participated in a long back and
forth with the Toronto Star and the CBC where they kind of laid out summaries of certain investigations where they
were thwarted by encryption or whatever.

SUTCLIFFE: Right.

LING: But they wouldn't get specific there. They didn't actually say, you know, if we had this power we would have
solved the case. At no point did that happen. And there is... and every one of those summaries | read, you can sit
there and read it and go, there's no solution to this, you know, this is just a reality. If a criminal gets on a plane and
flies to North Korea, there's nothing we can do. You know, the solution there is not to invade North Korea or
whatever. There's certain barriers to investigations that are just going to exist no matter what. And if we can talk
about reasonable ways in which we can kind of work around that, but this sort of... this RCMP campaign of just sort of
highlighting the problems and pushing them into the public conversation without having a real conversation about what
the solutions are, | think is a problem.

SUTCLIFFE: We're almost out of time but just quickly, before we let you go Justin, they're suggesting that we're far
behind some of the other countries in the so-called Five Eyes partnership. Is that true?

LING: Yes and no. So there's this kind of summary that the RCMP provided about what powers exist in New Zealand,
and Australia, and the UK, and the USA. So, a lot of the powers — and these are powers of forcing decryption, of
retaining communications on certain network servers. Those powers have just got passed in the United Kingdom and
they are highly controversial. They are very, very problematic according to a lot of privacy experts. Similarly in
Australia and in New Zealand these powers are very new. We don't really know what the ramifications are yet. In the
USA... the USA only has a couple of these powers that the RCMP are requesting and they date back to the Patriot
Act. We all know that that is not exactly something that we want to go forward with here in Canada. So they're being
a little disingenuous when they highlight these powers. These powers are very new, very controversial, and | don't
know that, you know, that they made the case that they deserve them yet.

SUTCLIFFE: All right Justin. Great stuff. Thank you very much for joining us today. Appreciate it.

LING: Thanks for having me.
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Privacy watchdogs urge caution with encryption laws
CBC News

Matthew Braga

December 6, 2016 15h00 ET

Privacy watchdogs from across Canada warned the government on Tuesday to "proceed cautiously" before passing
encryption legislation — a move that would have the potential to undermine the security of everything from financial
transactions to online communication.

The warning comes at a time when government and law enforcement agencies have been seeking the ability to access
encrypted information, the lack of which they see as a growing investigative problem.

However, both privacy and cryptography experts have long warned that efforts to weaken or defeat encryption for police
puts the security of all users at risk.

The government is currently soliciting feedback and holding public consultations on this and other national security issues,
as part of its pledge to to repeal the "problematic elements"” of Bill C-51.

In a submission to Public Safety Canada, Canada's Privacy Commissioner Daniel Therrien and his colleagues warned
against introducing any legislation aimed squarely at encryption, as well as other proposed powers that police do not
currently have.

“The government should only propose and Parliament should only approve new state powers if they are demonstrated to
be necessary and proportionate — not merely convenient,” Therrien said in a prepared statement to reporters Tuesday
morning in Ottawa. The statement was also posted to the commissioner's website.

Existing tools should be examined

A recurring theme of the group's submission is that police have not provided adequate evidence for why they should
require additional powers — such as expanded data retention requirements, or lower thresholds for acquiring basic
subscriber information — nor explained why existing tools are insufficient.

Therrien, along with the country's other provincial and territorial commissioners, are advocating for a closer examination of
existing tools, and recommending that some rules should even be tightened.

"This is not the time to further expand state powers and reduce individual rights,” Therrien said in his statement.

“This is the time to enhance both legal standards and oversight to ensure we do not repeat past mistakes and achieve
real balance between security and respect for basic individual rights."

Legal measures sought

One particularly divisive issue is the matter of encryption — cryptographic protections that prevent attackers and police
alike from eavesdropping on messages as they travel across the internet, or from accessing files on a password-protected
device.

"There is currently no legal procedure designed to require a person or an organization to decrypt their material,"
according to Public Safety Canada's "National Security Green Paper,” which was released in September to "prompt
discussion and debate about Canada's national security framework."
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Both law enforcement and government agencies have increasingly characterized encryption as an impediment to
investigations, a problem they refer to as "going dark.” Canada's police chiefs, for example, recently called on the
government to introduce legal measures that deal with encryption, and the US Senate introduced a draft bill addressing
encryption earlier this year.

Yet Therrien argues that powers that came into force with Bill C-31 last year already allow police to seek "assistance" in
decrypting information, without compromising the underlying technology behind encryption.

“The crux of the problem springs from the fact there is no known way to give systemic access to government without
simultaneously creating an important risk to the security of this data for the population at large," the submission reads.
"Laws should not ignore this technological fact."

The country's privacy watchdogs suggest "technical solutions which might support discrete, lawfully authorized access to
specific encrypted devices, as opposed to imposing general legislative requirements."
Push for transparency

Encryption isn't the only issue dealt with in the Privacy watchdogs' submission.

Metadata is a perennial concern, and the submissions suggests more stringent legislation under which metadata can be
collected and shared with police, as well as international partner agencies.

The commissioners also call on the government to strengthen requirements that private companies and government
agencies "be open about the number, frequency and type of lawful access requests they respond to," in regularly issued
transparency reports.

They also propose an expanded oversight committee that includes independent expert reviewers, and would oversee all
agencies that have a role in national security, calling the government's current proposat "insufficient."

Sent to: INTERNAL,; INTERNAL 2; RCMP Breaking News
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* Amended national security committee bill sails through committee: Conservatives argue
changes don’t go far enough, NDP say they’re a good start

The Liberal government’s legislation to create a new national security committee of parliamentarians
sailed through committee late Tuesday afternoon and is set to head back to the House of Commons with
several significant amendments. (...) Atits heart, the bill aims to fulfill a Liberal campaign promise to
create an all-party committee tasked with overseeing the activities of Canada’s national security
agencies. Public Safety Minister Ralph Goodale announced Ottawa South MP David McGuinty as chair
of the committee in January, five months before the bill itself was tabled in Parliament. The government’s
power to appoint the chair has been among the core points of contention for critics of the bill. (...)
However, it's not yet clear what the government’s approach will be to honouring those changes: C-7 is
under review by Minister Goodale and he has not yet said whether he will accept those changes. “One
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would be a place for people to go, if that happens again. The club raised $80,000 to buy a generator and
emergency supplies. It also built an additional storage room with a government grant. CBC News

* Flood victims give back to Salvation Army in annual Christmas drive

The Salvation Army in Sydney, N.S., has had a heartwarming surprise this holiday season. With
hundreds of people hit by flooding and even more losing jobs out West, the church expected fewer
donations to its Christmas campaign. Early indications, however, are they will reach their $140,000 goal
by Christmas, according to Capt. Corey Vincent. On top of that, those donations are flowing from
unexpected sources. "We've noticed that many of our donations are coming from the [flood] disaster
area,” said Vincent (...) For weeks following the flood, the Salvation Army mobile unit took two hot meals
a day to people working in their flooded homes. "You don't realize that even in the midst of tragedy just a
small act of kindness of giving a hot meal can be appreciated so much," Vincent said. CBC News

* La Ville achemine des solutions a Marc Garneau

Pendant que la Coalition des citoyens et organismes engagés pour la sécurité ferroviaire au centre-ville
de Lac-Mégantic est en croisade a Ottawa cette semaine, la Ville de Lac-Mégantic révele qu'elle a fait
parvenir au ministre des Transports Marc Garneau la semaine derniére «des pistes de solutions afin
d'accélérer I'étude de faisabilité de la voie de contournement ferroviaire». «Nous avons entendu la
demande des Méganticois de voir se construire le plus rapidement possible une voie ferrée qui
contournerait le centre-ville. Nous avons fait nos devoirs et nous avons proposé au ministre des
Transports un scénario pour accélérer ['étude», annonce le maire Jean-Guy Cloutier. Dans un
communiqué émis en fin de journée mardi, sans plus d'explications sur la nature des pistes de solutions
proposées, le maire Cloutier répéte que la construction d'une voie de contournement ferroviaire est un
projet essentiel au rétablissement de la population de Lac-Mégantic. La Tribune, 4 (L'Voix de I'Est)

* Airbus seen winning $3B deal for search and rescue planes

The Liberal government will announce the winner of a multi-billion dollar program for new search and
rescue aircraft on Thursday, even as industry sources say aerospace giant Airbus has won the deal. The
announcement was planned for Winnipeg on Thursday but, at the last minute, was changed to the
Canadian Forces base at Trenton, Ont., sources say. The Airbus C-295 was selected over the C-27J built
by the Italian firm, Leonardo. The $3-billion project is divided into a contract for the acquisition of the
aircraft and another contract for 20 years of in-service support. Postmedia (National Post, A12; Ottawa
Citizen)

NATIONAL SECURITY CONSULTATIONS / CONSULTATIONS SUR LA SECURITE
NATIONALE :

* Protect privacy of subscribers, but don’t stick us with the bill, CWTA tells Ottawa

Canadian wireless carriers shouldn’t be stuck with the bill if new legislation or regulations requires them to
buy new equipment to intercept or collect subscriber communications or metadata, says an industry
group. As part of a public consultation on updating the country’s national security framework the
Canadian Wireless Telecommunications Association (CWTA), which lobbies for most of the country’s
wireless carriers, wrote Ottawa last week to say that giving police and intelligence agencies more timely
access to basic subscriber information “must consider the impact on service providers and the privacy
rights of Canadians.” (...) Public Safety Canada is looking at updating the country’s security framework,
everything from lawful access to carrier data to getting better access to encrypted data of criminals. The
wind-up to the consultation comes as the U.K. just enacted a new law forcing Internet providers to record
every subscriber's top-level Web history in real-time for up to a year, and to force companies to decrypt
data on demand. Providers here worry that any new Canadian national security framework will demand
they, too, store customer metadata — from browsing histories to wireless location data ~ for lengthy
periods of time, and that they be ordered to buy expensive equipment allowing police to more easily tap
into data feeds. Cartt (2016-12-06)
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Security shouldn't trump privacy, watchdogs say

Privacy watchdogs from across the country have come together to challenge proposals to expand police
and intelligence agencies' powers. Federal privacy commissioner Daniel Therrien told a press
conference Tuesday that state spying and investigative powers have "already been significantly
increased" in recent years. The RCMP have recently undertaken a public push for more powers to
investigate online crime, arguing privacy-protecting software and laws are preventing them from catching
criminals. But Therrien suggested the balance is actually tipped in police agencies' favour, and argued
for greater legal safeguards to protect Canadians' privacy. In my view, this is not the time to further
expand state powers and reduce individual rights," Therrien said in a statement. "Rather, it is time to
enhance both legal standards and oversight to ensure we do not repeat past mistakes and that we
ultimately achieve real balance between security and respect for basic individual rights." The
commissioner's comments come as the Liberals wrap up a months-long consultation on Canada's
national security apparatus. The Liberals have pledged to repeal "problematic" elements of the previous
Conservative government's controversial terrorism law, Bill C-51, and have promised to put in place
meaningful oversight for the country's 17 national security agencies. Toronto Star, A8; Globe and Mail;
Le Devoir; La Presse+ (2016-12-07); Canadian Press (Metro News); CBC News; IT World Canada;
iPolitics (2016-12-06)
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implement them. The Liberal government has struck an inquiry on missing and murdered indigenous
women and it pledged billions of dollars in its most recent budget to improve drinking water on reserves
and support education, among other plans.” Hill Times

Pearl Harbor still haunts us

An editorial piece states, “Seventy-five years ago today, planes from the Japanese navy attacked the
U.S. Pacific Fleet anchored in Hawaii's Pearl Harbor, "a date which will live in infamy," in the words of
U.S. president Franklin D. Roosevelt. It was indeed a day of infamy, and was followed within hours by
Japan's attack on Hong Kong, where about 2,000 Canadian troops were stationed, 290 of whom were
killed in the two-week battle that followed, with another 264 dying over the next four years because of the
inhumane conditions in Japanese prison camps. But the infamy, sadly, was not confined to the Japanese
military. Within months, Japanese immigrants and citizens of Japanese descent were interned in Canada
and the U.S., deprived of their property and rights and treated as enemies. The supposed justification
was that they posed a threat to security as potential enemy agents, despite the complete lack of
evidence. "From the army point of view, | cannot see that Japanese Canadians constitute the slightest
menace to national security," wrote Maj.-Gen. Kenneth Stuart, the head of the Canadian army. The
RCMP, too, saw no reason to question the loyalty of Japanese-Canadians. Yet the pressure to intern
people of Japanese descent grew, and most of that pressure came from B.C., where it was clear the
motivation was long-standing racism, not national security. The roundup of Japanese fishing boats began
the day after the Pearl Harbor attack. Following the impoundment of the fishing fleet, other Japanese-
Canadians began to feel the effects of the war. The Canadian Pacific Railway began firing porters and
section hands. Other businesses followed suit in discharging Japanese-Canadian employees, and
Japanese businesses were vandalized.” Times Colonist

OTHER / AUTRES

Protect privacy of subscribers, but don’t stick us with the bill, CWTA tells Ottawa

Canadian wireless carriers shouldn’t be stuck with the bill if new legislation or regulations requires them to
buy new equipment to intercept or collect subscriber communications or metadata, says an industry
group. As part of a public consultation on updating the country’s national security framework the
Canadian Wireless Telecommunications Association (CWTA), which lobbies for most of the country’s
wireless carriers, wrote Ottawa last week to say that giving police and intelligence agencies more timely
access to basic subscriber information “must consider the impact on service providers and the privacy
rights of Canadians.” (...) Public Safety Canada is looking at updating the country’s security framework,
everything from lawful access to carrier data to getting better access to encrypted data of criminals. The
wind-up to the consultation comes as the U.K. just enacted a new law forcing Internet providers to record
every subscriber's top-level Web history in real-time for up to a year, and to force companies to decrypt
data on demand. Providers here worry that any new Canadian national security framework will demand
they, too, store customer metadata — from browsing histories to wireless location data — for lengthy
periods of time, and that they be ordered to buy expensive equipment allowing police to more easily tap
into data feeds. Cartt (2016-12-06)

Here Are the Next 20 Standing Rocks' According to Frontline Activists

Anyone with even a passing knowledge of energy politics surely knows what a massive, unexpected
victory it was for thousands of Standing Rock campers when the US Army announced its decision to
block the Dakota Access pipeline from its planned route. (...) Even before that surprise, Indigenous
groups north of the border were already encouraged by what was happening in Standing Rock. Just last
month, Kanesatake Grand Chief Serge Simon made it clear that mass civil disobedience is on the table
for Indigenous people opposing megaprojects. The Mohawk leader told APTN Canada could see "20
Standing Rocks" if projects go ahead without free, prior and informed consent. (...) Kinder Morgan's
recently-approved Trans Mountain expansion, which will transport raw bitumen from Alberta through BC's
lower mainland, is the most obviously heated pipeline fight in Canada, and one the major political players
are already gesturing toward. "The Standing Rock Sioux won today, and we will win on Kinder Morgan,"
Green Party Leader Elizabeth May said in an email blast yesterday. Opponents say the project will
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Rowe, Melissa (PS/SP)

From: ‘ Miller, Kevin (PS/SP)

. Sent: . Thursday, December 08, 2016 10:21 AM
To: Baker3, Ryan (PS/SP)
Subject: FW: Urgent - NS Consult Line Needed -

Attachments: PS-SP-#1860341-v1J-Qs&As_-_NS_Consultation.doc

From our Qs and As:

We have published a discussion paper to provoke further debate and to prompt input. It raises ten areas of possible
interest for Canadians to consider. And there may well others. It's up to Canadians to decide what they want to discuss.
Remember this discussion paper does not purport to be some statement of new government policy. It's intended to raise
issues, to simulate input and to get people engaged; that's good cause this is a very vital topic. (This is a direct quote
from the launch of the consultation)

From the consultation website — disclaimer - https://www.publicsafety.gc.ca/cnt/cnslttns/ntnl-scrt/index-en.aspx

Please note that participation in this consultation — in whole or in part — is voluntary. Acceptance or refusal to participate
will in no way affect any relationship with the Government of Canada or with any of its organizations. The information
provided during this engagement initiative can be subject to Access to Information and Privacy requests and will be
administered in accordance with the Access to Information Act and Privacy Act.

From: Grenier, Julie (PS/SP)

Sent: Thursday, December 08, 2016 10:16 AM

To: Baker3, Ryan (PS/SP); Miller, Kevin (PS/SP)

Cc: Magee, Heather (PS/SP); Gowing, Andrew (PS/SP)
Sub]ect RE: Urgent - NS Consult Line Needed

Hi Ryan,

We do not have an existing line re: Privacy Act. There isa drsclalmer on the online consultation re: ATIP & Privacy — this
aspect was led by Policy & Web (possibly with input from szen Engagement) so they might be able to help you craft
something. The Policy lead is Yacirie Touizrar.

I've attached our Supporting Qs&As on the consultation in case that’s helpful.

For the latter question about bias in the Green Paper — here’s a quote from the Minister to consider:

We have published a discussion paper to provoke further debate and to prompt input. It raises ten areas of possible
interest for Canadians to consider. And there may well others. It's up to Canadians to decide what they want to discuss..
Remember this discussion paper does not purport to be some statement of new government policy. It's intended to raise
Issues, to simulate input and to get people engaged; that's good cause this is a very vital topic. (This is a direct quote from
the launch of the consultation)

Julie G
Tel : 613-993-4415]| BB : 613-410-6059

“ From: Baker3, Ryan (PS/SP)
Sent: Thursday, December 08, 2016 10:07 AM
To: Grenier, Julie (PS/SP); Miller, Kevin (PS/SP)
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Cc: Magee, Heather (PS/SP); Gowing, Andrew (PS/SP)
Subject: Urgent - NS Consult Line Needed
Importance: High

Hi Kevin and Julie,

Do we have a line that explains how the NS consultation approach is in line with the Privacy Act? MO wants one quickly
and wants to ensure the wording is appropriate, given an official privacy impact assessment wasn’t done.

The request is in response to this story on the Huffington Post (see near the end about the consultation).
http://www.huffingtonpost.ca/daniel-tencer/liberals-canada-surveillance-data-retention-lawful-
access b 13493112.html :

Any other lines we have about how the consultation questions were developed and are objective in nature would help
too, as the story suggests some of the questions are deliberately leading.

Lastly, are these the latest lines on the NS consultation? I'd like to share a package with Scott.

e The Government of Canada is conducting a public consultation to obtain Canadians’ views to.ensure
Canada’s national security framework is effective in keeping Canadians safe, while also safeguarding
our values in a free and democratic society :

e These consultations are one part of the government's approach to national security issues. In June, the
government also introduced new legislation to create a "National Security and Intelligence Committee
of Parliamentarians" to strengthen scrutiny and accountability of all our security agencies. It is also
working on the establishment of a new national office and centre of excellence to bolster and
coordinate community efforts to prevent vulnerable individuals from being radicalized to violence. In
addition, it has undertaken a complete re-examination of Canada's cyber-security capabilities.

e The Government believes it is important for Canadians to be informed and engaged in a discussion on
these important elements of Canada’s national security framework.

e The input that the Government receives from Canadians, including experts, stakeholders, and
Parliamentarians, will help inform the development of national security law and policies.

e The Government is committed to_repealing the problematic elements of the former Bill C-51 and
ensuring that Canada’s counter-terrorism laws and policies comply with the Charter and respect
Canadian values. .

e The consultation supports the Government of Canada’s commitment to openness and transparency.

Ryan Baker

Director, Public Affairs / Directeur, Affaires publiques
Public Safety Canada / Sécurité pubhque Canada

Tel: (613) 991-3549

Mobile: (613) 796-9750

Ryan.Baker3@canada.ca
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l * Public Safety ~ Sécurité publique
Canada Canada

Questions and Answers

Consultation on National Security

Context: On September 8, the Government launched a public consultation on national
security.

Q1. How were the topics selected for the consultation? (OR Why wasn’t x issue
included?)

A1. The Government is consulting Canadians on 10 key topics, as it believes it is important
for Canadians to be informed and engaged on various elements of Canada’s national
security framework. This includes, but is not limited to, measures contained in the
Anti-terrorism Act, 2015 (the former Bill C-51).

Canadians are also welcome to provide comments on the current national security
framework in general, if they wish.

Q2. Why is the Government consulting on such a broad range of topics when the
predominant topic of interest for discussion is the former Bill C-51? Doesn’t this
dilute the consultation?

A2: The measures enacted by the Anti-terrorism Act, 2015 operate within a greater national
security framework, with many other important components. The Government is committed
to ensuring that our national security framework and procedures are effective in keeping
Canadians safe, while also safeguarding our values in a free and democratic society. A
broad discussion on Canada’s framework is important to fulfilling this commitment.

Q3. Why didn’t the Government repeal the Anti-terrorism Act, 2015 (or the
problematic elements of the Act) and then consult on new legislation?

A3: The Government has been clear and consistent on the matter of former Bill C-51: it will
repeal the problematic elements of the legislation. This consultation is a first step in that
process, and will be instrumental in helping the Government ensure its national security
framework reflects Canadian values and priorities.

Q4. How can Canadians trust that the information will be used, and that this isn’t just |
window-dressing?

A4: The consultation process has been designed to ensure that the input we receive from
the public, stakeholders and experts is not only heard, but analyzed and evaluated, and
used to help inform the policy development process.

The Government will be transparent in informing Canadians about what it has heard, and
how the information will be used. The Government will be reporting back to Canadians
following the conclusion of the consultations.
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Q5. Will the Government be providing updates throughout the consultation process
to keep Canadians informed of its progress and any emerging trends?

A5: The Government of Canada is committed to openness and will keep Canadians updated
throughout this process.

The Government will be transparent in informing Canadians about what it has heard, and
how the information will be used. The Government will be reporting back to Canadians
following the conclusion of consultations.

Q6. How will the input be evaluated and balanced to ensure that neither safety nor
rights are compromised in relation to the new national security measures that could
be put in place?

AB: The Government is unwavering in its commitment to keep Canadians safe, and will not
compromise on the safety and security of Canadians.

The Government will integrate input received into the policy analysis and development
process to ensure that Canada’s national security framework is effective in keeping
Canadians safe, while also safeguarding our values in a free and democratic society.

Q7. If a majority of the participants indicate that they would like to see Bill C-51
repealed entirely, will the Government follow the wishes of Canadians and do so?

A7: The Government has been clear and consistent on former Bill C-51: it will seek to repeal
the problematic elements of the legislation. This commitment was reiterated in the federal
budget, and the Government will continue to move forward with it. This consultation is a first
step in that process, and will be instrumental in the development of national security laws
and policies.

Q8. When do you anticipate that the Government will introduce legislation to amend
the Anti-terrorism Act, 2015 (the former Bill C-51)?

A8. The consultation on national security will be ongoing until December 1, 2016. The
Government will be reporting back to Canadians following the conclusion of consultations on
what it has heard and next steps. It is anticipated that legislation would be introduced in
2017.

Q9. Will the consultation lead to an updated Counter-Terrorism Strategy?

A9: At this time, the Government of Canada is focusing on getting Canadians’ views on the
various consultation topics included in the consultation documents. Until the consultations
have concluded and a fulsome analysis of the input has been done, it is too early to
comment on what the possible outcomes from this process could entail.

Q10. When will the in-person consultations be held and who will be able to participate
in these sessions?
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A10: A series of open town hall events will take place in the fall. The dates and locations
will be provided on the consultation webpage as the events are confirmed. These
discussions will be open to the public.

In addition, the Government will hold targeted meetings with stakeholders and academic
experts in the national security field. The Government will keep Canadians informed on the
progress of the consultations, including the in-person component.

i+l
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COMDO / COMDO (PS/SP)

From: PSPMediaCentre / CentredesmediasPSP (PS/SP)

Sent: Tuesday, December 13, 2016 1:56 PM

To: Today's News / Actualités (PS/SP)

Subject: Transcript: Task Force on Cannabis Legalization and Regulation Chair Anne McLellan,

and Vice Chair Dr. Mark Ware, discuss their report to the Ministers of Justice, Health and
Public Safety - 2016-12-13 - 10:45 ET

DATE/DATE:
December 13, 2016, 10:45 a.m. (EST)

LOCATION/ENDROIT:
NPT, OTTAWA, ON

PRINCIPAL(S)/PRINCIPAUX:
Hon. Anne McLellan, Chair, Task Force on Cannabis Legalization and Regulation
Dr. Mark Ware, Vice-Chair, Task Force on Cannabis Legalization and Regulation

SUBJECT/SUJET:
Task Force on Cannabis Legalization and Regulation Chair Anne McLellan, and Vice Chair Dr. Mark Ware, discuss their
report to the Ministers of Justice, Health and Public Safety.

Moderator: Bon matin. Bienvenue au Théatre national de presse.

Welcome everyone to the National Press Theatre in Ottawa for the report of the Chair and Vice-Chair of the Task Force
on Cannabis Legalization and Regulation. We have the Honourable Anne McLellan. She will lead off with the English
portion, and after that, Dr. Mark Ware, he's the Vice-Chair, and he'll be doing the French section. And then we have to be
done by about 11:30. So I'll open the question list and hand over to Anne McLellan.

Hon. Anne McLellan: Thank you, Chris. Good morning everyone. Bonjour tous et toutes.

I am Anne McLellan and | am Chair of the Task Force on Cannabis Legalization and Regulation. With me is Dr. Mark
Ware, who has served as Vice-Chair to this task force. On behalf of the nine-person task force, we are pleased today to
present our report, a framework for the legalization and regulation of cannabis in Canada to the Ministers of Justice,
Public Safety and Health.

This report fulfils our mandate to consult and provide independent advice on the design of a new legislative and regulatory
framework. | would like to thank alf task force members for their dedication and thoughtful counsel throughout this
process. Members volunteered time and energy throughout the summer and fall to develop this report. Their expertise in
the fields of public health, law enforcement and justice were essential in ensuring that this report reflects an understanding
of the perspectives we heard. | would also like acknowledge and thank Mr. Bill Blair, the Parliamentary Secretary to the
Minister of Justice who served as government liaison to the task force, and provided valuable support throughout this
process.

The advice contained in our report is the culmination of more than five months of work. We traveled across the country
and heard from Canadians, including representatives of indigenous communities, parents, youth and patients who use
cannabis for medical purposes. We spent time with experts and organizations who shared their diverse perspectives and
helped us to appreciate the compiexities of legalization and regulation.

We met with officials from provincial, territorial, municipal and indigenous governments who emphasized the need for
close collaboration amongst all levels of government. We traveled to Colorado and Washington and spoke to officials in
the Government of Uruguay, the only other country to have legalized access to cannabis, to hear directly from those who
have had firsthand experience enacting systems for legal access to cannabis.
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Mark and | would like to thank all of those with whom we met as well as those experts, organizations and Canadians who
took the time to provide us with close to 30,000 responses. Our report contains more than 80 recommendations. Our
advice details safeguards we believe are important to achieve the objectives set out by the government to better protect
the health and safety of Canadians by regulating access to cannabis.

Our report presents measures to create a viable legal market which will be essential to meet the government's objective of
displacing the entrenched illicit market that exists in Canada today. And in setting out these measures, we recommend
taking a public health approach to minimize harms associated with cannabis use. We recommend a series of actions to
educate Canadians in advance of the coming changes in order to increase overall awareness and knowledge of cannabis,
including risks related to impaired driving.

We recommend the establishment of a well regulated production, manufacturing and distribution environment, including
production safety controls which would specify important things like appropriate pesticide use, safe packaging and
labeling requirements. We recommend rules to protect youth, including a minimum age of 18 to purchase cannabis and
restrictions on marketing and promotional activities.

Generally, we believe that it is appropriate to proceed with caution. We are only the second nation to move forward in this
way and we were told by those who have gone before to expect surprises. While there are important lessons to be
learned from places like Colorado and Washington State, designing and implementing a Canadian system is a unique
undertaking. Continued research will help us to better understand and mitigate risks associated with problematic use.

We also encourage additional research to enhance our understanding of the health benefits of cannabis. This is
particularly important when considering questions of cannabis for medical use. We did hear compelling accounts from
patients who told us of the benefits they experience from cannabis use and from researchers and the medical community
who call for more evidence to better understand its therapeutic potential.

It is for this reason, as well as existing jurisprudence, that we recommend maintaining the current regulations for medical
access to cannabis. In our judgement, the government will be in a better position to determine changes to the medical
access system once the new system for legal access is established. As we make clear in our report, certain activities
should remain subject to criminal penalties. For example, those who were found to be producing outside the legal
system, or who are found to be selling to minors or into international markets or who operate a motor vehicle while
impaired by cannabis.

- On the other hand, we believe that administrative sanctions such as tickets or fines are appropriate for minor

offenses. The overall integrity and success of this new system depends in large part on the effective enforcement of the
new rules. Therefore, we encourage all levels of government to make the necessary investments to increase capacity in
enforcement activities, especially in the initial years of implementation.

Our report makes clear that this initiative is complex, and that collaboration among governments is critical to its overall
success. The recommendations in our report, taken together, outline the foundations for a new system of regulatory
safeguards for legal access to cannabis that aims to better protect health and to enhance public safety. We provide our
report to the Ministers today with the conviction that Canada is well positioned to undertake this work carefully and
safely.

Thank you for your attention. And I will now ask my Vice-Chair, Dr. Mark Ware, to make some remarks. Mark.
Dr. Mark Ware: Merci Anne. Et bonjour tout le monde.

Comme Mme McLellan I'a indiqué, je suis le Dr Ware, et j'assume la fonction de vice-président dans ce groupe de travail
indépendant. A titre de médecin clinicien qui s'intéresse particulierement a la gestion de la douleur, j'étudie depuis
longtemps le cannabis a des fins médicales. J'ai pu constater un changement dans la culture canadienne qui nous a
mené au point ol nous sommes. Pour moi, la présentation de ce rapport constitue une étape importante et positive dans
cette évolution, et c'est un honneur pour moi d'y avoir joué un réle.

J'aimerais faire écho aux paroles de Mme McLellan et remercier tous ceux qui ont participé aux processus de
consultation. J'aimerais aussi remercier les membres du groupe de travail pour leur dévouement et leur

enthousiasme. En particulier, j'aimerais remercier notre présidente pour son leadership. En lui demandant de présider ce
groupe de travail, le gouvernement a fait le bon choix. Je pense que je peux parler au nom de I'ensemble du groupe de
travail lorsque je dis que ce rapport n‘aurait pas été produit en aussi peu de temps et avec une telle qualité sans son
leadership et son dévouement.
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Je ne répéterai pas tout ce que Mme McLellan a dit en ce qui concerne la formulation de plus de 80 recommandations
dans le rapport. Toutefois, j'aimerais mettre en évidence certains aspects. Nos recommandations décrivent en détails les
mesures de protection qui, selon nous, sont importantes pour atteindre les objectifs établis pour, par le gouvernement qui
sont de mieux protéger la santé et la sécurité des Canadiens en réglementant I'accés au cannabis.

Notre rapport présente des mesures visant & créer un marché légal. Cela rencontre les objectifs du gouvernement et
sera essentiel pour enrayer le marché clandestin de la drogue qui existe au Canada aujourd'hui. Dans la mise en ceuvre
de ces mesures, nous recommandons avant tout que le gouvernement adopte une approche de santé publique afin de
réduire au minimum les effets néfastes associés a la consommation de cannabis.

Cela veut dire qu'il faut étre conscient des risques associés aux habitudes de consommation, des risques pour les
populations vulnérables, ainsi que ceux liés aux marchés clandestins de la drogue. Nous recommandons de permettre la
culture personnelle & petite échelle en tant que moyen de rechange pour les consommateurs pour se procurer du
cannabis. Afin de limiter les risques, nous recommandons des mesures de protection appropriées telles que des limites
quant a la quantité et a la taille des plantes, des interdictions relatives au processus de fabrication, des mesures de
sécurité raisonnables et une surveillance par les autorités locales.

En général, nous estimons qu'il est approprié d'agir prudemment. Davantage de recherche nous aidera a mieux
comprendre et & atténuer les risques associés a la consommation du cannabis et d'en comprendre aussi les

avantages. La question est particulierement importante lorsqu'on étudie 'usage du cannabis a des fins médicales. Nous
avons entendu les récits convaincants des patients qui nous raconté les bienfaits qu'ils retirent de la consommation du
cannabis, ainsi que des chercheurs et du milieu médical qui demandent davantage de données afin d'obtenir une
compréhension plus approfondie du potentiel thérapeutique.

Les intéréts des médecins et des patients seront bien servis par 'avancement des recherches scientifiques et cliniques
sur |'utilisation thérapeutique du cannabis. Nous reconnaissons aussi l'importance d'élaborer et de mettre en ceuvre des
efforts de sensibilisation fondés sur les données probantes pour ceux qui travailleront & établir un nouveau systéme de
réglementation du cannabis.

Les Canadiens ont besoin de renseignements appropriés, équilibrés et crédibles sur le cannabis afin de s'assurer que les
efforts stratégiques tiennent compte de leurs besoins. De nouveaux renseignements et meilleur (inaudible) sans doute au
fur et @ mesure que nous mettons en place et surveilleront la nouvelle réglementation sur le cannabis.

Nous soulignons la nécessité de faire preuve de souplesse dans l'intégration des nouvelles connaissances dans la
politigue. Comme l'indique notre rapport, cette initiative est complexe et la collaboration entre les gouvernements est
cruciale pour sa réussite globale. Les recommandations émises dans le rapport exposent les fondements de nouveaux
systémes réglementaires visant I'accés légal au cannabis afin de mieux protéger la santé et d'améliorer la santé
publique.

Comme I'a dit la présidente, nous présentons aujourd’hui notre rapport aux ministres avec la conviction que le Canada est
en bonne posture pour entreprendre ce travail avec prudence et de fagon sécuritaire. Je vous remercie. Nous prendrons
maintenant vos questions.

Moderator: So we have 12 colleagues on this list and we have about, we were allotted about, till about 11:30 for
questions, and we've still got to get to the phones for a couple of west coast after that. So consider the question list now
closed, and we'll begin with Daniel Leblanc of The Globe and Mail.

Question: Hello Ms. McLellan.

Hon. Anne McLellan: Good morning. How are you Daniel?

Question: Very good. So the government will present legislation in the spring of next year. Do you think the regime can
be put in place in 2017, 2018, 2019? When do you think this can be in place?

Hon. Anne McLellan: That is actually a decision for the Government of Canada. Our mandate was to provide advice to
the government as to how they would, could go about legalization and creating a regulatory regime. Timelines from this
point on in relationship to implementation are up to the Government of Canada.

Question: The rules on production and distribution that you propose, how do you, will this be corporate cannabis or do you

want this to be more of a corporate cannabis culture that people who are already in the business can also join in or will it
only be corporate Canada that can do this, be part of this?
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Hon. Anne McLellan: [ think it's very clear that we heard from a great many parties that they wanted a diversity of
producers. And we agree with that. I'm not sure that, how | would define your phrase, corporate Canada, but what |
would say is that our goal is a diversity of producers and even now with the licensed producers, many people don't
understand that there are large license producers, but the vast majority of them aren't large. Some of them are actually
quite small, and have been able to meet the regulatory standards presently in place.

So we would like to see — we know there are lots of growers out there, Daniel, who are producing illegally obviously
outside the system. We would hope that some, at least some of those will wish to come within the new legal regime and
will be able to meet the standards to do that.

Moderator: (inaudible) —
Hon. Anne McLellan: Sorry. Go ahead.
Moderator: Excuse-moi. Louis Blouin, Société Radio-Canada.

Question: Monsieur, Dr Ware, j'aimerais savoir au niveau de I'échéancier, d'aprés vous c'est réaliste de faire ¢a
quand? Le gouvernement aura besoin de combien de temps, d'aprés vous, avant de pouvoir légaliser formellement?

Dr Mark Ware: C'est une question comme madame la présidente a dit, que c'est une question premiérement pour le
gouvernement. Nous avons déposé notre rapport au ministre et c'est pour eux de décider le timing pour le, la mise en
place de |égislation et en fait, finalement d'avoir le cannabis légal.

Question: Est-ce que ¢a vous inguiéte de voir qu'il semble manquer beaucoup de preuves scientifiques, notamment ce
qui a trait avec les conduites avec les facultés affaiblies, la quantité de travail de recherche scientifique qui reste a
faire? Faudra du temps pour faire ¢a, non?

Dr Mark Ware: Mais c'est important de savoir qu'il y a un bon cadre de travail de recherche qui déja existe, et nous avons
écouté dans notre, notre processus plusieurs interprétations des données existantes et le besoin de nouveaux

données. La meilleure chose que nous pouvons faire dans ce rapport, c'est d'établir un mécanisme pour faire plus de
recherche pour comprendre mieux les effets de cannabis sur la rue et d'essayer de prévenir les, les problémes et les
problémes de santé que le cannabis peut étre associé. [sic]

Moderator: Catherine Cullen, CBC.

Question: You've opted to suggest a storefront model. | think when you look at what's happening in a lot of communities
with dispensaries right now, that's causing serious concern. So | wonder how you see this new model shaping up and
whether or not most concerns about dispensaries will continue to exist under this new model?

Hon. Anne McLellan: As you are probably aware, in the report, in chapter 3, we talk about not only production and
manufacturing, but wholesale and retail distribution, and we make the point very clearly that actually wholesale and retail
distribution is within the jurisdiction of the provinces and territories. And that was a position, as you can imagine, the
provinces and territories made very clear to us.

So final decisions around the form of retail will be up to provinces, probably working with municipalities and the
communities they represent. But certainly, there, there are a number of models which we discuss in the report, but at the
end of the day, we are very respectful of the fact that any final decision around that model will be up to the provinces,
probably in consultation with municipalities and local communities.

Question: | also note that you talk about maintaining criminal penalties in some areas. | believe the present government's
platform commitment was actually to increase the criminal penalties when it comes to things like selling to youth. |
wonder if you have any thoughts on, in fact, whether we ought to see harsher punishments in some cases.

Hon. Anne McLellan: Well, we clearly talk about the fact that it is important for us as a task force to retain or maintain
criminal sanctions. What the exact penalty might be in, or sentence, in relation to those criminal prohibitions would be
something that | am sure the Department of Justice would take a look at. But we did not make recommendations in terms
of the exact, you know, should it be a, a minimum sentence or should it be X number of years, summary conviction versus
indictment. No. Those were not things that we saw within our mandate but we were pretty clear about the kinds of things
that we thought should continue to be subject to criminal prohibitions. :
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Moderator: David Ljunggren, Reuters.

Question: Good morning. You talk about the desire to set up a diverse market but isn't it the case that once cannabis is
legalized, the major, well large producers are going to ramp up production. How do you protect the little one from being
squished (laughter) and not having a chance to get off the ground?

Hon. Anne McLellan: | think your — let me say that first of all, I, we make the point that diversity is an important value in
term, in relation to the producers. There will be means by which the government, going forward through implementation,
could ensure a certain degree of diversity. There are different kinds of market interventions that a government could
choose to adopt or apply to ensure a degree of diversity. And going forward, | think as the market develops, we
recommend that that is something that the government watch pretty carefully.

Question: (off microphone) watching carefully and actually recommending they do it. Do you think the government should
bring in some of these measures (inaudible)?

Hon. Anne McLellan: | think the government needs to understand the value of a diverse market with growers of different
sizes and arguably different expertise and so on. but at the end of the day, how that market ultimately develops is up to
the Government of Canada and quite honestly, the marketplace.

Moderator: Bruce Cheadle, The Canadian Press.

Question: Hi. You mentioned the diversity of views you received. I'm juét wondering what the task force, if there was an
issue you found most vexing and what, where were the areas where you found the most commonality where there was
broad consensus?

Hon. Anne McLellan: Mark, why don't you —

Dr. Mark Ware: Yeah, | think over the course of the months that we spent on this report, there were several issues that
came up that were predominantly that took the longest parts of discussion. Cannabis and driving was one, the youth age
at which cannabis use should be considered legal. These were probably two of the major ones.

The less stringent issues were probably the federal-provincial jurisdictions regarding cultivation on the federal side,
provincial responsibility for managing the retail side of things. So those were probably the two ends of the extremes in
terms of what was most challenge and where there was most alignment.

Question: You mentioned the, this is a federal initiative, and yet you're recommending that the provinces and
municipalities kind of do the regulation. Did you get any pushback from provinces or municipalities saying we don't want
to have to be the ones to, to bring this in?

Dr. Mark Ware: | think in the same way that we heard a diversity of opinions from Canadians, we heard a diversity of
opinions from the provinces and territories. Some of them were much more prepared and ready to engage, some of them
were still in the process of working through their own thinking on the issues. So | think what we hope to do is to see really
strong collaboration between the federal government and the provinces to ensure that there's adequate support, that
there's adequate collaboration and that these models emerge and roll out in as effective and as safe a way as possible.

Moderator: Julie Van Dusen.

Question: Hi Ms. McLellan. |, | notice you used words like prudence and caution and surprises await you and so on. Are
you convinced that legalization is the way to go? And if so, why?

Hon. Anne McLellan: Yes. Yes, | think obviously the, all nine members of the task force would not have taken up this
task over the past five months if we did not believe that as a matter of public policy, legalization now is the time to move
away from a system that for decades, has been based on prohibition of cannabis into a regulated legal market. And |
think we're all aware of the challenges and societal problems that the existing system has created. Certainly, the existing
system of prohibition has allowed illicit criminal organizations to flourish in this area.

We have also seen because of Criminal Code prohibitions against simple possession, the criminalization of many
Canadians, many young Canadians and we know the effects of, the long-term , if you like, stigma and consequences of a
criminal conviction. So there's, there's no question that you look, not only in this country and where people and
Canadians' thinking is at, but in many other jurisdictions, that people are coming to the conclusion that the prohibition, the,
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the prohibitory regime that has existed is not working and it is not meeting the basic principles of public health and safety
that have to be at the core of this kind of public policy.

Question: So my follow-up, you talked about all those people that have criminal records. What happens to them? Are
you, are you suggesting an amnesty? | didn't see it in there.

Hon. Anne McLellan: That was not part of our mandate. We are forward-looking in terms of after, with legalization, what
would a new regulatory regime look like in this country. It will be up to the Minister of Justice to determine if she and the
Government of Canada wish to make any recommendation in relation to those who have been convicted of simple
possession in the past.

Moderator: Paul Vieira, the Wall Street Journal.

Question: It's kind of tied in to what Julie just asked, but you mentioned Uruguay, that Canada is going to be the largest
advanced economy that's going down this road. How much pressure is there on policy makers to get this right and did the
lack of global experience, were there places that did provide some insight? Did any of the US states, where, where did
you go that was most helpful to learn about how to do this?

Hon. Anne McLellan: To your first point, it's very important, | should think, to the Government of Canada to get this
right. It was important to us as a task force to become as well informed as possible and provide the most concrete
balanced recommendations, keeping in mind the government's overall public policy objectives around public safety and
public health.

In terms of jurisdictions, Mark took half the task force to Colorado, and you might like to comment a bit on some of the
useful lessons we learned there. | took half of the task force to Washington, and you know, the basic lessons, | think, are
expect surprises. It doesn't matter, we can look at what Colorado has done and the surprises they dealt with, we can look
at Washington, we can look at Uruguay, but there will still be surprises.

And to your point, we are the largest developed country to ever move on legalization. And therefore, Uruguay, Uruguay is
an important example, but a country of some 3.6 million people. Therefore, some of their challenges were different, some
of them easier to meet than will be the case here at home in Canada. but we, we went where we thought it would be the
most useful for us in terms of learning lessons and hopefully helping the government avoid unintended consequences,
going forward.

But Mark, you might like to comment on some of the lessons that we have learned from others.

Dr. Mark Ware: We were very impressed at the time that people gave us from jurisdictions like Colorado, Washington
state, Uruguay, the time they gave us to share with us the experiences that they had had in designing and implementing
their policies. The key takeaways for us predominantly were these are the mistakes we made. Don't make the same
mistakes we did. Know that you're going into territory that it is relatively unfounded, and learn as you go. Make sure that
you set up the baseline measures so that you understand where you're starting from and then as the policy rolls out, as
the country learns to manage with this new regulatory framework, you are constantly learning as you go along. And that
can then, and you build flexibility into the framework that allows it to adapt as you go.

Question: (off microphone) very quickly on the, you said mistakes. | think one of the mistakes you pointed out in the
report was taxation about somehow some jurisdictions put the taxation too high and that had effects on the illicit
contribution. | just, on the whole section of taxation, are you suggesting that all the revenue that is raised go back into law
enforcement and public health? Is that my understanding as opposed to general revenue?

Hon. Anne McLellan: | don't think we quantify. | know we don't quantify where 100% of the revenue should go. But, and
in fact, the whole question around revenue going forward is one on which there is a wide variety at this point of nothing
more than guesses and estimates. But we do make the case clearly in this report and maybe Mark and | would both, and
the task force underscore this for all governments that revenue that is gained from creating this new legal market, some
substantial part of it, especially at the outset should be going into public education, should be going into enforcement,
inspection, should be going into ensuring that the Government of Canada on the production side, has the capacity and
expertise to license producers who apply in a timely fashion.

All this, there is going to have to be additional capacity built to deliver this system, to implement this system and get it off
the ground in a successful way. This is going to take upfront resources long before government sees any revenue. And
then, in terms of your question, the revenue stream, that we do make some pretty clear recommendations in terms of
where we think at least some part of that revenue should go.
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Moderator: Michael Le Couteur, Global News.

Question: Ms. McLellan, you talked, actually Dr. Ware talked about how vexing and difficult it was on setting, on the
implementation and testing for impairment. How troubling of an aspect was this for you, given that you're essentially
going to throw the doors open to legalization but not be able to sort of get the horses back in afterwards if somebody
takes the wheel and they're impaired? Because you acknowledge in the report that there's no real good test yet.

Hon. Anne McLellan: People need to keep in mind that drug impaired driving is already a problem, or a challenge in this
country, right? This is not going to be a new challenge that is created by legalization. Drug impaired driving is a problem,
or a challenging Canada today. That is why the science is very quickly catching up to the challenge. But are we quite
there yet? No. But right now, for example, the OPP, the RCMP and other police forces across the country are testing at
least to the best of my knowledge -- Mark, correct me if I'm wrong — three roadside oral fluid testing devices to determine
which, if any of those three might be, let me call it the breakthrough, that science and law enforcement and government
and Canadians are all hoping for.

It is clear that THC metabolizes differently in the body than alcohol metabolizes in the blood. That's why you can't simply
adopt a BAC approach to determining impairment. And that's what you've got to focus on here. It's not actually the, the
amount of THC in the blood, but it's around the question of impairment. And what | would say is that there is a lot of
research being done, not only in Canada, but around the world because this is an ongoing challenge. The Australians
have done some interesting work. Obviously, in the United States, some good scientific work is being done.

And in the report, as you probably are aware, the Drug and Driving Committee, which is a subcommittee of the Canadian
Forensic Scientists, have been charged by the Department of Justice and the Department of Public Safety, to look at this
very question. Does it ma-, is it possible, based on the science to create a per se limit such as we have with alcohol. And
they have been asked that question, among others, as it relates to drug impaired driving.

| think the government anticipates a report from the DDC in the coming months. And we hope that the DDC takes a look
in terms of what we say about drug impaired, cannabis impaired driving. At the bottom, you know, at the end of all this,
we have been brought up in a society where you don't drink and drive. You should not take cannabis in whatever form
and drive. And that should be a key part of any public education campaign which we are also recommending.

Question: As a follow-up to Dr. Ware, being a doctor who's researched this for years, how difficult was it for you, did you
wrestle with, the minimum age of 18, given that there is some medical evidence out there showing that the brain is still
developing up to 25, balancing it with the illicit drug trade and how we know that the use would be higher in that sort of
age bracket? For you as a medical professional, how difficult is it to set 18 as the limit?

Dr. Mark Ware: | think that the challenge with setting an age limit is always the balance between the potential risks to the
brain and to the developing adolescent health versus the risk of the black market. And so there was always this balance
between trying to ensure the safety on one side and safety on the other, quite frankly. The science in many areas of
cannabis is sometimes non-existent, sometimes it's contradictory. There are studies which show one thing, there are
other studies that show others. ’

There are differences in interpretation of the same data. During our report, we had several reviews coming out of
Colorado about whether the experiment there was successful or not. And the same data, people draw very different
conclusions. So in, in this particular area, we're constantly challenged by data interpretation and sometimes lack of data.

I think that the, where we've arrived is a fairly sensible point at which to draw a line that Canadian adults can make
decisions. The critical point is that they're educated and informed about the decision that they're making. And | think
that's the critical piece. The age, to some extent, is a line in the sand. What matters is how we teach parents, children,
the public about what the potential risks and harms of cannabis use are, especially when used very young, 12, 13,
especially high concentrations of THC at very early age, especially high frequency.

But also, it's not just the drug. It's the social determinants of health that go around people who are using cannabis that

early, that much. There are other issues going on. We cannot separate the drug use itself from the society that people
live in who are using drugs in that way. So we have to address all of these factors. And | think where we've arrived is a
fairly decent balance and something that we should work with and, and build the education programs around.

Moderator: Leslie Young, Global.
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Question: So to follow-up a bit on what Mike was asking, do you think that when this legislation actually goes through, that
there should be a legal limit for impaired driving of some kind? And what would that be based on at this point in time?

Hon. Anne McLellan: You're asking about whether we think there should be a per se limit?

Question: Yeah.

Hon. Anne McLellan: Is that your question? In fact, the answer would be yes, if we had the science to back up the per
se limit. That's the challenge right now. The science is not quite there, but the science is very quickly catching up. And
that's what the DDC has been asked to consider right now. And it will be obviously instructive to all of us to see what they
conclude. There are jurisdictions that have imposed per se limits.

And we felt that we looked at the challenges, we looked at what other countries have done, other states have done, but
ultimate concluded because of the work the DDC is doing, it would be pre-emptory of us to suggest a per se limit when
they are the forensic scientists, when they are doing a much deeper dive in terms of all the science. And it is developing,
you know, almost on a daily basis, you get another report from some part of the world where science, our knowledge is
becoming more refined in terms of what a THC level, an appropriate THC level that would speak to impairment, which
then permits you with confidence to establish a per se limit and one that you hope and prosecutors, because we talked to
prosecutors, prosecutors would hope would in fact stand up in court.

Question: And you suggest creating a maximum strength, | guess, for edible products, but not necessarily for other
products. Can you explain why?

Hon. Anne MclLellan: Sorry, maximum strength? You mean potency?
Question: Potency, per serving.

Dr. Mark Ware: Perhaps | can address that. You're talking about the recommendation to have edible portions with a
limited amount of THC per dose. That again, comes out of experience shared with Colorado where they did not label and,
and adequately warn the public when they were using edibles what the quantity of THC in the servings that they were
taking, and as a result of that, they saw some public health issues emerge.

So we recommended that edible products that would be prepared not be appealing to children, be wrapped in very plain
packaging and be adequately labeled in terms of the amount of THC and other cannabinoids that are in there so that the
consumer knows what they're taking and that that is a standardized dose of 5 milligram or a per dose of THC in an edible
quantity is, is sufficient to provide enough of the drug to have a desired effect but not such a high dose that's associated
with increase in adverse events.

Moderator: Manon Cornellier, Le Droit. Manon?

Question: Merci. Enfin. Je trouve que vous prenez ¢a un peu passif dire que c'est au gouvernement de décider du, de
I'échéancier. Vous écrivez ici qu'il doit veiller a ce que la capacité — et la on parle ici de recherche, I'application de la loi,
etc., etc. — donc soit développé parmi tous les ordres de gouvernement avant le lancement du régime

réglementaire. Donc, est-ce que c'est vraiment possible d'avoir une loi pour le printemps, ce serait, comme vous le dites,
plus prudent d'attendre?

Dr Mark Ware: Encore, le timing de la loi, c'est une question pour le gouvernement. Qu'est-ce que nous pouvons mettre
en place avant la, la disposition de la législation et éventuellement I'approbation de la législation, c'est d'avoir en place la
recherche, I'éducation pour préparer le terrain pour I'implémentation de la loi.

Question: Donc, c'est pas réaliste d'avoir ¢a au printemps. Mais, Mrs. McLellan, you, you've been a Minister of Justice —
Hon. Anne McLellan: Yeah.

Question: — so what do you think about the fact that young people are still criminalized for something they will do without
problem in maybe six months, one year? As an ex-Minister of Justice, would you recommend that the criminalization be
changed, we stop criminalizing young people for just smoking a joint?

Hon. Anne McLellan: Well, in fact, that's going forward once the new regime is in place and implemented. That's what
will happen. Oh, you mean now, maintenant?
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Question: As an ex-Minister of Justice, what do you think of it?

Hon. Anne McLellan: You know, as an ex-Minister of Justice, | can probably do no better than the Prime Minister himself
at the Toronto Star editorial board, where he made the point very clearly and one that Mr. Blair has made and one that |
would make here this morning, that until such time as the law changes, the law as it exists should be enforced. That
people understand what the law is today. And we are a country that operates under the rule of law.

And until the law is changed, and in whatever form it ultimately is changed, we're a task force making recommendations to
the government. People should be aware of what the law is. | think people generally are in this area, and that the law
should be enforced. |, | as a lawyer, let alone the former Minister of Justice, could not advocate that one disobey the
existing law.

Moderator: Mélanie Marquis, Presse Canadienne.

Question: Merci. Bonjour. Peut-étre le Dr Ware, ma question, je veux revenir sur la conduite avec facultés

affaiblies. Mme McLellan a dit que c'était pas un nouveau défi, que c'était déja un probléme mais I'expérience de
Colorado montre que ces cas-la va augmenter. Le gouvernement est au courant aussi. Dans votre rapport, vous dites
que vous avez entendu beaucoup de préoccupations la-dessus, mais on dirait que les recommandations, il y en —

Dr Mark Ware: Excuse-moi. Je dois demander de reposer la question. La clique de caméras m'empéche un peu
d'écouter. S'il vous répétez rapidement.

Question: La, la conduite, oui, arrétez de prendre des photos. (rire) Mais il faut pas bouger les mains, quand vous
bougez les mains, ils prennent des photos donc restez — (rire)

Sur la conduite avec facultés affaiblies, Mme McLellan disait ce n'est pas un nouveau défi. Par contre, I'expérience du
Colorado montre que ces cas-la vont augmenter. Le gouvernement est au courant aussi. Et dans votre rapport,ily a
aucune recommandation claire. Pardonnez-moi de le dire comme ¢a la. Est-ce que donc, pourquoi est-ce que vous avez
pas de recommandations claires? Puis est-ce que c'est vraiment prudent pour le gouvernement de repousser a plus tard
cette préoccupation-la juste pour avoir un projet de loi sur la légalisation?

Dr Mark Ware: Vous parlez du, de la conduite de voiture. Oui d'accord. Oui, c'est clair, la recommandation que nous
avons c'était assez, je pense que c'est assez claire, de ne pas conduire une voiture sous l'influence du cannabis. Ca
c'est clair. Le probléme, c'est qu'est-ce qu'on peut démontrer pour déterminer est-ce qu'il y a un niveau dans le sang de
THC pour déterminer un niveau d'intoxication, un niveau de impairment. Ca c'est trés difficile, et depuis plusieurs années,
l'evidence, la science n'est pas capable de démontrer.

Alors c'est pas responsable pour nous de recommander une limite qui n'est pas supportée par la science, de démontrer
ou de indiquer que il y a des autres scientistes qui sont bien préoccupés de cette question. Et a la fin de mettre en place
ou de donner aux, aux polices, aux autres agents de la loi, d'avoir une meilleure éducation sur la détermination de
impairment sur la roadside detection, avoir plus des officiers trainés, donc un programme qui s'appelle Drug DRE, the
Drug Roadside Evaluation.

Donc, il y a certains aspects qu'on peut mettre en place, et nous avons recommandé trés fort de support la capacité de,
de, d'évaluer le niveau d'impairment sur nos rues.

Question: Est-ce qu'on vous a recommandé d'ajouter au Code criminel une disposition particuliére sur la conduite avec
facultés affaiblies par la marijuana?

Dr Mark Ware: C'est une de nos suggestions que c'est une des questions pour le, le Criminal Code, Drug Impaired
Driving, c'est encore un probléme. C'est, ¢a commence de, de, peut-étre continuer d'étre un probléme. Donc, c'est une
de nos recommandations de laisser ¢a dans un, pour un acte criminel. Si ¢a existe avec une avec une, un outcome
sévere.

Question: Bien il faut pas écrire dans le Code criminel marijuana?

Moderator: No. You're, we —

Unidentified Female: | don't think he understood her question, though.

Moderator: Okay. No. Probably no.
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Question: Il faut pas, you don't have to add specifically that marijuana, drug impaired driving under the influence of
marijuana is a criminal offense?

Dr. Mark Ware: That may be going in more detail than we went into in specifying exactly what was written into the
Criminal Code or not.

Hon. Anne McLellan: Keep in mind, drug impaired charges are being laid now every day in this country, whether you're
impaired by opioids, cannabis, prescription drugs. Those charges are being laid and convictions are being gained in
courts all over this country. So that's why | don't want, and Mark and | don't want to leave the impression that 1) drug
impaired driving is a new challenge in Canada, and 2) that there are not laws and tests, and Mark has referenced our
DRE officers. Yes, we talk about the fact we don't have enough of them and we need better training and we need
training, bilingual training and so on, but we don't want to leave here this morning suggesting to you that drug impaired
driving is not being prosecuted in Canadian courts today. It is.

Moderator: Derniére collégue dans ma liste c'est Michelle Lamarche de TVA. Michelle?

Question: J'ai une question pour vous, Dr Ware. Vous parliez un peu plus tét des préoccupations qui ont été soulevées
pendant vos audiences notamment. Quelles sont les plus grandes préoccupations qu'on vous a rapportées par rapport a
la légalisation et a la réglementation?

Dr Mark Ware: Okay, la préoccupation, je pense que juste dans cette discussion de 30 minutes, nous avons parlé de
cannabis and driving depuis un bon 10 minutes. Ca c'est une préoccupation trés, trés importante. Et les messages de
public education, les messages de support sont trés, trés clairs.

Question: Vous savez que le gouvernement veut agir trés rapidement, donc déposer son projet de loi ce printemps. Vous
dites que I'échéancier lui appartient mais sur quels aspects précisément et il y en a beaucoup, devrait-il étre le plus
vigilant, a votre avis?

Dr Mark Ware: Pour commencer, je pense que c'est plus I'éducation et ga commence aujourd'hui, avec le rapport qu'on
demande, pour moi, je veux si tous les Canadiens au, au période des fétes, lire le document, comprendre pourquoi le
Canada considére cette approche pour I'éducation de la grande publique. Qu'est-ce que c'est le cannabis? C'est pas
une drogue, c'est plusieurs molécules. Les besoins d'éducation pour les parents, pour les jeunes, pour les enfants, pour
les médecins, pour les patients.

C'est quelque chose qu'on doit commencer d'éduquer nous-méme tantét. Pour moi, c'est la préoccupation

(inaudible). Supporter la recherche en fait, c'est aussi quelque chose gu'on doit commencer tout de suite pour avoir le
baseline, pour avoir une image ol nous commengons avant de déposer Ia loi, avant de commencer. |l faut qu'on prépare
le terrain.

Moderator: So at this point, we've come to the end of the list. We're five minutes over, but | recall your staff were really
wanting to make sure that the west coast got in. So perhaps we could just squeeze one off the phones and then we'll,
we'll wrap.

So Operator, are you there? Do you have a questioner please?
Operator: Certainly. Our first question is from David Brown from (inaudible) Canada's News. Please go ahead.

Question: Yes, thank you. The report mentions that you visited several compassion clubs and dispensaries in Canada as
well, and | was wondering if you could speak to what you learned there in that experience?

Hon. Anne McLellan: Do you want me to go first? I'll, I, a number of the task force visited the BC Compassion Club. |
believe it is the oldest or very close, to being the oldest compassion club in the country, David. And what |, what we saw
there was a holistic approach where cannabis, the use of cannabis in whatever form is part and parcel of a wellness
approach. And we had the opportunity to meet not only with the people who run the compassion club for many years, but
also patients, members of their Board of Directors, those who provide advice and information to those who come through
the Compassion Club's doors.

It, I think, look, we do have to be honest that presently that which is being done there is illegal, at least part, let me be
clear, some part of that which they are doing, but they in fact, | now believe are licensed under the city of Vancouver
application process as some other dispensaries have been licensed in that city. That obviously raises a host of other
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issues. But | think what we learned there, putting to one side certain issues of illegality, is that there can be a holistic
wellness based approach, street level approach that serves generally highly marginalized populations and that this is a
model, if you want to call it that, that the report references and suggests that governments should take a look at, going
forward.
Moderator: David, do you have a supplementary? If not, I'm going to wrap this.
Hon. Anne McLellan: Do you want to add anything to that?
Moderator: Let's see if he has a --? Operator, are you going to put him on for a supplementary?
Operator: We have no further questions.
Moderator: Great . Thank you very much.
Hon. Anne McLellan: Thank you.
Moderator: Happy Holidays, Merry Christmas.
Hon. Anne McLellan: Yes, Happy Holidays everyone.
-30-

NOTE: TRANSCRIPTS CANNOT BE SHARED OR TRANSFERRED OUTSIDE OF YOUR DEPARTMENT WITHOUT
THE CONSENT OF MEDIA Q INC.

Questions? Please contact us at ps.pspmediacentre-centredesmediaspsp.sp@canada.ca
Questions? Veuillez communiquer avec nous au ps.pspmediacentre-centredesmediaspsp.sp@canada.ca

Sent to : INTERNAL; IINTERNAL 2; RCMP Breaking News
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Tech Execs To Liberals: Don't Make Online Surveillance Even Worse

Many tech entrepreneurs were already concerned that Bill C-51 — the controversial piece of national
security legislation passed by the Harper government — is turning Canada into “a horrible place” for tech
companies to do business, as one put it. Now, they are growing worried that the federal Liberals’ are
apparently considering expanding online surveillance as part of their review of Bill C-51. Public Safety
Canada is considering warrantless access to Canadian Internet users’ identifying information, as well as
a rule that would require Internet providers to keep track of all web surfers’ activities. More than 60
entrepreneurs from Canadian tech and new media companies have signed an open letter to Prime
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Minister Justin Trudeau and Public Safety Minister Ralph Goodale, expressing “serious economic and
data security concerns with the direction of the federal government's national security consultation.”
Among the signatories is Tim Bray, the founder of OpenText, Canada’s largest software company and
one of the country’s overall largest businesses. Although the Liberals voted in favour of Bill C-51 while in
opposition, Trudeau has expressed some regrets on the matter, and Goodale vowed to remove the
“problematic elements” of Bill C-51. But the consultation launched this fall focuses its attention on
ways to expand government powers online, and doesn’t ask the public if they would like to see any
scaling back of the new powers given security agencies and police under Bill C-51. (...) The Public
Safety consultation appears to be looking at ways of reinstating “lawful access” — the principle that
police should be able to access data about Internet subscribers without a warrant. 1000 Islands

Gananogue Chamber of Commerce (Huffington Post)

Fentanyl overdoses killed hundreds of Canadians this year, experts say 2017 could be deadlier
Last year in Vancouver, a firefighter's primary job was putting out fires.Now, it's saving residents who've
overdosed on opioids like bootleg-fentanyl.Firefighters located at Fire Hall No. 2, in Vancouver's
Downtown Eastside, responded to 1,255 calls in November to deal with the skyrocketing number of
overdoses, said Dustin Bourdeaudhuy, the vice-president of Vancouver Fire Fighters' union local 18.“This
month they are projected — if things stay on pace — they’ll be up to 1,600 calls,” he told Global News.
“It's unimaginable, nobody could have predicted this.” (...) In response to the growing health crisis, the
federal government announced it is taking steps to make it easier to set up supervised drug injection sites
in Canada while cracking down on illicit shipments of fentanyl and the import of equipment used to make
pills.Health Minister Jane Philpott and Public Safety Minister Ralph Goodale announced the proposed
changes to the Controlled Drug and Substances Act on Dec. 12. Digital Cameras Planet

Think 2016 was bad? 3 Canadian decision-makers are working to make 2017 better

During the 2015 federal election campaign, Liberal leader Justin Trudeau vowed to boost the number of
Syrian refugees Canada would take in to 25,000 by year's end. And there would be an airlift if necessary
to meet that goal. A month after Trudeau swept to victory, his Liberal government forged ahead with the
plan in the face of public fears that security might be compromised. RCMP Commissioner Bob Pauison
and CSIS director Michel Coulombe appeared at alongside Public Safety Minister Ralph Goodale to
assuage such fears. While the goal of 25,000 by Jan. 1, 2016, wasn't quite met, Canada — which
normally takes in about 10,000 refugees a year — has thus far taken in about 33,000 Syrians — almost
three times the number taken in by the United States over the same period. Overseas screening was
expedited, with additional processing of newcomers by Immigration Canada and CSIS upon arrival.
Trudeau met and welcomed the very first refugees in person when they arrived on a Canadian military
flight from Beirut, Lebanon, on Dec. 11, 2015, at Toronto’s Pearson Airport. Ottawa Citizen

Canadian media sucks at representing Muslims in Canada

An opinion piece states, “When it comes to Muslims, even the good news stories can turn ugly. Take this
example from September 2016: Prime Minister Justin Trudeau visited a mosque during Eid, one of the
holiest celebrations in the Islamic calendar, to pay his respects. The story morphed into something
sinister and malevolent. Several newspapers owned by Postmedia reported that the mosque our prime
minister was stepping into—and the imam who leads it—have ties to terrorism; that the mosque is sexist
for separating men and women; and that the PM can't really be a feminist if he is prepared to speak
before such a gathering. (...)The Toronto Star, despite its recent fault with the mosque story, actually
leads the way when it comes to coverage of Islam and Muslims. Last spring, the country’s largest
newspaper concluded that using the Islamic State to describe the violent extremist group was wrong. The
newspaper decided to use Daesh, the Arabic acronym of the group, instead. It's the term used by foreign
leaders around the world, even recently adopted by our own government as the most accurate term to
describe this “multinational gang of killers and rapists” as described by the Star's editor-in-chief, Michael
Cooke. And yet, even after Public Safety Minister Ralph Goodale made the announcement in August
2016 that Daesh is the right label to use, most Canadian media outlets continue to use the other term,
feeding into a violent extremist myth: that this group is Islamic and that it is a state.” THIS

A Prison Abolitionist’s Meeting and Open Letter to Hon. Ralph Goodale, Minister of Public Safety
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Former CSIS director says expanded surveillance powers needed to prevent terror attacks - Ward
Elcock says current lawful access provisions insufficient for spy agency

Former Canadian Security Intelligence Services director Ward Eicock says the spy agency needs
expanded surveillance powers to address the risk of terror attacks on the scale of recent violence in
Europe and Turkey. Elcock said modern technology has surpassed the legal framework for surveilling
and foiling the threat of an attack. "Communications has moved on substantially from the days of alligator
clips and copper wires," he said in an interview with Terry Milewski on CBC News Network's Power &
Politics. The Liberals are currently reviewing the previous Conservative government's Bill C-51, now
known as the Anti-terrorism Act. Elcock said current lawful access provisions are "absolutely" insufficient
and should be expanded so CSIS would have additional powers and tools to investigate threats involving
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smartphones and the internet. "| think the minister of public safety has suggested that he does see some
room for movement on issues like lawful access," he said. CBC News

Broadcast Media / Médias télédiffusés

CBC News’ Power and Politics interviewed former CSIS Director Ward Elcock on Canada’s terror
response capacity and other security issues. Rough Transcript

TOP STORIES / MANCHETTES

Updated: Hydro One says police investigating possible cyber threat

Ontario’s Hydro One says it is assisting Canadian law enforcement agencies in an ongoing investigation
into a possible cyber threat against the electricity distributor. The company’s chief security officer, Rick
Haier, says they were contacted by the RCMP on Dec. 29. Haier suggests that a company IP address,
which may have been the target of the cyber threat, is old, inactive and not connected to the power
system. Hydro One says in a statement that as the owner and operator of critical infrastructure, it takes its
responsibility to combat cyber security very seriously. The company says it has no reason to believe that
its power system has been compromised. The RCMP says it works diligently to disrupt cybercrime, but
wouldn’t comment on this matter in order to “protect a potential criminal investigation.” Canadian Press
(Global News)

Troubled Nova Scotia veteran, family found dead: 'There is a huge sense of loss'

Aaliyah Desmond celebrated her 10th birthday three days after Christmas. She had just begun horseback
riding, and announced to her family on New Year's Eve she wanted to be a veterinarian. “She always had
a nice little smile,” her great aunt, Catherine Hartling, said Wednesday. On Tuesday, the first day back at
school after the holidays, RCMP were called to Aaliyah’s home in Upper Big Tracadie at about 6 p.m.
They found the bodies of four people who had been shot: Aaliyah; her parents Lionel and Shanna
Desmond, both in their early 30s; and her 52-year-old grandmother, Brenda Desmond. Police said her
father killed himself, but would not confirm outright the deaths were a murder-suicide, saying only there
was no forced entry and no lingering danger to the public. Canadian Press (680 News); Radio-Canada

Volunteering for death - Why Westerners keep joining the fight against IS

A Briton and a Canadian have become the latest Western volunteers to die fighting the Islamic State
group alongside Kurdish militants, their families and military authorities confirmed Tuesday. Ryan Lock, a
20-year-old chef from Chichester, England, and Nazzareno Tassone, a 24-year-old parking officer from
Edmonton, Canada, were killed during an ISIS attack on Dec. 21 north of Raqqa, the capital of the terror
group’s self-declared caliphate. News of the deaths only recently became public following an
announcement by the Kurdish military force they were fighting with the People’s Defense Units (YPG)...
The volunteers have a variety of motivations and backgrounds, but tend to fall into two broad categories,
according to a Briton who has fought alongside Kurdish forces and, who, for security reasons goes by the
pseudonym Macer Gifford (not to be confused with a British banker of the same name). Some, Gifford

- told VICE News, are idealists who have been horrified by reports of IS’s persecution of the Kurds,
Yazidis, Christians and other minorities, and are inspired by the Kurds' fight against the terror group.
Gifford, a man with no military background, considers himself among this category. Others, he said, are
former servicemen who have previously battled Islamic extremists in the Middle East and Afghanistan.
Angered by the rise of IS since allied forces withdrew from Iraq, they're motivated to personally take up
arms in the absence of major Western ground forces fighting the extremists. Vice News

EMERGENCY MANAGEMENT / GESTION DES MESURES D’'URGENCE

Thousands still hit by power outages across the region
Thousands of residents all over Eastern Ontario and West Quebec are still without power after a day of
freezing rain was followed by a night of damp snow, causing branches to break on power lines. As of
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Station: CBC News - Power and Politics
Time/heure: 18:15 ET

Date: 2017-01-04

Summary: CBC News’ Power and Politics interviewed former CSIS Director Ward Elcock on Canada’s terror response
capacity and other security issues.

>> Terry: Turkey says it knows who carried out the New Year's Eve attack in Istanbul but stopped short of naming the
suspect. 39 people were killed in the nightclub shooting and one was a Canadian woman from Milton, Ontario. Turkey isn't
of course the only country to experience ISIS-inspired attack in recent months. How prepared is Canada for large scale
terror event especially as the country prepares for its 150th anniversary celebrations? What else needs to be done to
keep Canadians safe? Joining me now is the former director of the Canadian Security Intelligence Service Ward Elcock
and we're very glad you're able to join us.

>> |nterview: Pleasure.

>> Terry: Canada has been spared for the most part in attacks in Berlin and Istanbul and Nice and so on. We have seen
terrorist attacks in Canada. | would like to know first how likely it seems to you that we will face eventually one day the
kind of minister killings that we've seen -- mass killings we've seen elsewhere.

>> Interview: | think in the past when | was director of the Service, we could expect an attack, | think that's true. There are
still -- Canada has been listed by Al Qaeda one time or other or ISIS or Daesh as a target and it's probably inevitable
there will be an attack in Canada of some sort.

>> Terry: My next question is how ready we are. By that | mean ready to prevent such an attack and handle one when it
happens?

>> Interview: | think from that point of view | think Canada is actually pretty well off. | think we have and | have had a lot to
do with them over the last few years since | was director, | think the service is an excellent service compared to others
around the world. | think the RCMP is also a very good national police force well prepared for an event like that. | think the
relationship between the two agencies is better than it ever was for a bunch of reasons.

>> Terry: At the same time as you know, a good deal of criticism that we're not doing enough about deradicalization and
not watching the lone wolves and not watching the returning foreign fighters, people have gone off to fight with ISIS in
Syria and Iraq and coming back, that there's just not enough being done to be sure enough that we can prevent an
attack?

>> Interview: You can never be absolutely sure you're going to be able to prevent an attack. Because no intelligence
service or police force knows everything and they can't know everything. The reality is there is some risk that there will be
an attack that will get missed. | think given the services that we have and the police forces that we have, the likelihood we
will miss one is as low as it can be and inevitably there is some risk.

>> Terry: We should be worried about the lone wolves principally or the returning foreign fighters or | guess some people
fall in both categories.
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>> Interview: I'm not sure there is a distinction between the two categories and there is not a large one. The reality is
major attack is less likely than lone wolf attack but the reality is you cough a major attack tomorrow and prove me wrong
or could be a major attack tomorrow and prove me wrong.

>> Terry: What needs to be improved? And easy to believe we're not subject to the mass killings that are happening most
recently in Europe that the impetus is not there to look for the gaps that may not be apparent right now? Where are the
gaps and --

>> Interview: | think the agencies are looking for the gaps. | think there are gaps but there are gaps that probably have to
be filled by more substantial things than the things that a service or the police forces can do from day-to-day. And those
are things like better intercept capabilities and those are things like broadening some of the abilities of cis to do intercepts.

>> Terry: What do you mean by that?

>> |nterview: Well, the -- the problem with communications is communications has moved on substantially from the days
of alligator clips and copper wire. We're well beyond that at this point. Unfortunately some things like the legislation to give
effect to broader powers intercept for the service that would effectively mean the service could do the things it could do
and could do more than alligator clips and copper wire and the service could no fonger do those things because the
telecommunications technology moved so far beyond that.

>> Terry: When you talk about legislation, are you talking about C-51?

>> [nterview: Lawful access.

>> Terry: Lawful access. You think there is insufficient lawful access as it stands?

>> |nterview: Absolutely. Absolutely.

>> Terry: How would you fix that?

>> Interview: There was a piece of legislation that went to the house, some of it ultimately that was of some benefit to the
police was passed into law, but the parts of that law that were -- would have applied to cis and given CSIS some capability
or kept its capability up to the technology is probably a better way to put it. That was not enacted.

>> Terry: You're talking about a very touchy subject for privacy advocates who feel only too happy that this happened?
>> Interview: You asked me the question how do you prepare for an attack that is likely at some point to come? We're a
major western country, a G8 country, we're a developed country, we are a logical target for is or whatever you want and
the reality is at some point attack -- some sort of attack is probable.

>> Terry: The government is trying to roll back or in the process of deciding how to roll back the Harper government’s
legislation on these matters, C-51. What is your advice to the government, do you think they're on the right back of what
you saw so far?

>> Interview: C-51 doesn't deal with intercept. It deals with other things. I'm not sure | like the legislation as it stands.
Having said that, | don't know what it is that they intend to do. I think the Minister of Public Safety suggests he does
see room for movement on issues like lawful access. | think that would be very important.

>> Terry: That's important thing for the intelligence community that that be expanded not reduced.

>> Interview: Yes.

>> Terry: | want to switch if | may to the more recent politics society of the border. As you know president-elect trump is
still casting doubt in daily tweets on the intelligence communities assessment that the Russians were meddling in the U.S.
Election. He seems to be defending Putin and Wikileaks and you smile and it's amazing isn't it? Isn't that alarming severe
blow to the credibility of those intelligence organizations.

>> |nterview: I'm not sure it says anything about the credibility of the organizations. It may say more about the

understanding of others. But the reality is the Russians and the Chinese have been busy in that area for a long, long time.
| haven't obviously seen the information that they have available to suggest that it was the Russians that hacked into the
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DNC computers and so on. Having said that, if they're saying and saying it publicly as they're saying it, my guess would
be it's probably true.

>> Terry: You would be inclined to believe them rather than Wikileaks.
>> [nterview: Julian Assange wouldn't be high on my list of critical characters.

>> Terry: Final question about something else that Donald Trump has gone off lies at the heart of the security structure
that we had in Canada since the war and that is nato. He's questioned its credibility and funding and sort of seems to see
it more as a protection racquet. If you pay enough, I'll look after you. Nice country you have here. Shame if anything
happened to it. Doesn't this have an effect on us as a core member of NATO and also on the willingness to share
intelligence under the Five Eyes system of the U.S. and UK and Australia and New Zealand. Doesn't that have an impact?

>> Interview: I'm not sure that would have an impact on anything like that, on sharing between intelligence agencies.
There are some -- there is a nexus in NATO for intelligence agencies that is not the primary sharing arrangement the
reality is that NATO is a crucial organization for us. We have been a long-time participant in it. It would be unfortunate if
NATO did not continue in more or less the form, although there are always things you can do to modernize it if it didn't
continue in the way to function the way it has so far and the other point it would be very unfortunate if the effect of a new
president in the united States is in effect to damage the effectiveness of American intelligence agencies. | think we may
have to interview again when things go bad.

>> Terry: You said it would be okay. Thanks very much to Ward Elcock, former Director of the Canadian Intelligence
Service. Thank you.

>> Interview: Thanks very much.

Due to the nature of closed captioning, grammatical and editorial errors may be found within the attached transcript. Etant
donné la nature du sous-titrage, il peut y avoir des erreurs grammaticales et de rédaction dans la transcription ci-attachée.

Questions? Please contact us at ps.pspmediacentre-centredesmediaspsp.sp@canada.ca.
Questions? Veuillez communiquer avec nous au ps.pspmediacentre-centredesmediaspsp.sp@canada.ca.

Sent to: INTERNAL; lINTERNAL 2; CBSA Breaking News; RCMP Breaking News
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IO called out to officer-involved shooting in Surrey

Officers with the Independent Investigations Office (110) have been called out to Surrey after a police
incident early Thursday morning. Surrey RCMP would only confirm with Global News that a police
incident took place near 120 St. and 100th Ave., but they are not commenting as to the nature of it. But
the 11O confirmed on Twitter it's an officer involved shooting. Global News
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At Least Nine Ontario Police Agencies Helped Deploy Secret Surveillance Gear

At least nine police agencies in Ontario participated in a provincial program to deploy secret surveillance
equipment in the province’s largest cities, according to documents released by Ontario’s Ministry of the
Attorney General under a freedom of information request. Moreover, the documents reveal that local
police were trained in “lawful access” techniques—a police euphemism for intercepting digital
communications—in order to keep up with “rapidly changing technology.” (...) Although these documents
don’t name the specific police agencies involved, Motherboard previously reported that police in Toronto,
York Region, Peel Region and Ottawa had each received hundreds of thousands of dollars in provincial
grants since 2010 to reimburse costs of running the PESEDP. This program is briefly described in public
documents as paying for activities to investigate organized crime. Police in those cities all refused to talk
about the program, but it's well-known that police across Canada are investing in surveillance equipment,
from facial recognition systems to IMSI catchers. (...) Last fall, the federal government opened a public
consultation into the Anti-Terrorism Act, also known as Bill C-51, to address privacy concerns raised by
civil liberties groups after the Act was passed in 2015. As part of the consultation, the feds released a
green paper to “prompt discussion [...] about Canada’s national security framework”, but critics say that
the document subtly advocates for expanded police powers, particularly for lawful access. Motherboard

Russian cyber attacks are ‘'major threat,’ Congress hears

Russian cyber attacks pose a "major threat" to the United States, top U.S. intelligence officials told a
congressional hearing on Thursday despite skepticism from President-elect Donald Trump about findings
that Moscow orchestrated hacking of the 2016 election... Trump, who becomes the U.S. president on
Jan. 20, will be briefed by intelligence agency chiefs on Friday on hacks that targeted the Democratic
Party during the presidential election campaign that he won. Director of National Intelligence James
Clapper, National Security Agency Director Mike Rogers and Undersecretary of Defense for Intelligence
Marcel Lettre testified on Thursday before the Senate Armed Services Committee, which is chaired by
Republican John McCain, a vocal critic of Putin. The intelligence officials described Moscow as a major
threat to a wide range of U.S. interests because of its "highly-advanced offensive cyber program" and
sophisticated capabilities. "Russia is a full-scope cyber actor that poses a major threat to U.S.
government, military, diplomatic, commercial and critical infrastructure," they said in a joint statement.
Reuters (CBC News; Reuters); Associated Press (Global News; Globe and Mail; Maclean’s); Agence
France-Presse (La Presse; TVA Nouvelles; Le Soleil); New York Times; Washington Post: BBC News

EMERGENCY MANAGEMENT / GESTION DES MESURES D’'URGENCE

Encore 30 000 clients d'Hydro-Québec sans électricité

Plus de 30 000 abonnés d'Hydro-Québec sont toujours privés d'électricité. La pluie verglagante et les
rafales des derniers jours ont endommagé le réseau. Hier, c'est quelque 70 000 abonnés qui manquaient
d'électricité. C'est le réseau électrique dans les régions des Laurentides, de Lanaudiére, de I'Outaouais et
de la Montérégie qui a le plus souffert. A midi, ce jeudi, un total de 30 546 clients attendaient toujours le
retour de ['électricité. On en comptait 17 283 dans les Laurentides, 9438 a Lanaudiére, 2303 en
Outaouais, 862 en Montérégie et 165 a Montréal. La Presse

Saint-Lazare opens emergency shelter after power outages

While the day dawned clear and bright Thursday, many Quebecers living in Saint-Lazare remained in the
dark... Many people in Saint-Lazare have been without power for the past 24 hours, forcing an
emergency shelter to be opened at the community centre so residents aren’t left in the cold. Global News

Wildfire mitigation work ongoing

The Town of Canmore is continuing work on lowering the wildfire risk to the community through FireSmart
programs and projects. FireSmart is a provincially recognized and supported program out of Alberta
Environment and Parks for communities and homeowners to protect themselves from the risk of wildfire.
For communities like Canmore, which is surrounded by provincial parks and a national park — heavily
forested lands — having a strategy for addressing wildfire risk is important, according to Fire Chief Todd
Sikorsky. Sikorsky presented the current FireSmart situation for the municipality to council in December.
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He said 2016's wildfire in Fort McMurray was a sobering reminder for this municipality that emergency
preparedness for a wildfire situation here is key. Rocky Mountain Outlook

RCMP, Valley Search and Rescue looking for missing Morristown man

Kings RCMP spokeswoman Const. Kelli Gaudet confirmed that search efforts began for James Bell of
Morristown the morning of Jan. 5. She said the Kings RCMP, a police dog, a RCMP helicopter and
volunteers from Valley Search and Rescue are involved. Kings County News; Chronicle Herald: CTV
News; Local XPress

Avalanche safety courses recommended for backcountry enthusiasts

Avalanche conditions are currently low to moderate over most of B-C's mountains but Avalanche Canada
says that does not mean skiers and snowmobilers should head into the wilderness without taking
precautions. Spokeswoman Mary Clayton says avalanche courses are a fundamental skill for any
backcountry travellers, and a rescue expert in Prince George says everyone should remember it's their
friends who will save them after an avalanche, not search and rescue. CFJC News

Underwater beacon used in search for plane that went missing over Lake Erie

An underwater locator beacon is being used Thursday to search for a plane carrying six people that
vanished last week over Lake Erie shortly after takeoff, officials confirmed. The search was hindered -
Wednesday by high winds and waves that did not allow boats and dive teams onto the lake. Officials said
a technician from the National Transportation Safety Board will be on the lake Thursday to see if the
locator beacon can detect a ping from the plane's emergency locator transponder. Associated Press
(CBC News)

NATIONAL SECURITY / SECURITE NATIONALE

At Least Nine Ontario Police Agencies Helped Deploy Secret Surveillance Gear

At least nine police agencies in Ontario participated in a provincial program to deploy secret surveillance
equipment in the province’s largest cities, according to documents released by Ontario’s Ministry of the
Attorney General under a freedom of information request. Moreover, the documents reveal that local
police were trained in “lawful access” techniques—a police euphemism for intercepting digital
communications—in order to keep up with “rapidly changing technology.” (...) Although these documents
don't name the specific police agencies involved, Motherboard previously reported that police in Toronto,
York Region, Peel Region and Ottawa had each received hundreds of thousands of dollars in provincial
grants since 2010 to reimburse costs of running the PESEDP. This program is briefly described in public
documents as paying for activities to investigate organized crime. Police in those cities all refused to talk
about the program, but it's well-known that police across Canada are investing in surveillance equipment,
from facial recognition systems to IMSI catchers. (...) Last fall, the federal government opened a public
consultation into the Anti-Terrorism Act, also known as Bill C-51, to address privacy concerns raised by
civil liberties groups after the Act was passed in 2015. As part of the consultation, the feds released a
green paper to “prompt discussion [...] about Canada’s national security framework”, but critics say that
the document subtly advocates for expanded police powers, particularly for lawful access. Motherboard

No, the authorities can’t actually track your iPhone’s GPS without your permission and here’s why
For the past several months, reports have been circulating that police have been tracking the GPS
location of a Montreal journalist’s iPhone after a judge signed off on a warrant to allow it. Since then,
many headlines have been suggesting that the authorities not only have the ability to track and iPhone’s
GPS, but that they had actually already done it. The problem? The judge signed off on the warrant
without realizing it's not technically possible for the GPS to be tracked on an iPhone by design. There are
plenty of other things the police can do when it comes to surveillance, but iPhone GPS tracking isn’t one
of them without the user’s permission. For an iPhone’s GPS to be tracked, the person holding the phone
has to tell the device to go into its emergency mode by making a 911 phone call. According to Apple, it
has specifically designed the software in the phone’s baseband — which is the processor that manages all
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The Daily Media Summary can also be accessed through Newsdesk / La Revue de presse quotidienne
peut également étre accédée via InfoMédia
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Authorities take another look at how well indigenous women knew their killers

New categories that more precisely define the relationships between murdered indigenous women and
their killers will provide a better picture of the circumstances in which the killings took place. Previously,
the RCMP had been unable to elaborate on "casual relationships" in much detail. This frustrated
indigenous leaders and families, who said the lack of clarity led to overly simplistic conclusions about a
decades-long tragedy that has attracted global attention. (...) Nishnawbe Aski Nation Grand Chief Alvin
Fiddler said trying to better classify how women knew their alleged killers is important, but it is secondary
to the fact that many murdered and missing indigenous women and girls cases have not been
investigated properly. "Going back 15 years with Rena Fox being found dead here (outside) Thunder Bay
and there are a number of cases here in Thunder Bay where women are murdered and there have been
no arrests," Fiddler said. Fox was a 38-year-old mother of four whose body was found on Feb. 28, 2003,
near Kakabeka Falls. "Whenever a person goes missing or is found murdered, there is very little trust
between the families and the police that there will be a proper investigation done," he said. Waterloo
Chronicle

CONTRACT & ABORIGINAL POLICING / SERVICE DE POLICE CONTRACTUELS ET
AUTOCHTONES

Woman, 82, pushed to the ground during carjacking
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has enough terrorists. We do not need the police to create more out of marginalized people who have
neither the capacity nor suffi