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We covered some general questions on this report on our accompanying FAQ, available

in English and Chinese.

Key Findings

>

This report provides a comparative analysis of security, privacy, and censorship
issues in TikTok and Douyin, both developed by ByteDance.

TikTok and Douyin do not appear to exhibit overtly malicious behavior similar
to those exhibited by malware. We did not observe either app collecting contact
lists, recording and sending photos, audio, videos or geolocation coordinates
without user permission.

Despite not exhibiting overtly malicious behavior, Douyin contains features that
raise privacy and security concerns, such as dynamic code loading and server-
side search censorship. TikTok does not contain these features.

TikTok and Douyin’s Android apps share many parts of their source code. We
postulate that ByteDance develops TikTok and Douyin starting out from a
common code base and applies different customizations according to market
needs. We observed that some of these customizations can be turned on or off
by different server-returned configuration values. We are concerned but could
not confirm that this capability may be used to turn on privacy-violating hidden
features.

Both TikTok and Douyin have source code for restricting search results for
content labeled as “hate speech,” “suicide prevention,” and “sensitive.” We
suspect the “sensitive” field restriction refers to content that is “politically
sensitive” but could not confirm.

The evidence we collected is inconclusive about whether TikTok employs
political censorship of user posts. We did not test for post censorship on Douyin

Douyin restricts some political terms in search. TikTok did not restrict any of the
keywords we tested.

Introduction

App developers operatingin China face unique challenges due to laws and regulations that

hold companies accountable for the content published or transmitted on their platforms.

Companies are expected to invest in human resources and technologies to moderate

content and comply with government regulations on content controls. Companies which

do not undertake such moderation and compliance activities can be fined or have their

business licenses revoked


https://citizenlab.ca/2021/03/tiktok-and-douyin-explained/
https://citizenlab.ca/2021/04/%e9%97%9c%e6%96%bc-tiktok-%e8%88%87%e6%8a%96%e9%9f%b3%e7%9a%84%e5%b8%b8%e8%a6%8b%e5%95%8f%e9%a1%8c/

When Chinese app developers move beyond China and enterinternational markets, they
must adapt their products to suit different user expectations and regulations while also
maintaining their user base in China and compliance with Chinese law. This balancing
act can lead to usersinside and outside of China having vastly different experiences with
an application. For example, WeChat, the most popular social platform in China, offers a
single application that serves users around the world, but it enables censorship for users

based in China to comply with local laws and regulations.

ByteDance, a China-based technology company develops TikTok, a video-based social
media platform which is the first Chinese-made social media platform that reached global
popularity, crossing 2 billion accumulated downloads in April 2020. The app started in

China under the name Douyin, and was released as TikTok tailored for the international
market. The two versions continue to be maintained for these separate markets. TikTok
and Douyin are both for sharing short videos and have similar interfaces. However, they
are entirely separate apps that have access to two separate platforms. Users on these
two platforms cannot interact with each other. These platforms also have different regis-
tration processes, policies, and content.

TikTok’s huge popularity in North America in particular has put it under increased scrutiny
especially following the attempt from the Trump Administration to ban the app in the
U.S. due to alleged national security concerns. Despite TikTok’s popularity and promi-
nent public discussions surrounding its security and privacy, neither TikTok nor Douyin
have been thoroughly studied. The popularity and attention TikTok has gained poses key
questions: Did ByteDance adapt its social media platform to the international market
in alignment with industry norms? Or did it implement or retain some features that are
required in the Chinese market that may present undesirable security and privacy risks
to non-mainland China users?

These are complex questions that need to consider technical aspects and platform
policies and practices. This report focuses on the technical characteristics of TikTok and
Douyin through analysis of the source codes of TikTok and Douyin’s Android apps. The
results of this analysis inform our understanding of how ByteDance develops the two
apps for their respective markets.

During the course of this research, the US, India, Pakistan, Indonesia, and Bangladesh

have put forth government enforcements to restrict or outright ban the usage of TikTok,
often out of “national security” concerns. These bans centre on concerns that because
TikTok’s parent company ByteDance is headquartered in Beijing, the Chinese government
could compelit to share personal data of foreign nationals. Although this type of cooper-
ationis a possible scenario, little research has been done to understand how and to what
degree the Chinese government dictates control over TikTok’s operation. The steps taken


https://citizenlab.ca/2016/11/wechat-china-censorship-one-app-two-systems/
https://citizenlab.ca/2016/11/wechat-china-censorship-one-app-two-systems/
https://sensortower.com/blog/tiktok-downloads-2-billion
https://www.whitehouse.gov/presidential-actions/executive-order-addressing-threat-posed-tiktok/
https://www.bbc.com/news/technology-53225720
https://www.nytimes.com/2020/10/11/technology/tiktok-pakistan-ban.html
https://www.dw.com/en/indonesia-blocks-pornographic-tik-tok-app/a-44537230
https://www.dw.com/en/bangladesh-anti-porn-war-bans-blogs-and-google-books/a-47684058

by governments to ban or restrict access to TikTok for national security reasons have
numerous political motivations. Our aim is to undertake an objective and evidence-based
technical analysis of TikTok from the perspective of user privacy and security. Such an
assessment has not been done thoroughly, and yet should be an essential prerequisite
to any informed public policy towards use of the application.

The report is grouped into the following sections:

Methodology

This section describes our methods for analyzing the Android versions of
TikTok and Douyin.

Background

This section provides a high level comparison of TikTok and Douyin and shows
that TikTok has two regional versions: one for East Asian and Southeast
Asian countries; the other for all other countries. These two versions are
almost identical in terms of interface and code base. Users can use either of
these apps to access the same global platform. However they differ in some
aspects, such as regional law compliance.

Privacy

This section reports results from traffic analysis and shows what data the
applications collect and when they are transmitted, and the destinations
they are sent to. Overall we find that neither app appears to collect sensitive
personal data (e.g., contact lists, user files, or geolocation coordinates)
without permission. Douyin contains many features unsuitable for the
international market, such as dynamic code loading and server side search
censorship. TikTok does not contain these features. TikTok collects a large
variety of device information and usage pattern information. It also makes
use of third-party advertisement and tracking services, including Facebook,
Firebase Analytics, and AppsFlyer. These characteristics are not exceptional
when compared to industry norms.

Security

This section reports our results from source code analysis which finds that
TikTok and Douyin do not appear to exhibit overtly malicious behavior. We
did not observe either app collecting contact lists, recording and / or sending
photos, audio, videos, or geolocation coordinates without user permission.
Douyin contains many features that users may find undesirable in the
international market, such as dynamic code loading and server side search
censorship. TikTok does not contain these features.




Censorship

This section reports results from our analysis of post and search censorship
on TikTok and Douyin. Based on our results it is unclear if TikTok employs
political censorship of user posts. We did not test for post censorship on
Douyin. Both TikTok and Douyin have source code for server-side search
censorship, which is capable of restricting search results for content labeled
as "hate speech,” “suicide prevention,” and “sensitive.” We suspect the
"sensitive" restriction refers to content that is “politically sensitive” but could
not confirm. Douyin restricts some political terms in search. TikTok did not
restrict any of the keywords we tested.

Methodology

In this section, we provide a high-level overview of our methodology. Further details on
our methods are described in respective sections.

Source code examination motivated by captured network
traffic

We used the following process in our analysis of captured network traffic.

1. Capture network traffic when using the app normally.

2. From captured traffic, identify interesting data, such as personal information, device
identifiers, program executables, and encrypted strings.

3. Searchthe source code for field names in those network requests to determine how
the data were collected or generated. When exploring the source code this way, we
can often also find code concerning privacy and security.

This approach allows us to quickly identify interesting parts of the code instead of needing
to go through the complete code base.

Web scraping and data analysis

We used web scraping methods to discover platform censorship in the form of content
(post) takedowns. We built two web scrapers: one to collect existing content and another
to check if collected content was still available on the platform.

Automated user operation of the app

After we discovered that TikTok and Douyin both include capabilities to perform server-
side censorship of platform search results, we explored if they actually filter content and,
if so, what specific content is filtered.



To probe these questions, we developed a program that controls the app to perform
searches on the platform simulating routine user-performed searches. We execute this
program iteratively, performing searches on keyword combinations censored by another
Chinese platform, WeChat, as found in prior research. Finally, we compare the search

results returned by TikTok and Douyin.

Traffic Interception, and Analysis Tool Setup

* Our trafficinterception and analysis setup includes the following components:

* System rooted with Magisk

Magisk modules used:

« Always Trust User Certificates v0.4 from giacomoferretti’s fork

+ MagiskFrida 12.8.17-1
+ Riru-Corev19.7
« Riru-EdXposed v0.4.5.1_beta(4463) (YAHFA)
* EdXposed modules used:
+  TrustMeAlready (com.virb3.trustmealready) 1.11
«  XPrivacyLua (eu.faircode.xlua) 1.27
* Installed intercepting server’s SSL root CA on testing phone

* Test phone shares WiFi local network with intercepting server, configure test phone
to use intercepting server as system wide proxy

* Intercepting server: Burp Suite Community Edition v2020.1

Testing Environment

* Android 9 (LineageOS 16)

* System locale set to Traditional Chinese (Taiwan)

App Version Numbers Under Analysis

Even within a single app behaviors may differ across different versions. Hence, we
document the precise app versions numbers of the apps we analyzed. We obtained
these versions in November 2019 when we started the research. Precise version numbers
are specified within the “AndroidManifest.xml” file contained within every Android app
package (APK).

* Musically’: android:versionCode="2021407050" android:versionName="14.7.5"

e Trill: android:versionCode="963" android:versionName="9.6.3”

1 TikTok has two regional versions, which we dubbed Musically and Trill. Details can be found in the
section “TikTok’s two regional versions” below.


https://citizenlab.ca/2016/11/wechat-china-censorship-one-app-two-systems/
https://github.com/giacomoferretti/MagiskTrustUserCerts/releases/tag/v0.4
https://github.com/ElderDrivers/EdXposed

* Douyin: android:versionCode="960" android:versionName="9.6.0"

The value “versionName” is displayed on the Google Play Store. It is end-user facing but
not precise, because the Google Play Store allows developers to upload a new version of
an app without changing the versionName. Therefore, we also specified “versionCode,”
which is used internally within the Android operating system and Google Play Store to

differentiate between versions, and is required to be a strictly-increasing integer across
app updates.

Obtaining App Package Files (APK)

Reverse engineering an Android app starts with obtaining the Android Package file
(APK) for the app. Commonly, researchers will download these files from third-party
APK hosting sites like APKMirror and Apkpure. These sites serve users who do not have

access to the Google Play Store, or want to bypass its downloading restrictions. Files on
these sites are either first obtained by the site itself (Apkpure) or submitted by voluntary
users (APKMirror). Since the files have gone through the hands of third parties, there is
a higher chance of them being tampered with.

Alternatively, researchers can install the app normally on their phone using the Google
Play Store then export the APK files using tools like “adb . This approach guarantees the
integrity of the files but does not allow researchers to download apps which are unavail-
able for their hardware or region.

Here, we utilized an open source Google Play Store client “Aurora Store.”

Aurora Store offers the following features that aids our work on reverse engineering:
* Download and install apps from Google Play Store.
* Save downloaded APK to specified path.

* Offers an “anonymous account” which all users can access, so users do not need to
use their own Google account.

* Switching to different countries’ Play Store simply by using a VPN to change IP
address. After switching, users can perform searches, view top lists, and download
apps, as if they are in that country.

* Specify older APK versions to download. However, not all historical versions are avail-
able. Availability is dependent on which versions the Play Store still hosts.

* Ability to fake device profiles. This feature allows users to download APK variants (CPU
architecture, screen resolution, locale, etc.) that were not meant for their operating
device.


https://developer.android.com/studio/publish/versioning#appversioning
https://www.apkmirror.com/
https://apkpure.com/
https://gitlab.com/AuroraOSS/AuroraStore

Limitations

The source code of Douyin and TikTok is vast, and so are the differences between them.
Given time constraints, we could not examine every source code component and test
the apps in every circumstance, which means our methods could not find every security
issue, privacy violation, and censorship event. However, our methodology should lead
us to find overtissues in these areas if they existed. This research only focuses on TikTok
and Douyin’s Android versions and does not analyze iOS versions of the apps.

Background

In this section we review related research and present high level overviews of Douyin and
TikTok features and characteristics.

Related Work

Previous work on security and privacy issues with TikTok provide useful background infor-
mation and baseline technical analyses that inform our research. This section reviews
this prior work and how our research contributes to understanding TikTok and Douyin.

In December 2019, Matthias Eberl, a German journalist, conducted a technical analysis

on TikTok’s app and website. They found that TikTok’s data collection using third-party
trackers was in apparent conflict with the GDPR (General Data Protection Regulation).
Ebrel discovered the TikTok website identifies users using “canvas fingerprinting,” a
fingerprinting technique in which the website asks the browser to draw a hidden image,
and using that unique image to identify the browser version, operating system, and other
information regarding the execution environment.

In August 2020, a French security researcher, Baptiste Robert conducted technical analysis

on network traffic transmitted by the TikTok Android app. They focused on what, when,
and where TikTok sends its data, concluding that TikTok did not have suspicious behavior
and was not exfiltrating unusual data, which coincides with our findings. They also identi-
fied the “ttEncrypt' custom encryption algorithm, but did not explore what data this
contained. Our research fills this gap by presenting a way to capture the original data
before the encryption and analyzing its contents.

In September 2020, the Australian Strategic Policy Institute (ASPI) published a report
on TikTok and WeChat’s censorship, privacy concerns, and data collection titled TikTok
and WeChat: Curating and controlling global information flows. ASPI summarized from

previous research multiple themes that were censored by TikTok, and also uncovered
new ones. Those themes included world leaders, politics, protests, LGBTIQ+ issues, and


https://rufposten.de/blog/2019/12/05/privacy-analysis-of-tiktoks-app-and-website/
https://medium.com/@fs0c131y/tiktok-logs-logs-logs-e93e8162647a
https://www.aspi.org.au/report/tiktok-wechat
https://www.aspi.org.au/report/tiktok-wechat

Xinjiang. ASPI’s approaches included code inspection and posting content with censored
hashtags. Our approach was to track the availability of posts with sensitive hashtags.
The evidence we found was inconclusive as to whether TikTok employed any censorship
of user posts. However, though inconclusive, our evidence does not contradict ASPI’s
findings.

ASPl also looked into TikTok’s privacy concerns and data collection using methods similar
to ours. They did not observe TikTok’s Android app carrying out any overtly malicious
activity akin to spyware, which aligns with our findings.

ASPI’s research speculated that the TikTok Android app could collect keystroke data and
suggested it may be obscured by the app’s custom encryption. However, the researchers
were not able to decrypt the encryption algorithm and could not confirm if the collection
was taking place. Assuming the “custom encryption” they mentioned is what we found
and called “ttEncrypt” (see section below), we can confirm that keystrokes were not
encrypted and sent using ttEncrypt. We did not conduct further research into whether
TikTok collected keystroke data.

An investigative report by The Intercept published in March 2020, revealed through leaked
Chinese policy documents that TikTok moderators were instructed to suppress content
posted by users deemed too “ugly”, “poor” or “disabled” for the platform. The documents
also show instructions to moderators to block livestreams with political content that
harmed “national honor” or national security. A TikTok spokesperson claimed these
were old documents and these policies were “either no longer in use, or in some cases

appear to never have been in place”.

ASeptember2020 academicarticle by Lianrui Jia and Lotus Ruan examined and compared

data and privacy governance by four China-based mobile applications and their interna-
tional versions, including Douyin and its international version TikTok. They employed
the walkthrough method to test these apps in actual operation, as well as conducting a
content analysis of the privacy policies and terms of service of each mobile app.

Ourresearch complements Jia and Ruan’s article by providing insights into the technical
aspects of the applications. Our findings on the two TikTok Android versions available
in Asian and non-Asian app stores and their differences corresponds to Jia and Ruan’s
finding that TikTok/Douyin are more attentive to users from different geographical
regions by designating jurisdiction-specific privacy policies and terms of service.

Their study also showed that the Chinese domestic and international versions of the
same app vary in data and privacy protection standards. However, as they also noted,
there can be inconsistencies between what the app policy states and what the code of the


https://theintercept.com/2020/03/16/tiktok-app-moderators-users-discrimination/
https://policyreview.info/articles/analysis/going-global-comparing-chinese-mobile-applications-data-and-user-privacy

app appears to do. Our research closes this gap by providing technical evidence showing
the different data collection practices from TikTok and Douyin.

TikTok’s two regional versions

When obtaining the APK files for TikTok, we noticed that there are actually two versions
of the app availablein 1) East and Southeast Asian and 2) other remaining countries’ Play
Stores. The App IDs of these apps are “com.ss.android.ugc.trill” and “com.zhiliaoapp.
musically” respectively. We will use “Trill” and “Musically” to refer to them for short in
the rest of the report. Note that, there was a company named “Musical.ly,” which was
acquired by ByteDance in 2017. We will use “Musically” to refer to the TikTok app variant,
and “Musical.ly” to refer to the company and its product before acquisition.

Their differences compared in this table, with Douyin listed for reference:

Version Trill Musically Douyin
App ID com.ss.android. com.zhiliaoapp. com.ss.android.
ugc.trill musically ugc.aweme
Publisher (as listed  TikTok Pte TikTok Inc (USA), but Not listed on
on Google Play (Singapore) was changed to TikTok ~ Google Play Store
Store) Pte in October 2020
Platform policies Terms of Service and Privacy Policy User Agreement
and Privacy Policy
Available countries, < KR « BD Intended for
tested on June . PH . BO Chinese users, but
10, 2020, in ISO does not forbid
country codes, « TW + BR international users
countries not listed ., Ty . CA from downloading
are not tested. the APK from their
* WN * FR website.

- DE

« GR

« HU

« IN

o LY

o« MX

« NP

« NL

+ NG

. PE

« RU

* RS

« CH

« US


https://web.archive.org/web/20201014025432/https://play.google.com/store/apps/details?id=com.zhiliaoapp.musically
https://web.archive.org/web/20201021055608/https://play.google.com/store/apps/details?id=com.zhiliaoapp.musically
https://web.archive.org/web/20201021055608/https://play.google.com/store/apps/details?id=com.zhiliaoapp.musically
https://www.tiktok.com/legal/terms-of-use?lang=en
https://www.tiktok.com/legal/privacy-policy?lang=en
https://www.douyin.com/agreements/?id=6773906068725565448
https://www.douyin.com/agreements/?id=6773901168964798477

User count

Server domain
examples

“Discover” tab?

100,000,000+ Play
Store downloads
(November 2020)

+ log.tiktokv.com

« api.tiktokv.com

Mostly Taiwanese

posts

1,000,000,000+ Play

Store downloads
(November 2020)

+ log2.musical.ly

+ api2.musical.ly

Mostly Canadian posts

Over 400 million
daily active users
(January 2020)

+ log.snssdk.com

+ log.snssdk.com

(Not compared)

Table 1: Basic comparison of Musically, Trill, and Douyin.

Their permissions:

Permission

Trill

Musically

Douyin

ACCESS_COARSE_LOCATION3
ACCESS_FINE_LOCATION

ACCESS_LOCATION_EXTRA_COMMANDS

ACCESS_NETWORK_STATE
ACCESS_WIFI_STATE
AUTHENTICATE_ACCOUNTS
BLUETOOTH
BLUETOOTH_ADMIN
BROADCAST_PACKAGE_ADDED
BROADCAST_PACKAGE_CHANGED
BROADCAST_PACKAGE_INSTALL
BROADCAST_PACKAGE_REPLACED
CAMERA
CHANGE_CONFIGURATION
CHANGE_NETWORK_STATE
CHANGE_WIFI_STATE
EXPAND_STATUS_BAR
FLASHLIGHT
FOREGROUND_SERVICE
GET_TASKS
INSTALL_SHORTCUT

INTERNET

MANAGE_ACCOUNTS
MODIFY_AUDIO_SETTINGS

<\

SNENIENEN

S

<\

SNENIENEN

S

N N N N N N N N N N N N N N N N N N N ENENEN

AN

When accessing the “Discover” tab from the same phone on the same Canadian IP address, using

zh_TW as system locale.

We found that Trill declares the location permission and phone status permission, however Musically
does not. Both of these permissions are “dangerous permissions” as defined by Google. Before first
use of dangerous permissions, Android will display a dialog interface for each permission, asking
the user to allow or deny such permission requests. In our process of using Trill, permission request
dialog for these two permissions were never prompted, indicating that they were never used.


https://mp.weixin.qq.com/s/mjzr2ssMpmDdVeMeiOTb3g
https://mp.weixin.qq.com/s/mjzr2ssMpmDdVeMeiOTb3g
https://mp.weixin.qq.com/s/mjzr2ssMpmDdVeMeiOTb3g

READ_APP_BADGE v v v
READ_CONTACTS v v v
READ_EXTERNAL_STORAGE v v v
READ_PHONE_STATE v v
RECEIVE_BOOT_COMPLETED v v v
RECORD_AUDIO v v v
REORDER_TASKS v v v
REQUEST_INSTALL_PACKAGES v v v
RESTART_PACKAGES v
SUBSTITUTE_NOTIFICATION_APP_NAME v
SYSTEM_ALERT_WINDOW v
UNINSTALL_SHORTCUT v
UPDATE_APP_BADGE v v v
USE_CREDENTIALS v v

VIBRATE v v v
WAKE_LOCK v v v
WRITE_EXTERNAL_STORAGE v v v
WRITE_SETTINGS v
WRITE_SYNC_SETTINGS v v v

Table 2: Comparison of Musically, Trill, and Douyin’s permissions.

What is the reason behind having two versions? According to APKMirror’s history,
Musically was available as early as January 1, 2017 and Trill was available as early as

June 29,2018. On August 2, 2018, Bytedance consolidated the user accounts of Musical.

ly and TikTok, merging the two apps into one and keeping the title TikTok. Musical.ly’s
merger into Bytedance was announced on November 3, 2017. This timeline means that,

before August 2,2018, there was a period of time when both Musically and Trill were avail-
able in the Google Play Store (though potentially not in every country). It is likely that
both apps already accumulated their own user base, and after the merger it was easier
to simply upgrade both apps to the new merged-code version, instead of asking users
to install another app.

Other than the reasons above, this version distinction is also used to adjust interfaces and
provide user settings tailored to the targeted regions. Users are only given the ability to
opt-out of ad personalization in Musically, which is likely due to the requirements of the
European General Data Protection Regulation (GDPR).


https://www.apkmirror.com/apk/tiktok-inc/tik-tok-including-musical-ly/musical-ly-5-0-2-release/musical-ly-5-0-2-android-apk-download/
https://www.apkmirror.com/apk/tiktok-pte-ltd/tik-tok/tik-tok-2-4-7-release/tik-tok-2-4-7-android-apk-download/
https://en.wikipedia.org/wiki/Musical.ly#Merger_into_TikTok
https://web.archive.org/web/20181019163943/https://www.bloomberg.com/research/stocks/private/snapshot.asp?privcapid=316026378
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Figure 1: Musically offers the option to Figure 2: Trill, under the same settings page,
opt-out of ad personalization does not offer ad personalization option.

Note that, in this report comparing TikTok and Douyin, we say “TikTok” to refer to
the Musically variant unless otherwise stated.

Code Sharing Among Musically, Trill, and Douyin

When exploring Musically, Trill, and Douyin’s source code, we found that many of the
functions and classes were identical (implemented in the same code). Musically, Trill,
and Douyin also share many code packages with identical names and paths, for instance:

* com.ss.android.ugc.aweme
¢ com.bytedance. frameworks

* com.bytedance.ttnet

There were many more instances of identical code packages, however, we are uncer-
tain exactly to what degree the three variants share common code, as their code bases
are vast. For the parts which we have examined, the differences between Musically and
Trill are fewer than the differences between Douyin and the other two. This is expected
because Douyin serves a China-only platform separate from the global platform served
by regional variants Trill and Musically.

In the rest of this section, we show examples of how hard-coded configuration values
and server-returned configuration values can change the app’s behavior.
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Hard-coded configuration values

In some cases, differences in Musically, Trill, and Douyin’s behavior are determined
by internal configuration values instead of source code differences. In this section, we
present a relatively simple example of how internal configuration values affected which
logging servers the apps used.

Musically includes a function com.bytedance.ies.ugc.statisticlogger.config.
C9656b.m28354a% to choose its log server:

m.internal .C47843i % | © com.p420ss.android.ugc.aweme.base.p1002ui.FeedTaglayout2 X | © com.bytedance.ies.ugc.statisticlogger.config.C9656b % |-

= ) <]
= }
2 private C9656b() {
}
/* renamed from: a */
65535 public static C47613s<ConfigUpdateEvent> m28353a() {
65536 return f27506b;
}
static {
96615 C47581a<ConfigUpdateEvent> a = C47581a.m148104a();
96621 C478431.m148682a( (Object) a, "BehaviorSubject.create<ConfigUpdateEvent>()");
96624 f27506b = a;
}
/* renamed from: a */
70431 public static void m28354a(C9660c cVar) {
70434 C478431.m148687b(cVar, "configuration”);
70438 AppLog. setReportCrash(false);
70441 AppLog . addAppCount () ;
70445 AppLog . setIsNotRequestSender (true);
70452 AppLog. setReleaseBuild(C9593b.m28179g()) ;
70459 AppLog. setAppContext(C9655a. f27503a) ;
70464 AppLog . setUseGoogleAdId(cVar. f27510b) ;
70475 8296k . m24406a(cVar.mo21554a() .mo21555a() ) ;
70485 AppLog. setLogEncryptConfig(new C9657a());
switch (€9593b.m28186n()) {
case 1:
case 4: H
70514 AppLog.setHostI("log. tiktokv.com");
70519 AppLog.setHostLog("log. tiktokv.com");
70524 AppLog.setHosthon("api . tiktokv.com");
break;
case 2:
case 5:
70498 ApplLog.setHostI("log2.musical.ly");
70503 AppLog.setHostlLog("log2.musical.ly");
70508 AppLog.setHostMon("api2.musical.ly");
}
70531 AppLog. setConfigUpdatelistener( (AppLog.ConfigUpdateListener) f27507c);
70542 n28353a() .mo118865f (C9658b. 127508a) ;
70545 €9649a aVar = C96493 f27486a;
70547 avar.mo21527g
70556 C18305d. m6007éa((C18305d C18306a) (9649a.f27492g);
70559 €9653c.m28334a()
70568 AppLog. setAliYunHanlder (ALiYunUUIDHandler .inst())
70599 €32382a.m105121b() .m083041a(new LazyLoadLegoTask(cVar £27509a) ) .mo83041a(new SetAppTrackTask()).mo83042a();
}
U 1 I~

Figure 3: Musically includes a function m28354a, which chooses the log server.

In this function we see a switch: depending on the return value of C9593b.m28186n(),
the log server will be set to log.tiktokv.com (used by Trill in practice) or log2.musical.ly
(used by Musically in practice).

What is this function “C9593b.m28186n()”? From Douyin’s source code, we see calls to the
unobfuscated name of “C9593b.m28186n()” present in the same location of the source
code:

4 In most of TikTok and Douyin source code, Java class, function, and field names are obfuscated to
justone single Latin character. To aid reverse engineering, we enabled the “~deobf” option provided
by the JADX Java decompiler. The “~deobf” feature renamed these single-character names into more
distinguishable alphanumeric names such as “C9656b” in the decompiled Java code. Different versions
and settings will cause JADX to generate different alphanumeric names for the same original Java
name. The original single-character Java name can be obtained by removing the first leading group
of alphabetic plus numeric characters, for example, the deobfuscated name “C9656b” corresponds
to the original name “b”. The rest of this report contains both of these two kinds of names.



https://github.com/skylot/jadx

14

TIKTOK VS DOUYIN
Bf X r © com.bytedance. frameworks. plugin.core.C3358f ’, © com. bytedance. franeworks.plugin. core.C3359g X ’/ @ com.bytedance. ies.ugc.statisticlogger.config.C3590p
/* renamed from: a */
0431 public static void m8252a(C13549d dvar) {
NetworkClient a;
0434 Intrinsics.checkParameterIsNotNull(dVar, “"configuration”);
0438 AppLog.setReportCrash(false);
0441 AppLog.addAppCount () ;
0445 AppLog.setIsNotRequestSender(true);
0454 Applog.setReleaseBuild (AppContextManager . INSTANCE . getReleaseBuild());
0461 AppLog.setAppContext(C13547a. f3756%a) ;
0466 Applog.setUseGoogleAdId(dVar.f37572b);
0469 (13549d.(13550a a2 = dVar.mo20566a();
0473 if (1(a2 = null || (a = a2.mo20567a()) = null)) {
0481 NetworkClient.setDefault(a);
}
0491 AppLog.setLogEncryptConfig(new C3591a());
switch (AppContextManager.INSTANCE.getClientType()) {
case 1:
case 4:
0522 AppLog.setHostI("log. tiktoky.com");
0527 Applog.sethostLog("log. tiktokv.com");
0532 AppLog.setHostMon("api. tiktokv.con");
break;
case 2:
case 5:
0506 Applog.setHostI("log2.musical.ly");
0511 AppLog.sethostLog("log2.musical.ly");
0516 AppLog.setHostMon("api2.musical.ly");
break;
}
0539 Applog.setConfigUpdatelistener((Applog.ConfigUpdatelistener) f9109c);
0550 m8250a() . subscribe(€3592b.f9110a) ;
0555 3587a. 9104 . mo18664f () ;
0562 DeviceRegisterManager.addOnDeviceConfigUpdateListener(C3587a.f9103e);
0569 AppLog.addSessionHook (€3594e.9114d) ;
0578 AppLog.setAliYunHanlder (ALiYunUUIDHandler.inst());
0611 C4008a.9985k. m020213b () .m020229a(new LazyLoadLegoTask(dVar.f37571a)).mo20229a(new SetAppTrackTask()).mo20230a();
Figure 4: At the same location of the source code, Douyin uses AppContextManager.INSTANCE.

getClientType() in place of C9593b.m28186n() in Musically.

Therefore, we can see it is actually the return value of AppContextManager.INSTANCE.

getClientType() that determines which log server will be used. From this name, we can

infer that the value returned by this function represents the type of client.

How is getClientType() implemented, then? This is getClientType()’s definition in Douyin:

© com.bytedance.ies.ugc.appcontext.AppContextManager

Find:

iSCM

2

public final int getClientType() {
return clientType;

public final String getGitBranch() {
return gitBranch;

Figure 5: Implementation of getCLientType() in Douyin.

The field clientType is assigned only in one place: com.bytedance.ies.ugc.appcontext.

AppContextManager.init() :
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© com.bytedance. ies.ugc. appcontext.AppContextManager ( ® com.p232ss.android. common.applog. TeaAgent

HndJECN

70431

70434
70441
70445
70449
70453
70455
10457
70461

70464
10466
70468
10472

10475
70479
70481
70483
10487

70493
70495
70497
70501

70504
0508
70512

70514

public final void init(C3578b bVar) {

boolean z;

Intrinsics.checkParameterIsNotNull(bVar, "builder");

context = bVar.mol8643a();

isDebug = bVar.f9083b;

stringAppNameResId = bVar.f9086e;

stringApphame = bVar.f9085d;

String str = bVar.f9087f;

if (str = null) {
Intrinsics. throwUninitializedPropertyAccessException("apphame");

1

appMame = str;

String str2 = bVar.f308%h;

if (str2 = mll) {
Intrinsics. throwUninitializedPropertyAccessException("flavor");

}

flavor = str2;

long j = bVar.f90901;

String str3 = bVar.f9088g;

if (str3 = null) {
Intrinsics.throwUninitializedPropertyAccessException("versionName");

}

versionInfo = new C3570c(j, str3);

String str4 = bVar.f9091j;

if (strd = mull) {
Intrinsics.throwUninitializedPropertyAccessException("feedbackAppkey");

}

feedbackAppKey = strd;

clientType = bVar.f90931;

appId = bVar.f9092k;

€3570c cVar = versionInfo;

AppContextManager.init().

Figure 6: The field clientType is assigned only in com.bytedance.ies.ugc.appcontext.
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clientType is assigned initially from the value of bVar.f9093l. bVar.f9093l also only ever

has one assignment, in com.p232ss.android.ugc.aweme.app.launch.C3888b

© com.p232ss.android.ugc.aweme. app.launch.C3888b X [/ © com.bytedance. fes.ugc.appcontext.AppContextManager % r © com.p232ss.android.common. applog. TeaAgent
T e e
}
0431 public final void invoke(C3578b bVar) {
0432 €3578b bvar2 = bvar;
0437 int i = 0;
0459 if (PatchProxy.isSupport(new Object[]{bVar2}, this, changeQuickRedirect, false, 30340, new Class[]{C3578b.class}, Void.TYPE)) {
0480 PatchProxy.accessDispatch(new Object[]{bVar2}, this, changeQuickRedirect, false, 30340, new Class[]{C3578b.class}, Void.TYPE);
0483 return;
}
0486 Intrinsics.checkParameterIsNotNull(bVar2, "Sreceiver");
0496 bvar2.f9086e = Integer.valueOf(R.string.ak);
0502 Intrinsics.checkParameterIsNotNull("aweme", "<set-7>");
0505 bvar2.f9087f = "aweme";
0511 Intrinsics.checkParameterIsNotNull("douyin", "<set-7=");
0514 bvar2.f908%h = "douyin";
0516 bvVar2.f9083b = false;
0522 Intrinsics.checkParameterIsNotNull(BuildConfig. VERSION_NAME, "<set-?2>");
0525 bVar2.f9088g = BuildConfig.VERSION_NAME;
0529 bvar2.f90901 = 960;
0535 Intrinsics.checkParameterIsNotNull("aweme-android”, "<set-?>");
0538 bvar2.f9091j = "aweme-android";
0542 bvar2.f9092k = 1128;
0560 if (PatchProxy.isSupport(new Object[0], (Object) null, C3892c.f9579a, true, 30341, new Class[0], Integer.TYPE)) {
0580 1 = ((Integer) PatchProxy.accessDispatch(new Object[0], (Object) null, €3892c.f9579a, true, 30341, new Class[0], Integer.TYPE)).intValue();
}
0584 bvar2.f90931 = 1;
0593 bVar2.f9084c = new AppMonitor.C3573c() {

Figure 7: clientType is assigned with the value of bVar.f9093l. bVar.fo093l is assigned only in
com.p232ss.android.ugc.aweme.app.launch.C3888b.

From here we can see, in Douyin, the value i is initially assigned 0; later there is a isSup-

port check to potentially override the value from hot patches (see more details in the

Douyin Hot Patching section below).
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Going back to Musically’s source code, we see a similar process to assign clientType:

Definition of C9593b.m28186n():

@ com.bytedance.ies.ugc.appcontext.C9593b r © com.p420ss.android.ugc.

/* renamed from: n */

2 public static int m28186n() {
return f273410;

}

/* renamed from: q */

2 public static String m28189q() {
return f27345s;

}

Figure 8: Definition of C9593b.m28186n(), which returns the value of f273410.

Where f273410 is assigned:

@ com.bytedance.ies.ugc.appcontext.C9593b ’/ ® com.p420ss .android.ugc.aweme.app.]|

T renamed Trom: a ™

73823 public static String m28171a(int i) {
try {
73826 Application application = f27330d;
73828 if (application == null) {
73832 C47843i.m148683a (" "context");
}
73835 String string = application.getString(i);
73841 C47843i.m148682a((0bject) string, "context.getString(resId)");
73855 return string;
} catch (Throwable unused) {
73824 return "";
}
}
/* renamed from: a */
70431 public final void mo21377a(C9597c cVar) {
70434 C47843i.m148687b(cVar, "huilder");
70441 f27330d = cVar.mo21387a();
70445 f27329c = cVar.f27356b;
70449 f27332f = cVar.f27359%e;
70453 f27331e = cVar.f27358d;
70459 f27334h = cVar.mo21389b();
70465 f27336j = cVar.mo21393d();
70478 273351 = new (C9596¢(cVar.f27363i, cVar.mo21391c());
70484 273381 = cVar.mo21395e();
70488 273410 = cVar.f273661;
70492 f27342p = cVar.f27365k;
70494 C9596c cVar2 = f27335i;
70496 if (cvar2 == null) {
70500 C478431i .m148683a("versionInfo");
}
70507 if (!cVar2.mo21383a()) {
70509 Application application = f27330d;
70511 if (application == null) {
70515 C47843i .m148683a("context");
}
70524 273351 = C9605f.m28247a(application);
}
70526 Application application2 = f27330d;
70528 if (application2 == null) {
70532 C47843i.m148683a("context");
1
70541 27337k = C9605f.m28249b(application2);
70543 m28197z();
70550 €9599d.m28216a(cVar.mo21387a());
70555 €9599d.m28217a(cVar. f27357c) ;
}

Figure 9: f273410 is assigned with the value of cVar.f27366l.
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Where f27366l is assigned

© com.p420ss.android.ugc.aweme. app.launch.C22020b ’/ ® com.bytedance.ies.ugc.appcontext.C960)
}

}
2 private C22020b() {
}
/* renamed from: com.ss.android.ugc.aweme.app.launch.bsb */
42750 static final class €22022b extends Lambda implements C47806b<C9597c, C47852n> {

/* renamed from: a */
public static final C22022b f59143a = new C22022b();

€22022b() {

super(1);
}
42751 public final /* synthetic */ Object invoke(Object obj) {
42754 m72880a( (C9597¢) obj):
42757 return C47852n.f122764a;

}

/* renamed from: a */

39359 private static void m72880a(C9597c cVar) {
39362 C478431.m148687b(cvar, "$receiver");
39372 cVar.f27359e = Integer.valueOf(R.string.jf);
39376 cVar.mo21388a("musical_ly");
39381 cVar.mo21392c("musically™);
39385 cVar.f27356b = false;
39389 cVar.mo21390b("14.7.5");
39395 cvar.f273631i = 2021407050;
39399 cVar.mo21394d("musically-android”);
39404 cVar.f27365k = 1233;
39410 cVar.f273661 = C22024c.m72882a();
39419 cVar.f27357c = new C9599d.C9602c() {
/* renamed from: a */
08287 public final boolean mo21399a(Activity activity) {
08289 if (activity != null & !(activity instanceof AmeActivity)) {
08296 return true;
}
08288 return false;
3
}:

}

Figure 10: f27366! is assigned with the value of C22024c.m72882a().

Where m72882a() is defined

& com.p420ss.android.ugc.aweme.app.launch.C22024c X r G com.airbnb.1

1 |package com.p420ss.android.ugc.aweme.app.launch;

3(/* renamed from: com.ss.android.ugc.aweme.app.launch.c */
4jpublic final class C22024c [

5 /* renamed from: a */

6 public static final int m72882a() {

7 return 2;

8 }

9t

Figure 11: Definition of m72882a(), which returns a fixed value “2.”

Therefore we can see, for Musically, the returned clientType value is 2, so it will execute
AppLog.setHostl("log2.musical.ly"); . Douyin returns a clientType value as 0, so none of
the switch conditions will be executed. We have also verified that Trill returns a client-
Type value of 1, through identically-implemented functions as Musically.

This instance of code sharing is one of the more basic examples we found. There are many
other variant (Musically, Trill, or Douyin) configurations, checked in various places in the
source code, to determine variant-specific behaviors.



Many of these variables are defined statically within the source code and can be
read by calling relevant functions in the class com.bytedance.ies.ugc.appcontext.
AppContextManager in Douyin. There are functionally equivalent classes in Trill and
Musically but with their names obfuscated, so we only show the Douyin version here.

In the AppContextManager class, we can see other functions that can tell variant differ-
ences. We list some of their names and explanations below (All functions discussed here
also exist in Trill and Musically; we only list the names from Douyin because they are
unobfuscated.)

Function name Return valuein Returnvalue Return value Notes

Douyin in Trill in Musically

getAppld 1128 1180 1233 This value show
up as the “aid”
field in some
HTTP API calls

isDouyinLite false false false

getPushScheme  (empty string) snssdk1180 musically Probably related
with setting the
push notification
scheme

isCN true false false

isl18n false true true

isMusically false false true

Table 3: Functions and their return values that determine different behaviors in Douyin, Trill,
and Musically.

In AppContextManager, there is a special set of variant variables with their sources not
statically defined in the source code, but rather embedded in a hidden location within the
APK file. To read these variables, Douyin and TikTok include a special “ApkUtil” compo-
nent to directly open the installed APK file (usually present under /data/app), seek a
special file location, then decode the values from there.

Under Google’s APK signature scheme v2 (since Android 7), custom fields are added in the
APK signing block to store these values. These values are not protected by the APK’s check
from tampering, therefore they are useful for non-critical information to be stored after
the APK is signed. TikTok and Douyin are very likely using a tool developed by Meituan
(a Chinese company) called Walle to achieve this feature. Information about Walle can
be found in Meituan’s engineering blog.

Below is the list of variables and examples of how they are used. Note that the list may
not be complete as we only look through which fields are accessed from the source code.
There may be other unused fields present in the APK.


https://tech.meituan.com/2017/01/13/android-apk-v2-signature-scheme.html
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Name Usage example

GIT_SHA

GIT_BRANCH

release_build The value is sent in some telemetry messages.

meta_umeng_ If set to “local_test” (not the case for all 3 of our tested APK), some
channel debugging functions are enabled.

Table 4: List of hidden variables embedded within Douyin and TikTok’s APK file.

Server-returned configuration values

When a user logs in, Musically sends a request towards https://api2-16-h2.musical.ly/

aweme/vl/abtest/param/, which returns a list of A/B testing parameters. Here, we look

at a specific parameter “facebook_story”. Searching for “facebook_story” led us to com.
p420ss.android.ugc.aweme.setting.model.AbTestModel:

© com.pl2@ss.android.ugc.aweme. setting.model.AbTestModel i r © com. pli20ss.android.ugc.aweme.
Pavtie Dot PyCIry Trowrony
©C17149c(moli2639a = "enable_alog_upload™)
©C37005b(mo9327da = "FSALogERI LfE", mo93275b = "XHALogERN L")
@C37013f(mo93278a = "UGFIHE")
public boolean isEnableAlLogUpload;
©C17149c(mol2639a = "enable_bugly")
©c37005b(me93278a = "MTFH EBugly”, mo93275b = "MT % HBugly™)
@8C37013f(mo93278a = "UGFIH=E")
public boolean isEnableBugly;
©C171U9c(mol263%a = "enable_check_beta_version")
public boolean isEnableCheckBetaVersion;
@C17149c(mol2639a = "facebook_lite_share")
8C37005b(mo9327da = "facebook lite EEHZTEH", mo93275b = "facebook lite HEHEHEX")
©C37013f(m093278a = "UGHIHE")
public boolean isFacebooklLiteShareEnable;
@C17149c(moli2639a = "Facebook_url_share")
©C37005b(me9327da = "facebook HEEHFEH", mo93275b = "facebook EEHFE")
@C37013f(mo93278a = "UGFHIHE")
public boolean isFacebookSharelLinkEnable;
@C17149c(moli2639%a = "Facebook_stery")
©C37005b(mo9327da = " facebook storysyEH", me93275b = " facebook storynEx")
@8C37013f(mo93278a = "UGFIH=E")
public boolean isFacebookStoryEnable;
©C171U9c(mol2639a = "is_feed_show_guide")
private boolean isFeedShowGuide;
@C17149c(moli2639a = "enable_guess_u_search™)
©C37005b(mo9327da = "HEDATERBIRERE", no93275b = "EEDATERARZTHE)
©C37013f(mo93278a = “AH")
public boolean isGuessUSearchEnabled;
©C17149c(mold2639a = "is_hash_tag")
public int isHashTag;
©C17149c(moli2639a = "is_hook_sp_clear™)
©C37005b(mo9327la = "EFR2EIRSPEFIF", mo93275b = "FHFEA")
2C37013f(mo93278a = "UGHIHE")
public boolean isHookSPClear = true;
©C17149c(moli2639a = "hot_words_recommend")
€C37005b(mog327da = "ARIFAEFEFE", no93275b = "AMITHEE")
©C37013f(mo93278a = "HH")
public boolean isHotWordsRecommendEnabled;
©C17149c(mol2639a = "enable_ins_story_share")
©C37005b(mo9327da = "ins storySEH", mo93275b = "ins storyHEX")
©C37013f(m093278a = "UGHIHTE")
public boolean isInsStoryEnable;
. ne_ 31 :

A 1nean uy

41 M

Figure 12: The AbTestModel class defines many A/B testing parameters

Judging from its label “facebook story % ZJT (facebook story sharing on)” and “facebook
storyZ E X (facebook story sharing off)”, the parameter seems to control whether to
enable sharing TikTok videos to Facebook Story. There is a function com.p420ss.
android.ugc.aweme.setting.C37101d.mo93517z() that wraps around the
parameter:
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https://api2-16-h2.musical.ly/aweme/v1/abtest/param/
https://api2-16-h2.musical.ly/aweme/v1/abtest/param/
https://en.wikipedia.org/wiki/A/B_testing
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rvice % | @ com.p20ss.android.uge.avene.i18n. BridgeService % | ® com.pd28ss.android.uge. trill.abtest.CUU5UBb X | © com.pi28ss.android.ugc.aweme.setting.C37101d X .||

I

/* renamed from: v */
16071 public final boolean mo93513v() {

1072 AbTestModel d = mo93ugtbo();
1077 if (d != null && d.commentSupportGifEmoji == 3) {
1085 return true;
}
1076 return false;

}

/* renamed from: y */
1071 public final boolean mo93516y() {

16072 AbTestModel d = mo93u9ubo();
1076 if (d == null || !d.enableFollowTabRecommendUser) {
108U return false;
3
1082 return true;

}

/* renamed from: z */
1071 public final boolean mo93517z(() {

1072 AbTestModel d = mo93uU9lbo();
1076 if (d == null || !d.isFacebookStoryEnable) {
108U return false;
}
1082 return true;

}

Figure 13: The function m093517z() returns the value of the isFacebookStoryEnable parameter.

Finally, the function is called from the another function com.p420ss.android.ugc.aweme.
share.C37481at.m120061a(). If mo93517z() returned true, m120061a() appeared to
construct the sharing information for Facebook Story.

.C17972q % | @ com.pi28ss.android.pT36ad. splash.core.C17973r X | © com.pl28ss.android.ugc. aweme.pl152f.C26803a % | © com.pd28ss.android.ugc.awene.share.C37081at X |
) <]
jVar2.mooussea( content_url", strs);
jVar2. mooussea( media_type", "video/mpt");
bVar2.mo9u4363a(jVar2, context3);
break;

} else {
ShareInfo shareInfo = aweme.getShareInfo();
CU78u3i.m1U8682a((Object) shareInfo, "aweme.shareInfo");
String shareUrl = shareInfo.getShareUrl();
Cu78U3i . m1UB682a((Object) shareUrl, "aweme.shareInfo.shareUrl");
bVar2.mo9u355a(new C378u5g(C376U8c.m120666a(sharelrl, bvar2), (String) mull, (String) null, 6, (cu7suef) null), (Context) absActivity2);
break;

3

case 5:

€37832b bvar3 = a;

C37790F fVar = new C37790F();

€37101d a3 = C37101d.m119039a();

Cu78u3i.m1u8682a((Object) a3, "AbTestManager.getInstance()");
if (1a3.m093399A0)) {
€37101d all = €37101d.n119039a(); I
Cu78u3i.m1u8682a((Object) alf, "AbTestManager.getInstance()");
if (au.mo93517z()) {
Context contextl = absActivity2;
if (fvar.mo9u3e0a(contextd)) {
C37790F fVar2 = new C37790F();
C378U8j jVar3 = new C378U8j(C37648c.m120663a(str2, contextd), (String) mull, (String) null, (String) mull, (String) null, (Strin
String stré = jVar3.f98777g;
if (stré == null) {
str6 = w;
}

jVar3.moouss6a("content _url", stré);
jVar3.moouss6a("'Fb_app_id", "597615686992125");
jVar3.moouss6a("media_type", "video/mpt");
FVar2.mo67973a((C378U3f) jVar3, contextd);
break;

}

Context context5 = absActivity2;
bVar3.mo9u363alnen C3788](C37648c. n120663a(str2, contextS), str, (String) mull, (String) null, (String) null, (String) null, 60, (CUT8Ul
break;

} else {

ShareInfo shareInfo2 = aweme.getShareInfo(); L]

Figure 14: 1f m093517z() returned true, m120061a() appeared to construct the sharing informa-
tion for Facebook Story

Other A/B testing parameters

Musically’s AbTestModel class contains many other A/B testing parameters, some of
which mention “B&” (Douyin) in their labels:

@C17149c(moll2639a = "douyin_legin_white_interface")

8C37016i(mo93283a = "B EHBEMRFE", mo93284b = {0, 1, 2}, mo93285c = {"HELEBEHFHE", "HEALE—FER", "HEQERFESR"D
8C37013f(mo93278a = "ERHMKA")

private int douyinLoginWhiteInterface = 2;

Figure 15: Douyin-specific A/B testing parameters present in Musically.

Musically does not check for this parameter anywhere in its source code. However
for Douyin, its AbTestModel class contains the same parameter. It also checks for the
parameter:



SNetDepend X | © com.bytedance.ttnet.config.C1540le X | © com.p232ss.android.ugcaweme.app.launch.C3888b % | © com.p232ss.android.ugc.aweme.common.

182239 | retum;
}

2187 Bundle bundle3 - new Bundile();

22193 bundle3.putBoolean(C21147g 53350i, true);

82198|  bundle3.putString(“platform", string);

82205 IBindService keepCallback = AccountProxyService.bindService().keepCallback();

82228 keepCallback.bindMobile(currentActivity, *third_parly_" + string, bundle3, new C27125((bundle));

2111| static final /* synthetic */void £ oginActi bundle, Bundle bundle?) {
ass cls;

82112 if (bundle? != null) {

82115 bundle = bundle2;

}

82124 if (!AccountProxyServi vice().isNewUser() || 'bundle. “show_fill_delail", true)) {
82203 €22552a m43207a(bundle);
s2141|  }elseif (AppMonilor.INSTANCE gelCurrentActivity() '= null) {
80147 Activity currentActivity = AppMonitor.INSTANCE. getCurrentActivity();
82163 if (AbT m9081al() 0419ar(). g i 1=0){
8169 cls = €23604b.ma5121a() fillProfileActivityV2();
Jelse{
82174 cls = FditProfileActivityV? class;
}
8176 Intent intent = new Intent(currentActivity, cls);
82181 Bundle bundle3 = new Bundle();
2186 bundle3 putBundle("login_action_bundle”, bundle);
82189 intent putExtras(bundle3);
22190 AppMonitor INSTANCE getCurrentActivity() startActivityForResult(intent, 2);

Figure 16: Douyin uses the douyinLoginWhitelnterface A/B testing parameter.

This is another case where TikTok and Douyin share their source code. In this case the
Douyin-specific parameter does not affect Musically’s behavior at all because the code
that checks this parameter was removed. However, for unknown reasons, the param-
eter variable itself is preserved (figuratively, this parameter variable is like a button on a
device that does not do anything when pressed) There are many other similar cases of
Douyin-specific parameters and code present in TikTok.

In the small portion of code which we had examined, we did not find any case in which
undesirable features could be enabled by server-returned configuration values. However,
we aresstill concerned that this dormant code originally meant for Douyin may be activated
in TikTok accidentally, or even intentionally.

Privacy

A privacy concern for mobile applications is user data being collected and transmitted
through networks without the knowledge of users.

By intercepting an application’s network traffic, we can learn what data the application
is collecting, when itis transmitted, and its destination. Intercepting application network
traffic requires a specific testing environment setup, which we documented above in the
Methodology section.

With our network traffic interception setup, we operate the apps in a sequence that
mimics how a typical user would use the app using the following steps:

1. Launchtheapp. (The app’s storage was wiped before launch, to restore it to a pristine
state in which the app thinks it was launching for the first time after installation.)



2. Deny all runtime permission requests if they were prompted.
3. Scroll through the operation tutorial phase until the main video post feed was
displayed.

4. Scroll through the first few videos in the feed.

We then inspect the network traffic that was recorded during our operation, specifically
looking for:

1. Device information, such as phone numbers and MAC addresses.
2. Personal information, such as contact list, photos, and files stored on the device.
Our experiments produced the following high-level findings:

* Neither Douyin nor TikTok (Musically) seemed to upload contact lists, photos, or user
files.

* In terms of first-party data collection, Douyin and Musically collects a similar set of

device information, with Douyin collecting slightly more.

* In terms of third-party data collection, the difference between Douyin and TikTok
is that they use different sets of third-party service providers. Douyin uses mostly
Chinese services, while TikTok uses global services.

* The data items collected by Douyin include MAC addresses, which allows highly
precise identification of an individual device. TikTok did not collect MAC addresses.

* While TikTok collected many data items, overall they still fall within general industry

norms for user data collection.

In the subsections below, we document and analyze in detail the data collected by TikTok
and Douyin.

Advertisement and Tracking Services

Like most apps on the market, Douyin and TikTok include first-party trackers (that send
information to app developers themselves) and third-party trackers (that send informa-
tion to other companies). Usually, these trackers collect device information mainly for
advertisement targeting, telemetry, debugging, and anti-abuse purposes. Depending
on the granularity, this information may allow precise identification of individual users
and profiling of them.®

To examine what information was sent, we set up a test phone and network traffic inter-
ceptor and operated the app following the steps outlined above.

5 For more information about these trackers, refer to the study Apps, Trackers, Privacy, and Regulators
- A Global Study of the Mobile Tracking Ecosystem.



https://www.ndss-symposium.org/wp-content/uploads/2018/03/NDSS2018_05B-3_Razaghpanah_Slides.pdf
https://www.ndss-symposium.org/wp-content/uploads/2018/03/NDSS2018_05B-3_Razaghpanah_Slides.pdf

In this section, we list the trackers and the sensitive information that were sent. We only
list the information that we have high confidence in identifying. Some device-identi-
fying data digits and characters are redacted with the character “x.” During our tests we
observed other fields being sent but could not conclusively identify the meaning of the

content.

Douyin
Third-party tracking

Traffic captured on Feb 21, 2020

Aliyun Mobile Analytics API

Request endpoint Sensitive information sent
http://adash.man.aliyuncs.com/man/ None
api?ak=23356390&s=09e071959952d6d39b1af851829¢e1d-

5fa70e93ae

amdcopen.m.taobao.com

Request endpoint Sensitive information sent

http://amdcopen.m.taobao.com/ Device ID (likely generated by the app itself)
amdc/mobileDispatch?appkey=u-
meng%3A57bfa27c67e58e7d-
920028d3&deviceld=XIAqcFSXarsDAD-  *  Platform version: 9
POZC3hu7M8&platform=an- . MNC: Wifi
droid&v=5.0

«  Platform: Android

Below are fields with interesting names, but
contains no meaningful data:

« mnc (mobile network code, which could
identify the mobile data service provider)

« Ing(longitude)

o bssid (hardware serial number of the Wifi
access point)

e carrier

o lat(latitude)

Umeng

Request endpoint Information sent
https://plbslog.umeng.com/umpx_internal Encrypted content
https://ulogs.umeng.com/unify_logs « OSbuildID

«  Device model
« OSversion
http://alog.umeng.com/app_logs Encrypted content



Xiaomi

Request endpoint

Sensitive information sent

POST https://registerxmpush.global.xiaomi.

com/pass/v2/register

GET http://resolver.msg.global.xiaomi.net/

gslb/

Hardware board model: universal7870
Device brand: samsung
Device model: SM-A320Y

OS version string: 9-eng.
McFy.20190908.193312

(suspected) Google Analytics ID:
3575bC02-XXXX-XXXX-XXXX-XXXXXXXXXXXX

(suspected) Device ID

GET parameters:

Network type: wifi
Country code: tw
OS version: 28

Device model and OS version
string: SM-A320Y%3Aeng.
McFy.20190908.193312

Table 5: Third-party data collection in Douyin, including the data transmission endpoints, and

First-party tracking

Douyin sent device information to its own servers. Some fields were sent using simple
HTTPS, others were sent encrypted using its proprietary “ttEncrypt” algorithm. Details
on the algorithm can be found in the “API data encryption using native libraries” section

below.

Following is a list of device information fields sent using simple HTTPS. For brevity and

sensitive information the transmission contained.

ease of understanding, if a field appears in multiple requests, we only list it once.

Request field name

Captured value

Remarks

language

0s_api
os_version
resolution

dpi

device_type
device_brand
device_platform
openudid

abi

cpu_model
latitude
webcast_language
webcast_locale
longitude

zh

28

9
7201280
311
SM-A320Y
samsung
android

T23364XXXXXXXXXX

armeabi-v7a

samsungexynos7870

null
zh-TW

zh_TW_%?23Hant

null



volume
is_cold_start
country

rom
tz_name
device_id
region
rom_version

reg_ip

build_serial
google_aid

0.06666666666666667

1

TW
eng.McFy.20190908.193312
America%2FToronto
TOTXXXXXXXX

tw

28

128.100.x.x

5203b4XXXXXXXXXX

3575bC02-XXXX-XXXX-XXXX-
XXXXXXXXXXXX

External IP address of the

test phone

Google advertising ID

Table 6: List of device information fields sent by Douyin using simple HTTPS.

List of device information fields sent using ttEncrypt on top of HTTPS:

Request field name

Captured value

appkey
openudid
sdk_version
package
channel
display_name
app_version
version_code
timezone
access

0s

0s_version
os_api
device_model
device_brand
device_manufacturer
language
resolution
display_density
density_dpi
mc

carrier
mcc_mnc
clientudid
sig_hash

aid

push_sdk
rom

release_build

57bfa27c67e58e7d920028d3

0
2.5.6.3

com.ss.android.ugc.aweme

aweGW

BE RN

9.6.0

960

-5

wifi
Android
9

28
unknown
unknown
unknown
zh
1280x720
mdpi

311

24 XXEXXXXIXX XX

unknown
101

17604b3e-XXXX-XXXX-XXXX-XXXXXXXXXXXX
aea615ab910015038f73c47e45d21466

1128

(1,2,6,7,8,9]

eng.McFy.20190908.193312
7694899_20200115



update_version_code 9602
manifest_version_code 960
app_version_minor

cpu_abi armeabi-v7a

build_serial

sim_serial_number [1

not_request_sender 0

rom_version unknown

region T™W

tz_name America\/Toronto

tz_offset -18000

sim_region XX

google_aid 26716a75-XXXX-XXXX-XXXX-XXXXXXXXXXXX

Table 7: List of device information fields sent by Douyin using ttEncrypt on top of HTTPS.

Notably, using ttEncrypt, Douyin concealed the sending of device MAC address, MCC, and
MNC. The MAC address could be used to uniquely identify a device. MCC (Mobile Country
Code) and MNC (Mobile Network Code) are used to uniquely identify a mobile network
operator (carrier).

In addition to device information, Douyin transmitted more “event” data using ttEncrypt
when compared to TikTok. These “events” seemed to represent various actions taken by
the app during execution, for instance:

* “SDK_launch” event seemed to denote launch of a “SDK” app component, which

recorded some relevant parameters and the precise timestamp.

* “location_status” event checked if the device’s GPS was enabled and returned the
result.

However, even though Douyin collected a lot of device information, it did not seem to
upload contacts, read files on the phone, track physical location, or listen to the micro-
phone in the background.

There were also some Interesting nuances to the data fields:
* In many requests, some data fields (but not all) were repeated in the same request.

* There were physical location fields but only null values were sent. Douyin requests
location permission on startup. Even if we grant it location permission at this point,
future requests to the same endpoint still send null values.

TikTok

From intercepted network traffic®, we can see Musically contacts the following third-
party tracker services:

6 We conducted multiple passes of capture between January and September 2020.



Tracker service Intercepted network request URL
Facebook https://graph.facebook.com/v4.0/597615686992125/activities

AppsFlyer https://t.appsflyer.com/api/v4/androidevent?buildnum-
ber=4.8.20&app_id=com.zhiliaoapp.musically

https://api.appsflyer.com/install_data/v3/com.zhiliaoapp.
musically?devkey=XY8Lpakui8g4kBcposRgxA&device_
id=1581454754910-1790280114805923294

Google Analytics for https://app-measurement.com/a
Firebase

Table 8: Third-party trackers used by TikTok.
We will examine the information sent to each tracker service in the following subsections.

Facebook Mobile SDK

The Facebook Mobile SDK (Software Development Kit) is often used in apps. Previous
work has found that the Facebook Mobile SDK is embedded by 31% of the 14,599 apps
researchers have analyzed.

We found Musically embeds the Facebook Mobile SDK and uses its App Events feature to
send usage information to Facebook. According to its official documentation, “Facebook
App Events allows your app or web page to track events, such as a person installing your
app or completing a purchase.”

Also according to its documentation, there are three types of App Events: “Automatically
Logged Events,” “Standard Events,” and “Custom Events.” Automatically Logged Events
are sent by the SDK automatically and therefore uniform across different apps. The other
two types are more interesting to us because it is up to the developers to decide what
information to send and when to send them.

When scrolling through TikTok’s feed, we intercepted multiple requests to the endpoint
https://graph.facebook.com/v4.0/597615686992125/activities with content fields listed
below (note the examples below are a selection of fields we found to be of interest.



https://http.icsi.berkeley.edu/icsi/node/5893
https://http.icsi.berkeley.edu/icsi/node/5893
https://developers.facebook.com/docs/app-events/getting-started-app-events-android
https://graph.facebook.com/v4.0/597615686992125/activities

Field

Sample value

Remark

fb_content_
id

_event-
Name

installer_
package

extinfo

6856850517394492677

fb_mobile_content_
view

com.aurora.store

[“a2”, “com.zhiliaoapp.
musically”,202140705
0,°14.7.5" 79" ”SM-A32
0Y””zh_TW”?EDT”””7
20,1280,°1.94",8,10,4,
“America\/Toronto”]

According to the documentation, this field represents the
developer-defined content identifier.

For TikTok, the value represents the video ID that the user
is viewing. We know this because this particular request
was sent exactly at the time when we were viewing this
video on the test phone https://www.tiktok.com/@
beardyzig/video/6856850517394492677

In our observation, this kind of event is not sent for all
video views, but only most video views.

The implication of this information being sent is:
Facebook actually knows what videos are viewed by the
user. If the user later logs into a TikTok account linked

to a Facebook account, Facebook is able to correlate the
viewing history with a particular Facebook user.

However, this kind of cross-platform tracking is not new
for the advertisement and tracking industry. For example,
Facebook has been tracking webpage views using
Facebook widgets embedded in non-Facebook webpages
for along time.

This field represents the type of event being sent. “fb_
mobile_content_view” is one of the standard types that
Facebook already defines in their documentation.

The source package that installed this app.

Documented here: https://developers.facebook.com/docs/
graph-api/reference/application/activities/#parameters

In sequence, these values represent:
« extinfo version (a2 for android)

+ app package name

« short version (int or string)

+ longversion

«  OSversion

« device model name

+ locale

« timezone abbreviation

« carrier

+ screen width

« screen height

« screen density (float decimal)

« number of CPU cores

+  external storage size in GB

« free space on external storage in GB

o device timezone

Table 9: Information sent to Facebook by TikTok.


https://developers.facebook.com/docs/marketing-api/app-event-api/v2.6
https://www.cnbc.com/2018/03/19/how-facebook-ad-tracking-and-targeting-works.html
https://www.cnbc.com/2018/03/19/how-facebook-ad-tracking-and-targeting-works.html
https://developers.facebook.com/docs/marketing-api/app-event-api/?locale=en_US#standard-event-names

Outside of these standard event types, developers can also define their own using Custom
Events. We searched the source code for “fb_mobile_content_view”, and were able to
find other types of events logged to Facebook in the same Java class, which includes
both Standard Events and Custom Events. From the network traffic analysis, we did not
observe every kind of Custom Events defined in the source code. The actual timing of
sending these events are usually a few seconds after the actions are performed.

Custom Event name Occasion
* marked are events that we actually

observe when using the app, otherwise they

only exist in source code.

fb_mobile_add_to_wishlist

fb_mobile_rate

Login
fb_mobile_add_to_cart* Liking a post
Subscribe* Following a user

fb_mobile_purchase
fb_mobile_content_view* Viewing a post
fb_mobile_achievement_unlocked

2d_rr_user User uses the app both today and yesterday
F1 Related to the video view count of the user
F10* over many days.

F30

F50

fb_mobile_initiated_checkout
fb_mobile_add_payment_info

Table 10: “Custom Events” sent to Facebook by TikTok.

For Automatically Logged Events, we did not find them to contain sensitive information.

Firebase Analytics

Similar to Facebook Mobile SDK, Firebase Analytics also tracks users by automatically
collected events (like in-app purchases) and custom events (defined by the developer).

Firebase Analytics communicates with the endpoint https://app-measurement.com/a.

Automatically collected events contain fields HTTP requests towards Firebase Analytics
are heavily compressed, so we could not work out a complete list of events and data

items sent to Firebase Analytics. However, we were able to confirm a part of them from
the uncompressed parts of the request and source code.

There were four requests sent towards Firebase Analytics between first-time launching
the app and reaching the main content feed. The first two of them only seemed to contain
a subset of all “predefined user dimensions” specified in Firebase’s documentation.

Other parts of the first two requests were undecipherable to us, presumably due to the
compression.


https://support.google.com/firebase/answer/9234069?hl=en&ref_topic=6317484
https://support.google.com/firebase/answer/9234069?hl=en&ref_topic=6317484
https://app-measurement.com/a
https://stackoverflow.com/questions/54461349/how-to-decrypt-firebase-requests-to-app-measurement-com/54463682#54463682
https://support.google.com/firebase/answer/9268042?hl=en&ref_topic=6317484

TIKTOK VS DOUYIN

The third request contained two fields that we could decipher: “file_dirs_num” and “did”.
Source code analysis suggests that “field_dirs_num” seems to represent the number of
external storages present on the phone, while “did” is some kind of device ID.

/* renamed from: com.ss.android.ugc.aweme.shortvideo.util.l */
59358 public final class Cu10511 {
/* renamed from: a */

39359 public static void ml131118a(Context context) {

int i;
39360 FirebaseAnalyties instance = FirebaseAnalytics.getInstance(context);
39366 File[] fileArr = null;
B9369 if (Build.VERSION.SDK_INT >= 19) {
39371 fileArr = context.getExternalFilesDirs((String) null);
89375 i=-1;

} else {
89377 i 4

}
59378 if (fileArr '= null) {
39380 i = fileArr.length;

}
39383 Bundle bundle = new Bundle();
39388 bundle.putInt("file_dirs_num", i);
39397 bundle.putString("did", TeaAgent.getServerDeviceId());
RouE2 instance.mol2U59a("sdcard_num", bundle);

}
}

Figure 17: Sources of “file_dirs_num” and “did” in Musically.

The fourth request contained the string “Video_content”, and a field “item_id” which
specified “6908178681542216965”:

204 475 15:2]
204 475 15:2]
204 475 15:2
204 475 15:2|

hitps://app-measUrement.com POST  /a
hitps://app-measurement.com POST  /a
hitps://app-measurement.com POST  Jja
hitps://app-measurement.com POST  /a
hitps://app-measurement.com GET Ja

ESENENEN

<<

Request | Response

Raw | Params | Headers | Hex [ Protobuf |

37 e -

3 -7340407731307364711 ] Save Type
38 T
39 { (Roerimpeal
40 "1": "content_type", Edit Type

41 2 duct”
42 I produe Reset
43 1

a4 1 Wdtem 1417

45 "2": "6908178681542216965"
46 I
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Figure 18: Musically logs the ID of the first video viewed by the user to Firebase Analytics.

The numeric string “6908178681542216965” corresponded to the ID of the video first
shown in our content feed.



https://www.tiktok.com/@laurierlachance/video/6908178681542216965
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By looking for other calls to the function m134968a which sent “Video_content”, we found
other “events” sent to Firebase Analytics:

© com.p420ss.android. ugc. aweme.util.C42410a X | © com.p420ss.android.ugc.aweme.util.p1667a.C42411a %

TerTamea IO T
42751 private static void m134979f(String str) { il
42756 m134972b (" fb_mobile_add_to_wishlist", "product", str):

3

/* renamed from: h */
42751 private static void m134981h(String str) {

42756 m134972b(" fb_mobile_rate", "product”, str);
3
/* renamed from: a */
08287 public static void m134966a(String str) {
08291 m134972b("Login”, (String) null, (String) null); L
08298 m1349683( "login", "product", str):
}

/* renamed from: g */ =
08287 private static void m134980g(String str) {

08292 m134968a("1ike", "product”, str);

08299 m134972b(" fb_mobile_add_to_cart", “"product", str);
) H
/* renamed from: i */

08287 private static void m134982i(String str) {

08292 m134968a( " follow”, "product”, str);

08299 m134972b("Subscribe”, "product”, str);
}

/* renamed from: b */

73823 public static void m134971b(String str) {
73835 AppsFlyerLib.getInstance() . trackEvent(C9593b.m28169a(), "mus_af_post_video", (Map<String, Object>) null);
73842 m134968a( "UPV", "product”, str);
73849 m134972b( " fb_mobile_purchase”, "product”, str);
}
/* renamed from: c */
73823 public static void m134975c(String str) {
73833 AppsFlyerLib.getInstance() . trackEvent(C9593b.m28169a(), str, (Map<String, Object>) null);
}

/* renamed from: d */
73823 private static void m134977d(String str) {

73828 m134968a( "Video_content”, “product”, str{)];
73835 m134972b(" fb_mobile_content_view", "product", str);
}
/* renamed from: e */ I
e stati id m1240 fring st s i
< 0

Figure 19: By looking for other calls to the function “m134968a” which sent “Video_content”,
we found other “events” sent to Firebase Analytics.

In the following table, we list all other events found by the method described above, and
the occasion these events were sent if possible.

Event name Occasion

login

like

follow

UpPv

Video_content User views a video

d2_rr_user User uses the app both today and yesterday

F1 Related to the video view count of the user over many days.

F10

F30

F50

search Same as fb_mobile_search. This event additionally includes the
search term.

Table 11: Musically’s custom Firebase Analytics events.

However, we did not observe any of those custom events other than “Video_content”
being sent, even when we tried to perform some of the actions specified by the name
of the event, such as “login”. The “Video_content” event was also only ever observed



once, when the app first launches. Thus, in summary, even though TikTok tried to log
similar events to Firebase Analytics as it log to Facebook, only a small subset of them
were actually logged.

AppsFlyer

In our capture, AppsFlyer’s traffic pattern was more erratic. One request was always sent
whenever the user launches the app, and a few other requests were sent when we used
the app. However, there did not seem to be any user action that can reliably trigger a
request to AppsFlyer. Here we document the sensitive information sent in app startup:

Field name Captured value Remarks

country T™W

isFirstCall true

timepassedsince- -1

lastlaunch

operator (empty string)

network WIFI

open_referrer android-app:\/\/com.android. The application that opened this

launcher3 application, in this case it contains

the App ID of LineageOS’s default
home screen application launcher.

uid 159741907457 0-XXXXXXXXXXXXXX

isGaidWithGps true

lang_code zh

installDate 2020-01-25_144116+0000 The time when the app is first
installed.

firstLaunchDate 2020-08-14_153116+0000 The time when the app is first
launched.

model SM-A320Y Device model name

lang X Translates to “Chinese.”

brand samsung

batteryLevel 100.0

deviceType userdebug

product a3yl7lte Device model codename



Sensors

cpu_abi

build_display_id

dim

installer_package

android_id
device

[
"sT": 4

"sVS":[-0.112399206,
-0.03604105, 0.055588737],

"sN": "K6DS3TR Gyroscope",
”SV": IISTM n

"SVE": [0.004276057,
0.05375614, 0.08674286]

L
"sT": 1

"SVS": [2.4349031, 2.1859062,
8.935161],

"sN": "K6DS3TR Accelerometer",
”SV": IISTM II,

"SVE":[2.0973208, 2.1404164,
9.655815]

L
"SsT": 2,
"sVS":[26.64, -66, 24.539999],

"sN": "AK09916C
Magnetometer",

"sV": "Asahi Kasei Microdevices"
"SVE": [26.76, -64.74, 25.38]
1]

armeabi-v7a

lineage_a3yl7lte-user-
debug 9 PQ3A.190801.002
eng.McFy.20190908.193312
test-keys

{

"size": "2",
"ydp": "309.638",
"xdp": "309.966"
"y_px":"1280"
"x_px":"720",
"d_dpi": "311"

13

com.aurora.store

BCXXXXXXXXXXXXXX
a3yl7lte

This field includes the manufac-
turers and model names of
gyroscope, accelerometer and
magnetometer on the device. Those
information may be used to help
identify a particular phone model,
as different phone models embed
different models of sensors.

Sensors data does not require the
user granting any permission on
Android, they are granted by the
Android system upon installation.

The numeric values shown on the
left may be actual data from the
sensors, because these sets of three
values correspond to the three
spatial axes of data that the sensors
are sensing, however, we are not
certain.

Previous work found that, if these
sensor data are collected continu-
ously from a device traveling on a
vehicle, one is able to to determine
the route on which it is traveling to
a highly accurate degree, without
needing additional location
information.

Screen dimensions

Source package that installed this

app

Device model codename

Table 12: Sensitive information being sent to AppsFlyer on Musically’s startup.


https://www.ccs.neu.edu/home/noubir/publications-local/NVBN2016.pdf

Musically first-party tracking

Musically also sends device information to their own servers. Same as Douyin, some
fields were sent using simple HTTPS, others were sent encrypted using its proprietary
“ttEncrypt” algorithm on top of existing HTTPS. Details on the algorithm can be found
in the “API data encryption using native libraries” section below.

List of device information fields sent using simple HTTPS:

Request field name Captured value
ad_area 720%x1233

0s_api 28

device_platform android

0s_version 9

display_density 720%1280

dpi 311

device_brand samsung
device_type SM-A320Y
display_dpi 311

density 1.94375

ac wifi

channel googleplay
language zh

iid 67 8HXXXXXXXXXXXXXXX
device_id 67 8BXXXXXXXXXXXXXXX
openudid 6CLOXXXXXXXXXXXX
gaid 3575bC02-XXXX-XXXX-XXXX-XXXXXXXXXXXX
android_id 6CLOXXXXXXXXXXXX

ad_user_agent

Mozilla%2F5.0+%28Linux%3B+Andro
id+9%3B+SM-A320Y+Build%2FPQ3A.
190801.002%3B+wv%29+AppleWebK
it%2F537.36+%28KHTML%2C+like+G
ecko%29+Version%2F4.0+Chrome%2-
F76.0.3809.111+Mobile+Safari%2F537.36

app_language zh-Hant

locale zh-Hant-TW
resolution 720*1280

ac2 wifi

sys_region W

is_my_cn 0

timezone_name America%2FToronto
timezone_offset -18000

op_region T™W

install_id 67 8BXXXXXXXXXXXXXXX
google_aid 3575bC02-XXXX-XXXX-XXXX-XXXXXXXXXXXX
timezone -5

Table 13: List of device information fields sent using simple HTTPS by TikTok.



List of device information fields sent using ttEncrypt on top of HTTPS:

Request field name

Captured value

appkey
openudid
sdk_version
package
channel
display_name
app_version
version_code
timezone
access

0s

o0s_version
0s_api
device_model
device_brand
language
resolution
display_density
density_dpi
mc

carrier
mcc_mnc
clientudid
sig_hash

aid

push_sdk
rom
release_build

5559e28267e58eb4c1000012
d9T7 CXXXXXXXXXXXX

2558
com.zhiliaoapp.musically
googleplay

TikTok

14.7.5

2021407050

-5

wifi

Android

9

28

unknown

unknown

zh

1280x720

mdpi

311

02:00:00:00:00:00

unknown

101
2563608d-XXXX-XXXX-XXXX-XXXXXXXXXXXX
194326e82c84a639a52e5c023116f12a
1233

[1,2,6,7,8,9]
eng.McFy.20190908.193312
688b613_20200121

update_version_code 2021407050
manifest_version_code 2021407050
cpu_abi armeabi-v7a
sim_serial_number ]
not_request_sender 0

rom_version unknown

region TW

tz_name America\/Toronto
tz_offset -18000
sim_region XX

google_aid 26716a75-XXXX-XXXX-XXXX-XXXXXXXXXX
app_language zh-Hant
sys_region T™W

carrier_region XX



timezone_name REPEERE

timezone_offset -18000

Table 14: List of device information fields sent by TikTok using ttEncrypt on top of HTTPS.

Comparison

When focusing purely on device information fields, Douyin itself (first-party) collects
slightly more types of data than Musically:

* cpu_model

* volume

* req_ip

* MAC address
* MCCand MNC

When we look at the bigger picture of all the data transmitted to their servers, Douyin
sends more “events” data compared to TikTok. This information may allow Douyin to
more precisely infer the user’s in-app behavior.

Douyin and Musically also used different advertisement and tracking services, choosing
ones that are common in their operating regions.

Security

Our analysis of security issues in TikTok and Douyin resulted in the following high-level
findings:

* All of TikTok and most of Douyin’s network traffic were adequately protected using
HTTPS. Forsome data, an additional layer of encryption, which we dubbed “ttEncrypt,”
was employed. We engineered a way to intercept the clear-text data before they were
encrypted with ttEncrypt. We examined the data and found no clear reason why these
data had to be encrypted again on top of the existing transport encryption provided
by HTTPS, as these ttEncrypt-ed data were not confidential.

* Most of TikTok and Douyin’s API requests are protected with a custom signature in
the HTTP header named “X-Gorgon.” The signature is generated using a native library
module, which made it difficult for us to understand its inner workings. We think
the purpose of this signature is to prevent third-party programs from imitating and
sending TikTok/Douyin APl requests.

* We found that there are people selling and buying third-party implementations of
ttEncrypt and X-Gorgon algorithms. These third-party implementations might be
produced to serve the need of bots (programs disguised as real users).



* Douyin loads some of its code components via the Internet. It can also update itself
without any user interaction. Such code loading was adequately protected using
HTTPS, making it difficult for attackers to inject malicious code in the loading process.
However, this feature is a security issue because it bypasses the operating system’s
and user’s control of what code could run on the device. TikTok does not include this

feature.

* Overall, TikTok includes some unusual internal designs, but does not otherwise
exhibit overtly malicious behavior. Douyin’s dynamic code loading feature can be
seen as malicious, as it bypasses the system installation process, but this feature is
also commonly seen in Chinese apps and generally accepted in the Chinese market.

In the subsections below we document security designs and properties of interest that
we found in the apps.

HTTPS

We found that all of TikTok’s traffic was encrypted using HTTPS. Douyin also encrypts
most of its traffic using HTTPS, but leaves some analytics data and data from Content
Delivery Networks unencrypted. In the following table, we list the unencrypted network
requests and the information they contain.

Purpose URL Sensitive information included

Analytics http://alog.umeng.com/ System version and device model
app_logs

Analytics http://amdcopen.m.taobao. + System version and device model

com/amdc/mobileDispatch This request also included these

sensitive fields, but with empty
values, indicating that under some
condition these information might
also be transmitted:

o MNC
O Longitude and latitude
o BSSID

O Mobile carrier name

Analytics http://adash.man.aliyuncs. System version and device model
com/man/api

Media file on http://sf3-webcast-dycdn. None

CDN byteimg.com/*

Media file on http://sf6-webcast-dycdn. None

CDN byteimg.com/*

Table 15: List of unencrypted network requests sent by Douyin.



Server Locations

Below is a list of servers that TikTok connected to during startup and user registration:

Hostname

Remarks

graph.facebook.com
api2-16-h2.musical.ly
log2.musical.ly
android.clients.google.com
t.appsflyer.com
api.appsflyer.com
xlog-va.musical.ly
dm1l6.musical.ly
sdfp-va.musical.ly
app-measurement.com
api2.musical.ly
webcast.musical.ly
dm-malival6.byteoversea.com
applog.musical.ly
dm16.byteoversea.com
pl6.muscdn.com
gecko-va.musical.ly
mon.musical.ly
abtest-va-tiktok.byteoversea.com
verification-va.musical.ly
sf16-security-va.ibytedtos.com
imapi-16.musical.ly

Facebook Graph API
TikTok’s API server
TikTok’s log server
Setting up Google’s push notification system
AppsFlyer analytics
AppsFlyer analytics
TikTok’s log server
TikTok’s server
TikTok’s server
Google Analytics for Firebase
TikTok’s API server
TikTok’s server
TikTok’s server
TikTok’s log server
TikTok’s server
TikTok’s CDN server
TikTok’s CDN server
TikTok’s log server
TikTok’s server
TikTok’s server
TikTok’s server
TikTok’s server

Table 16: A list of servers that TikTok connected to during startup and user registration.

All of TikTok’s server domain names are resolved to Akamai Content Delivery Network

(CDN) “CNAME”s, which are another set of domain names. CDN services usually sit

between the users and the actual service providers to offer caching and load balancing

capabilities. This however also means that we would not be able to know the real IP

address of TikTok’s servers. Without the real IP addresses, there is no way for us to deduce

the server’s physical locations. CDN services also usually direct user connections towards

servers located near the users. In our case, all of our connections were directed towards

servers in North America.
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TikTok API Security

X-Gorgon HTTP header “signature” protection

Almost all of TikTok’s HTTP API requests contained a “X-Gorgon” header. Its value looked
something like this:

X-Gorgon: 040140f50001e502b3eef3a93b9af32139323006cd23e9b4ac3e

The values were different across different requests, but the length remained the same. If

we omitted the header, the server would not process the request. From those character-

istics, we suspect this header likely contains custom digital signatures.

From its source code, one of the steps in generating the X-Gorgon value involves calling

the com.p420ss.sys.ces.C45485a.leviathan() function:

® com.p420ss. sys.ces.p1788gg.C45516tt % | @ com.pa20ss.sys.ces.C45485a X |

1

9| catch (Thr

inti = -1; =
for (Map.Entry next : map.entrySet()) {
if (((String) next.getKey()).toUpperCase().contains("X-55-STUB")) {
strd = (String) ((List) next.getValue()).get(0);

}
if (((String) next.getKey()).toUpperCase().contains("COOKIE") && (str3 = (String) ((List) next.getValue()).gef]
str5 = C17802d.m58105a(str3);
String c = C45516tt.m143152e(str3);
if (c != null && c.length() > 0) {
stré = C17802d.m58105a(c);
StcSDKFactory.getInstance().setSession(c);

}

¥

if (((String) next.getKey()).toUpperCase().contains("META-SHADOWMAZE") && (str2 = (String) ((List) next.getval
1=1;

}

}
if (a == null || a.length() <= 0) {
a = "00000000000000000000000000000000" ;

}
if (str4 == null || str4.length() <= 0) {
str4 = "00000000000000000000000000000000" ;

}
if (str5 == null || str5.length() <= 0) {
str5 = "00000000000000000000000000000000" ;

i
if (str6 == null || str6.length() <= 0) {
stré = "00000000000000000000000000000000™ ;

}

String a2 = C17798a.m58091a(C45485a.leviathan(i, currentTimeMillis, C17798a.m58092a(a + str4 + str5 + str6)));
StringBuilder sb = new StringBuilder();

sb.append(currentTimeMillis);

hashMap.put("X-Khronos™, sb.toString());

hashMap.put(('X-Gorgon”, a2);

Calendar.getInstance().getTimeInMillis();

return hashMap;

}

throw new NullPointerException("filter_1");
able th) {

StringBuilder sb2 = new StringBuilder();
sb2.append(currentTimeMillis);
hashMap.put("X-Khreonos", sb2.teString()):

hashMap.put("X-Gorgon", "");
Calendar.getInstance().getTimeInMillis();
throw th;

Figure 20: TikTok source code calls the function “leviathan” as one of the steps in generating

X-Gorgon value.

We quickly see that leviathan() is implemented in a native library module “libcms.so”

39



© com.p420ss.sys.ces.p1788gg.C45516tt X '0:om.p4205$.sys‘ces.c454853 %X
| [package com.p420ss.sys.ces;

3limpert android.content.Context;
1

5|/* renamed from: com.ss.sys.ces.a */
5 jpublic final class C45485a {
static {
try {
] C45493b.m143092a("cms™) ;
10 } catch (UnsatisfiedLinkError unused) {

¥

j private static final void Bill() {
17 public static final void Louis() {
%J‘ public static final void Zeoy() {

23 public static native byte[] decode(int i, byte[] bArr);

public static native byte[] encode(byte[] bArr);

27 public static native byte[] leviathan(int i, int i2, byte[] bArr);
public static native Object meta(int i, Context context, Object obj);

public static Object njss(int i, Object obj) {

ry {
return C45496c.m143099a().mo109899b(i, obj);
} catch (Throwable unused) {

j return null;
}

a7 }

30| public final void Francies() {
40

1y

Figure 21: The leviathan() function is implemented in a native library module “libcms.so”.

Compared to most of the application code, which are implemented in Java, native library
modules are harder to reverse engineer. Given this characteristic, we think the purpose of
the signature is to make sure the HTTP APl request originates from a legitimate installa-
tion of the app on areal phone, instead of automated programs which could be massively
duplicated to run a bot network.

This signature protection is used in both TikTok and Douyin. The libcms.so file”
contained in TikTok and Douyin are also identical (with MD5 hash 2b832021d421a6d63d-
b0e4075d250fa3), which indicates that X-Gorgon signature is generated in the same way
for both TikTok and Douyin.

Such a protection mechanism shows the developer’s effort in weeding out automated
requests (like bots) and securing their APIs against reverse engineering or hacking
attempts. However, it is not a perfect solution to these problems, as we show a way to
send automated search requests in the “Search Censorship” section below. With more
effort, a persistent attacker may also be able to completely reverse engineer the signa-
ture algorithm.

Proprietary “ttEncrypt” API data encryption using native
libraries

In the HTTP requests that we captured, most of them could be easily decoded (such as
using gzip compression algorithm). However, some of the requests were encoded using

7 In Android, all native library module files for an app are located under /data/data/<APP_ID>/lib/,For
Musically, it is /data/data/com.zhiliacapp.musically/lib/ .


https://developer.android.com/ndk
https://developer.android.com/ndk
https://en.wikipedia.org/wiki/Gzip

CITIZEN LAB RESEARCH REPORT NO. 137

41

a special algorithm that we could not easily decode. For those requests, the “Content-

Type” HTTP header, which suggests the encoding used by the request body, were set to

“application/octet-stream;tt-data=a”. “tt-data” is not a standardized encoding, indicating

thatitis likely proprietary to TikTok. This encoding may be used to conceal sending sensi-

tive user or device information, so we tried to decode its actual content. In the rest of the

section we describe how we decoded “tt-data” in our captured HTTP requests.

We searched TikTok’s code for “tt-data”. In one instance, it was used in "sendEncryptLog”

function:

% | © com.bytedance. frameworks core. encrypt (8803a X ]/chm p42055 android. common. applog NetUnl X

02079
02085
02084

02097
02102

02105
02108
02111
02115
lo2118
02122
02124
02126
02130

02133
02201

02154

02175
02182
02189

02203
02206

Figure 22: TikTok’s sendEnctyptLog function which calls the TTEncryptUtils module.

“sendEncryptLog” calls “com.bytedance.frameworks.core.encryptTTEncryptUtils.
m26202a”, and if m26202a returned a empty value, log the error message “encryption

e =yeve
"2 = com.bytedance. connon. utility. C8300n. m24422a( (java. lang. String) 1) // Catch:{ Throwable -> 0x022c }
- 0) goto L_0x01fb
Boolomnire. 2o bytedance. common. utility.C8300n.m24422a( (java.lang.String) ro) // Catch:{ Throwable -> 0x022c }
if (r2 1= 0) goto L_0x01fb
boolean r2 = r4.containsKey(r1) // Catch:{ Throwable -> 0x022c }
if (r2 != 0) goto L_0x01fb
rd.put(r1, ro) 7/ Catch:{ Throwable -> 0x022c }
goto L_0x01fb
L_0x022b:
return
L_0x022c:
return
L_0x022d:
return
*/
throw new Unsuppor tedOperationException(“Method not decompiled: com.p420ss.android.common.applog.NetUtil.putCommonParams$___twin__ (]
}
public static String sendEncryptlog(String str, byte[] bArr, Context context, boolean z) throws Cxception {

if (8300n.m24422a(str) || bArr == null || bArr.length <= 0) {
return null;
)

" byteArrayOutputStream = new By teA 2 (VideoCacheReadBuf fersizeExperiment . DEFAULT) ;
GZIPOutputStream gZIPDutputStream = new GZIPOutputS(ream(by(eArrayOutputStream)

gZIPOutputStream.write(bArr);
gZIPOutputStrean.close():
byte[] byteArray = byteArrayOutputStream. toByteArray();
addFailedCount(context);
boolean z2 = false;
if (sEncryptFaildCount < 3) {
22 = true;
byteArray = TTEncryptUtils.n26202a(byteArray, byteArray.length);
minuskailedCount(context);

}
if (byteArray == null || !z2) {
throw new RuntineException("encrypt failed");

String str2 = str + "&tt_data=a";
if (2) {

str2 = str2 + "&config_retry=b";
)

fashiiap hashap = new Hashiiap()

hashmap put(“Content-Type", "application/octet-stream; rt ht: 2" )

return C8296k m244053() mo18843a(str2, byteArray, (M ing, String>) hashMap, (C8296k.C8297a) null);
} catch (Thro

gZIPOu(pu(Stream close()

throw th:

}
}

failed”. From this behavior, we could infer that m26202a is the function that performs the

encryption. We then examined the Java class TTEncryptUtils, in it, we could see m26202a

further calls the “handleData” function, and that handleData function was declared to

be a native function (implemented with a native library module):


https://www.w3.org/Protocols/rfc1341/4_Content-Type.html

TIKTOK VS DOUYIN

:| © com.bytedance. frameworks.core.encrypt.TTEncryptUtils % | ® com.byt

package com.bytedance.frameworks.core.encrypt;
import com.bytedance. frameworks.encryptor.EncryptorUtil;
|31070 public class TTEncryptUtils {

/* renamed from: a */
public static volatile boolean f25399a = false;

private static native byte[] handleData(byte[] bArr, int i);

static {
; try (
31074 CB805b.m26213a(" ttEncrypt"”);
; } catch (UnsatisfiedLinkError unused) {
}
}

: /* renamed from: a */
:lI51039 public static byte[] m26202a(byte[] bArr, int i) {

51041 if (bArr !'= null && i > 0) {

: try {

i[s1046 if (bArr.length == i) {

:[151051 if (f25399a) {

:lI51053 return EncryptorUtil.m26232a(bArr, 1i);
; 3

‘[51058 return handleData(bArr, i);
: }

; } catch (Throwable unused) {
[51040 return null;

: }

‘[51040 return null;

: }

Figure 23: A critical part of the ttEncrypt algorithm is implemented in the native library module
“libttEncrypt.so”.

The TTEncryptUtils class also includes a call to load native module “ttEncrypt.” We
decided to refer to this encryption as “ttEncrypt” because of the module name.

Implementing functions using native libraries prevents it from being reverse engineered
using pure Java-based decompilation (which we used).8 It is a common technique used
by developers to hide the function implementation, access low level system APIs, or
improve performance.

To see what content was being encrypted, we used a Frida-based tool “jnitrace” to inter-
cept data passed to and from the native library module, with the following command:

jnitrace -1 libttEncrypt.so -m spawn com.zhiliaoapp.musically

-0 outl.json

8 We did not attempt to further reverse engineer the native module ourselves. But from others who
have done it, it does not seem to be highly obfuscated, because symbols in the shared object file were
still preserved. From the article, the encryption works by operating per 16 bytes of input, producing
16 bytes of output:take first 4 bytes (byte 1~4) of input, right shift 32 bits (the author did not specify
the direction but we believe it should be circular right shift), XOR with key 1 (the author did not reveal
where the keys are stored), producing the first 4 bytes of encrypted outputtake bytes 5~8 of input,
right shift 24 bits, XOR with key 2, produce output bytes 5~8take bytes 9~12 of input, right shift 16
bits, XOR with key 3, produce output bytes 9~12take bytes 13~16 of input, right shift 8 bits, XOR with
key 4, produce output bytes 13~16


https://developer.android.com/ndk
https://github.com/chame1eon/jnitrace
https://www.jianshu.com/p/4c3f440bf71b
https://www.jianshu.com/p/4c3f440bf71b

This command launched the Musically app, we then operated the app normally. During
our operation, if libttEncrypt.so (ttEncrypt’s module file) was invoked, jnitrace will print
the invoking function and parameters on our console

From jnitrace’s output, we observed ttEncrypt invoking memory allocation functions of
JNIEnv, whichis an interface that wraps around the native module. JNIEnv facilitates data
passage between the native module and the Java part of the application. The following
was the sequence of JNIEnv functions called:

1. INIEnv->GetByteArrayRegion

2. INIEnv->NewByteArray

3. INIEnv->SetByteArrayRegion

The sequence corresponds to the following high level operations which we interpreted:

1. TTEncryptUtils.handleData() was called, the caller passed in a pointer to the
byte array containing the data to be encrypted.

2. ttEncrypt allocated a new byte array to store the encrypted data.

3. ttEncrypt filled the newly allocated byte array with encrypted data. From jnitrace’s
output, we can see the data began with 74 63 02 01 3d d8 bf ec,ended with
10 la 9f ce 5c 25 f5 7b,andhad length 2148.

The encrypted data content in operation 3 was identical to the data we captured in a
HTTP POST request towards https://log2.musical.ly/service/2/app_log/ , as shown in
the screenshot below

5258 04:01:1015... https:/flog2.musically POST [service/2/app_log/?ac=wifi&.channel=googleplays.aid= 1233&app_name=... v 200 647
5259 04:01:10 15... https://log2.musically POST Jservice/2/device_register/?ac=wifi&channel=googleplay&aid=1233&app_. v 200 82
5260 04:01:10 15... https:/flog2.musically GET Jservice/2fapp_alert_check/?google_aid=28716a75-cb99-4ef0-befe-35799... v 200 45
5261 04:01:1015... https://pl6-va-tiktok.ibyteimg... GET Jobifmusically-maliva-obj/ffile/097984a195f76346ac0b24e78e55180cretry ... v 200 284
5262 04:01:13 15... https:/fapilé-normal-c-alisgti... GET /apifad/splash/musical/v14/?_unused=0&carrier=unknown&mecc_mnc=00... v 200 170y
Fle ¥

Request Respomss]
Raw ParamsTHeaders Hex Pmtubuf}

1 POST /service/2/app_log/?ac=wifi&channel=googleplay&aid=1233&app_name=musical_ly&version_code=140705&version_name=14.7.5& ,§
device_platform=android&ab_version=14.7.5&ssmix=a&device_type=unknown&device_| brand=i unknown&language zh-Hant&os _api=28&
0s_version=9&uuid=30635952546821280penudid=da7c76f085e4cB676mani fast_version code=2021407050&resolution=720+12808dpi=311&
update version_code=2021407050& rticket=16080228535028app_type=| mormal&sys reglcm—Tw&ls my_cn=0&pass- route=1&mcc_mnc=00101&
pass-region= 16timezone name=. hslagZFTalpel&carrler region_vw2=466&app_language=zh-Hant&carrier_region=XxX&ac2= wifi&Uo0=0&
op_reglon=XX&timezone offset 28800&build number=14.7.5&locale=zh-Hant -TW&region=TW&t s=1608022856&1 t _data=a&
manifest_version_code= =2021407050& rticket= 16080228664566app_language=zh -Hant &app_t ype= normal&channel= googleplayh

device type unknown&language==h-Hant&locale=zh-Hant - TWaUU1d=306350525468212& resolut ion=720+128060penudid=d97¢ 76 085246676
update_version_code=2021407050&ac2=wifi&sys_region=TW&os_apl=28&uoco=0&1s_my_cn=0&timezone_name=Asig%2FTaipelf&dpi=311&
carrier_region= =XX&ac= wifillpass-route=1&mcc_mnc=00101&0s_version=9&timezone_of fset -28800&version_code=140705&
carrier_region_v2=466&app_name=nusical ly&ab_version=14.7.5&version name=14.7.5&device brand= umkmowm&op region=Kx&ssmix=ak
pass-region=1&device platfcrm androld&bulld number=14.7. S&reglcm—Tw&ald 1233&t5=1608022868 HTTP/1.1

Host: logZ.musical.ly]

Connection: close

Content -Length: 2148

X-SS-QUERIES:

dGMCCb6ot 3awANG2fsgrAaAPCWAVEBB4sPe6DvxFZh180nmH2NgQBFUG3NKUFm rNO9Gx2%2F gmGZ3eWV vbECi YV26xYbCwehl MyugAtMhl jBo416UcabiXdPhV
IEhQiP4zXPH1ews3D%3D

6 sdk-version: 1

7 Content-Type: application/octet-stream;tt-data=a

X-S5-STUB: CEF34A906A14FE28FCEDBICF21E85978

;s W

© m

x-tt-trace-id: 00-65albe7a@1@eba521cc66763c96904d1-65albe7allfeba52-01

10 User-Agent: com.zhiliaoapp.musically/2021407056 (Linux; U; Android 9; zh_TW #Hant; unknown; Build/unknown; b
Cronet/77.0.3844 .0 ¥
@ < + || = | [Type asearchterm 0 matches

Figure 24: We found the encrypted data being sentin a HTTPS request.
Working our way up, we can find the original unencrypted data in the byte array passed
in operation 1. This data was gzip-compressed, as the sendEncryptLog function source
code suggested. We decompressed it and obtained the following content (excerpt)


https://docs.oracle.com/javase/7/docs/technotes/guides/jni/spec/design.html
https://github.com/citizenlab/tiktok-report-data/blob/main/ttencrypt-ed.json

beal. json
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Figure 25: Cleartext data that was later encrypted with ttEncrypt.

The data contained some device information fields unseen in other requests which were
not using ttEncrypt, such as “rom”and “rom_version.” Using the same jnitrace-based
approach, we unencrypted another request towards https://log2.musical.ly/service/2/
device_register/. It duplicated all the fields found in the previous request towards https://
log2.musical.ly/service/2/app_log/.

Sometimes ttEncrypt was also used to encrypt plain-text strings instead of gzip-com-
pressed data. In our capture, those plain-text strings were:

* device_type=unknown&device_brand=un-
known&uuid=306359525468212&openudid=d97c76f085e4c667

* device_type=unknown

All device information fields encrypted with ttEncrypt are documented in the
“Musically first party data collection” section above.

Other than device information, other information encrypted using ttEncrypt includes



e ''session_id"

e date and time

e "tag": "first_launch_time"
e "label": "perf_monitor"
e "event": "absdk_result"

Given the names of these fields, this information seems to be used for performance and
A/B testing parameters tracking.

We are uncertain why all this information was encrypted again on top of existing HTTPS,
as they do not seem to be confidential. One motivation behind such design may be to
make reverse engineering more difficult.

“ttEncrypt” encryption in Douyin

We also captured similar “tt-data=a” HTTP requests when using Douyin. Using the same
jnitrace-based approach, we captured and analyzed the unencrypted data. Compared
to Musically, Douyin put more information into ttEncrypt-ed data. These data fields are
documented in the “Douyin first-party data collection” section above.

We found the native modulefiles libttEncrypt.so contained in Musically and Douyin were
identical, both having the same MD5 checksum 30ab1a28e467d7d1c859c4e31aba8dcO.
This indicates that the ttEncrypt encryption works in the same way across Musically and
Douyin.

Third-party implementations for hire

While researching X-Gorgon and ttEncrypt API protections, we discovered that there
seems to be a market for third party implementations of these algorithms. These imple-
mentations claim to generate valid X-Gorgon or ttEncrypt values for TikTok and Douyin API
requests. For instance, we came across a code repository on GitHub, which only included

a text file pointing to a website and claimed that it can create 2,000 accounts a day.

There are many other similar repositories on GitHub, which usually include descriptions

claiming their ability to generate those values and contact details for purchase. From
their descriptions, most of them seem to target Douyin. Accompanying these code repos-
itories, we also found numerous Chinese technical articles on Douyin bot development.

Descriptions in those repositories sometimes mention using them for mass account
creation, automated likes, and crawling user information. These capabilities may be

further utilized to enable ad fraud, game the feed content curation algorithm, or worse,


https://github.com/ch4kn/tiktok-device-register
https://github.com/xsuspectx/tiktok-x-gorgon
https://blog.csdn.net/weixin_41257505/article/details/106527835
https://github.com/lxlpp123/douyin-1
https://github.com/lxlpp123/douyin-1
https://github.com/shenydowa/douyin-sign
https://github.com/shenydowa/douyin-sign

enable information operations (such as disinformation campaigns). In contrast with
Douyin, we found fewer third-party X-Gorgon and ttEncrypt implementations specifi-
cally targeting TikTok. This difference could mean fewer bots are created to operate on
TikTok. However, given the similarities between TikTok and Douyin’s APIs, bots created
for Douyin may only require small modifications to work on TikTok.

Douyin’s Dynamic Code Loading

Douyin’s Plugin Framework

Initial Discovery

When testing Douyin on Feb 21, 2020, we noticed something unusual in its startup
traffic (starting the app for the first time after installation, without any user interaction
performed): there was a HTTP GET request towards https://If6-ttcdn-tos.pstatp.com/obj/
appeye/plugin/1128/caf79e812e33df0475b0e7ea9b282e10 *, which returned a APKfile.

This behavior indicates that the app downloads code at startup, without any user inter-
action. From this observation, we suspect Douyin has the ability to load and run code
downloaded via the Internet. Program features like this are referred to as dynamic code
loading. Usually, when users launch a program, the operating system is in charge of
loading the program’s code from its install location into the system memory. The program
code would not change unless a newer version is installed. However, if a program has
dynamic code loading capability, it can bypass this process.

There are a few common concerns regarding dynamic code loading:

1. Ifthe code downloading and loading mechanism contains any weakness, an attacker
might be able to exploit this process to run malicious code on the device. Back in 2016,
Citizen Lab researchers found such an instance in another Chinese app: UC Browser
for Windows and Android.

2. Even if the code downloading and loading mechanism contains no weakness, the
dynamic code loading feature still allows the application to load code without notifying
the user, bypassing users’ consent to decide what program could run on their device.
For example, the developer may push out an unwanted update, and the users do not
have a choice to keep using the old version.

To verify the downloaded APK is actually loaded and run, we searched for source code
that performs loading and running APKs. We found the code package com.bytedance.
frameworks.plugin, which includes a function com.bytedance.frameworks.
plugin.f.d.a. The function uses a “stopwatch” utility function com.bytedance.


https://citizenlab.ca/2016/08/a-tough-nut-to-crack-look-privacy-and-security-issues-with-uc-browser/
https://citizenlab.ca/2016/08/a-tough-nut-to-crack-look-privacy-and-security-issues-with-uc-browser/

frameworks.plugin.p211h.C3465m.mo18300b () to record the execution time of
each block of code, and gives a name to each stopwatch. For convenience, here we use
the stopwatch names to describe the actions performed in each block whenever possible
(text in italics are stopwatch names):

1. checkSignature

a. This code block uses Android system library’s PackageManager.getPackageAr-
chivelnfo() and getPackagelnfo() to obtain the “plugin” APK’s cryptographic
signature, and compare it with the signature of the current package (Douyin).

2. checkPermissions

a. Inthis code block, Android’s system library function PackageManager.getPack-

ageArchivelnfo() and PackageManager.getPackagelnfo() are called. The former

call retrieves information about the downloaded APK file, the latter call
retrieves information about the currently running application package. The
code then further checks if all requested permissions in the downloaded APK
are present in the current package. If not, an error with the message “Z %% ‘@Y
PRI K K” (permission check failed for install package) will be raised.

w

copyApk

a. Copy the downloaded APK files from their temporary location under /storage/
emulated/0/Android/data/com.ss.android.ugc.aweme/files/.download/ into the
app-specific storage under /data/data/com.ss.android.ugc.aweme/files/plugins/

>

copySo

a. “So” likely refers to “Shared Object”, which is the kind of native library module file
that can be loaded in an app.

b. Extracts the Shared Object files from the downloaded plugin APK into the main

app-specific storage.

o

Preparing and running dex2oat system command

a. dex2oatis a system command that compiles code from APK files into runnable

format.
6. Instantiates com.bytedance.frameworks.plugin.core.g

a. com.bytedance.frameworks.plugin.core.g is a subclass of dalvik.system.
DexClassLoader, which “loads classes from .jar and .apk files containing a

classes.dex entry,” according to the documentation.

~

cleanPluginApk

a. Delete the downloaded APK files from their temporary location.


https://developer.android.com/reference/android/content/pm/PackageManager#getPackageArchiveInfo(java.lang.String,%20int)
https://developer.android.com/reference/android/content/pm/PackageManager#getPackageArchiveInfo(java.lang.String,%20int)
https://developer.android.com/reference/android/content/pm/PackageManager#getPackageArchiveInfo(java.lang.String,%20int)
https://developer.android.com/reference/android/content/pm/PackageManager#getPackageArchiveInfo(java.lang.String,%20int)
https://source.android.google.cn/devices/tech/dalvik/configure#how_art_works
https://developer.android.com/reference/dalvik/system/DexClassLoader
https://developer.android.com/reference/dalvik/system/DexClassLoader
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© com.bytedance. frameworks.plugin.p209f.C3439d % '@cm,bytedancmframeworks.plugin.pzllh.C3457e % | © com.bytedance. frameworks.plugin.p209f.C3446f X ‘ © con.byte

1503|  private boolean n7896a(con. bytedance. frameworks. plugin.p209f.C3432a 1) { [

rl6 = this;

rl=r17

r2=0

Jjava. lang. StringBuilder r0 = new java.lang.Stringduilder  // Catch:{ a -> 0x0306, Exception -> 0x02d6 }

java. lang. String r3 = "Pluginnstall-"

ro.<init>(r3)  // Catch:{ a -> 0x0306, Exception -> 0x02d6 }

java.lang.String r3 = r1.f8797a  // Catch:{ a -> 0x0306, Exception -> 0x02d6 }

ro.append(r3)  // Catch:{ a -> 0x0306, Exception -> 0x02d6 }

java.lang.String r0 = ro.toString()  // Catch:{ a -> 0x0306, Exception -> 0x02d6 }

con. bytedance. frameworks. plugin.h.m r0 = con.bytedance. frameworks. plugin.p211h. C3465n.n7977a(r0) ~ // Catch:{ a -> 0x0306, Exception -> 0x02d6 }
com. bytedance. franeworks.plugin.b.b r3 = con.bytedance. frameworks. plugin.p203b. C3330b.n7725a() ~ // Catch:{ a -> 0x0306, Exception -> 0x02d6 }
r4 = 20000(0x4e20, float:2.8026E-41)

Jjava.lang.String r5 = r1.f8797a  // Catch:{ a -> 0x0306, Exception -> 0x02d6 }

int r6 = r1.f8798b  // Catch:{ a -> 0x0306, Exception -> 0x02d6 }

long r7 = java.lang. Systen. currentTineNillis() ~ // Catch:{ a -> 0x0306, Exception -> 0x02d6 }

r3.mo18158a(r4, 5, r, r7)  // Catch:{ a -> 0X0306, Exception -> 0x02d6 }

Jjava.lang.String r3 = r1.f8797a  // Catch:{ a -> 0x0306. Exception -> 0x02d6 }

int rd = r1.f8798b  // Catch:{ a -> 0x0306, Exception -> 0x02d6 }

rs=2

java. lang. String[] r6 = new java.lang.String[r5] ~ // Catch:{ a -> 0x0306, Exception -> 0x02d6 }

ré[r2] =13 // Catch:{ a -> 0x0306, Exception -> 0x02d6 }

java.lang. StringBuilder r3 = new java.lang.Stringduilder  // Catch:{ a -> 0x0306, Exception -> 0x02d6 }

Jjava. lang.String r7 = "version-"

r3.<init>(r7) // Catch={ a -> 0x0306, Fxception -> 0x02d6 }

r3.append(rd)  // Catch:{ a -> 0x0306, Exception -> 0x02d6 }

java.lang.String r3 = r3.toString()  // Catch:{ a -> 0x0306, Exception -> 0x02d6 }

ri=1

ré[r4] =r3  // Catch:{ a -> 0x0306, Exception -> 0x02d6 }

java. lang. String r3 = con.bytedance. frameworks. plugin.p204c. C3340g.n7751a((java. lang. String[]) r6) ~ // Catch:{ a -> 0x0306, Exception -> 0x02d6 }
com. bytedance. franeworks. plugin. p211h. 3455¢.n7937a( (java. lang. String) r3)  // Catch:{ a -> 0x0306, Exception -> 0x02d6 }
java.lang.String r3 = "cleanDir"

r0.m018300b(r3)  // Catch:{ a -> 0x0306, Exception -> 0x02d6 }

java.io.File r6 = r1.f8799c  // Catch:{ Exception -> 0x02b2, a -> 0x0306 }
Jjava.lang.String ré = r6.getAbsolutePath()  // Catch:{ Exception -> 0x02b2, a -> 0x0306 }
boolean r6 = con.bytedance. frameworks.plugin. p211h.34611.n7965a(r6) ~ // Catch:{ Exception -> 0x02b2, a -> 0x0306 }

if (16 = 0) goto L_0x02a6

java. lang. String r6 = "checkSignature"
il 0 I Tl

<

Figure 26: A portion of com.bytedance.frameworks.plugin.f.d.a source code.

In order to check if the com.bytedance.frameworks.plugin.f.d.a function was ever actually
invoked, we used Frida to hook it. Whenever the function is invoked, the Frida hook will
print the calling parameters on our console. We recorded the following calls:

* Apk{packageName=com.ss.android.ugc.aweme.videocache_v2,
versionCode=1030, apkPath=/storage/emulated/0/Android/data/com.
ss.android.ugc.aweme/files/.download/com.ss.android.ugc.aweme.

videocache_v2.jar, installPriority=1}

* Apk{packageName=com.ss.android.ugc.aweme.miniapp, version-
Code=96004, apkPath=/storage/emulated/0/Android/data/com.
ss.android.ugc.aweme/files/.download/com.ss.android.ugc.aweme.

miniapp.jar, installPriority=1}

* Apk{packageName=com.bytedance.aweme.f.two, versionCode=96005,
apkPath=/storage/emulated/0/Android/data/com.ss.android.
ugc.aweme/files/.download/com.bytedance.aweme. f.two.jar,

installPriority=3}

We pulled the files specified in “apkPath” from the device and matched them against the
network requests we intercepted to find their source of download:



apkPath Original download URL Checksum
/storage/emulated/0/ https://If6-ttcdn-tos. €85ba44093f3cf73073f6224
Android/data/com. pstatp.com/obj/appeye/ 2859ce6a

ss.android.ugc.aweme/
files/.download/com.
ss.android.ugc.aweme.
videocache_v2.jar

/storage/emulated/0/
Android/data/com.
ss.android.ugc.aweme/
files/.download/com.
ss.android.ugc.aweme.
miniapp.jar
/storage/emulated/0/
Android/data/com.

ss.android.ugc.aweme/
files/.download/com.

plugin/1128/e85ba44093f3cf
73073f62242859ceba

https://If6-ttcdn-tos.
pstatp.com/obj/appeye/
plugin/1128/caf79e812e33d-
f0475b0e7ead9b282e10

https://If6-ttcdn-tos.
pstatp.com/obj/appeye/
plugin/1128/71e7d-
3d08cd29572f74ff-

caf79e812e33df-
0475b0e7ea9b282e10

71e7d3d08cd29572f74ff-
be453fd8999

t?ytedance.aweme.f.two. be453fd8999
jar
Table 17: Path and download URL of Douyin’s plugin files.

We also found that, if the network is disconnected when we launch the app, the function
com.bytedance.frameworks.plugin.f.d.a was never called.

We decompiled com.ss.android.ugc.aweme.miniapp.jar, one of the downloaded APK
files. It contains a component called “Miniapp.” Ostensibly, it relates to Bytedance’s “Micro

App” functionality, which allows third-party developers to build “mini applications” using

Javascript, HTML, and CSS. “Micro apps'' can run on different Bytedance apps like Jinri
Toutiao (5 B 3k%k) and Douyin.

[2 AndroidManifest.xml ‘

<?xml version="1.0" encoding="utf-8"?>
2 [<manifest xmlns:android="http://schemas.android.com/apk/res/android" android:versionCode="96604" android:compileSdkVersion="28" android:compilet
6 <uses-sdk android:minSdkVersion="21" android:targetSdkVersion="26"/>
10 <uses-permission android:name="android.permission.INTERNET"/>
12 <application android:theme="@x7f@c@lfc" android:label="@string/mini_app_name" android:allowBackup="true" android:supportsRtl="true">
19 <activity android:theme="@style/Theme.Translucent” android:name="cem.p@5Uss.andreid.ugc.aweme.miniapp.views.MainProcessProxyActivity"/>
20 <activity android:name="com.p@5Uss.android.ugc.aweme.miniapp.views.MiniAppListH5Activity" android:launchMode="singleTask" android:scree
26 <activity android:name="com.p05Uss.android.ugc.aweme.miniapp.pay.OnePixelPayActivity" android:screenOrientation="portrait" android:confi
31 <service android:name="com.amap.api.location.APSService"/>
12 </application>

2 [</manifest>

Figure 27: AndroidManifest.xmlincluded in com.ss.android.ugc.aweme.miniapp.jar, which
showed that it includes components such as “MiniAppListH5Activity.”

Invoking Dynamically Loaded Functions

So far we have shown Douyin downloads code and loads them through the system class
loader, but were the loaded functions ever actually invoked? To find out, we extended our
Frida script to hook functions declared in the dynamically loaded modules (plugins). We
chose to hook com.ss.android.ugc.aweme.miniapp.MiniAppService.inst() function from
the plugin package com.ss.android.ugc.aweme.miniapp.jar. The result showed that com.
ss.android.ugc.aweme.miniapp.MiniAppService.inst() was called, which confirmed that
Douyin indeed run code downloaded via the internet.


https://microapp.bytedance.com/
https://microapp.bytedance.com/
https://github.com/citizenlab/tiktok-report-data/blob/main/frida-hook-miniapp.js
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Douyin’s Unused Hot Patching Capability

Douyin contains Meituan Robust, an open source library from Chinese company Meituan.
According to Meituan, “Robust is an Android HotFix solution with high compatibility and
high stability. Robust can fix bugs immediately without publishing apk.” Using the Robust
library, apps can modify function implementations at runtime, for example allowing an
updated version of the function to replace the existing copy without going through the
system package installation process. In the rest of the section we discuss how Douyin
integrated Robust.

In nearly every function within Douyin’s source code, we observed the following similar
code block, invoking PatchProxy.isSupport() and PatchProxy.accessDispatch():

G com.p232ss.android.ugc. aweme.plugin. PluginService ‘ G com.p232ss.android.ugc. aweme.plugin.pl916c.C38769b ‘ Jr]
6543 public void check(Context context, String str, String str2, IPluginService.C3584a avar) { 1]
6591 if (PatchProxy.isSupport(new Object[]{context, str, str2, avar}, this, changeQuickRedirect, false, 86683, new Class[]{Context.class, String.class, String.class|
Object[] objArr = {context, str, str2, avVar};

6636 PatchProxy.accessDispatch(objArr, this, changeQuickRedirect, false, 86683, new Class[]{Context.class, String.class, String.class, IPluginService.(3584a.clas
6639 return;

3
6651 check(context, str, str2, true, aVar);

1
+

Figure 28: Douyin’s hot patching hook functions.

isSupport() is defined within the package com.meituan.robust:

hsuf X ‘ © com.p232ss.android. ugc. awene. login.C36211h (@com,pl}lssandroid.ugz.aweme.app.appl'icat'ion.accauntsdk.czzss% x IGcou.ne'ituan.robust.PatchPrnxy R \_

T TGTITy (T UPuS CCA CEnS T SO TUE e CP e T T T “_
8229 return robustExtension.accessDispatch(new RobustArguments(objArr, obj, z, i, clsArr, cls)); i
}
8235 String classMethod = getClassMethod(z, i);
8243 if (TextUtils.isEmpty(classMethod)) {
8192 return null;
}
8248 notify("patch execute ,other extension will be ignore ");
8255 return changeQuickRedirect.accessDispatch(classhethod, getObjects(objArr, obj, z));
&
8191 public static boolean isSupport(Object[] objArr, Object obj, ChangeQuickRedirect changeQuickRedirect, boolean z, int i, Class[] clsArr, Class cls) {
8194 if (changeQuickRedirect != null) {
8256 String classMethod = getClassMethod(z, 1);
8264 if (TextUtils.isEmpty(classMethod)) {
8193 return false;
}
8267 Object[] objArr2 = objArr;
8268 Object obj2 = obj;
8269 boolean z2 = z;
try {
8274 return changeQuickRedirect.isSupport(classMethod, getObjects(objArr, obj, z));
} catch (Throwable unused) {
8193 return false;
}
8198 } else if (registerExtensionlist = null registerExtensionList.isEmpty()) {
8193 return false;
} else {
8211 Iterator<RobustExtension> it = registerExtensionList.iterator();
8219 while (it.hasNext()) { [1
8221 RobustExtension next = it.next();
8245 if (next.isSupport(new RobustArguments(objArr, obj, z, 1, clsArr, cls))) {
8249 robustExtensionThreadLocal. set(next);
8252 return true;
} =
i
8193 return false;
}
¥

Figure 29: isSupport() is defined within the package com.meituan.robust.


https://github.com/Meituan-Dianping/Robust
https://about.meituan.com/en
https://github.com/Meituan-Dianping/Robust

We studied Meituan Robust’s source code and third-party write-ups. Here we summarize

how Meituan Robust works on a high level:
1. At build time, functions are injected with isSupport() conditional check.

2. At runtime, Meituan Robust maintains a list of “patched functions.” By calling com.
meituan.robust.PatchExecutor.applyPatchList(), developers can specify the functions
that should be replaced (patched) and what functions to replace them.

3. WheneverisSupport() is called, it checks the list of “patched functions” to see whether
the calling function has a replacement.

4. IfisSupport() determines the calling function needs to be replaced, it will return a value
resulting in the calling function to call PatchProxy.accessDispatch(), which in turn calls
the replacement function.

In order to see whether Meituan Robust was actually utilized, we tried hooking different
functions used in various patching steps:

* patch()
* accessDispatch()
Then, we operated the app as such:
1. Clearapp data.
2. Launch app.
3. Accept Usage Policy prompt, deny phone calling permission and location permission.
4. Wait for the update prompt.
5. Click “Upgrade Immediately” (3Z BN F+4R).

6. Observe in our network traffic capture program, once the download completes, wait
for at least 2 minutes.

7. Terminate the app.

In our result after multiple tests, our Frida hooks were never triggered. This result suggests
even though the Meituan Robust library is included in Douyin, it is not being used in
practice. We are uncertain about why Meituan Robust was included but not used, or under
what condition it would be used.

Background App Updates

In our later rounds of testing the application (on August 27, 2020), we found that after
launching the application,® a message was prompted, saying “click download to update

in the background” (Rf N & , BIAI7E /5 & E#1):

9 We also denied permission requests, and accepted the Terms of Service.


https://juejin.im/entry/6844903681276510222
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Figure 30: Douyin prompted to upgrade in the background.

After pressing “Upgrade Immediately” (3 BI F4%), the prompt was closed and the user
could continue using the app. No further message about upgrading was prompted.

In the background, we observed request to download an APK file:

[#  [Host | Method |URL |Params |Edited |Status |Length |MIMEtype |Extension |Title | comment [s [

1464  hitps://If3-ttcdn-tos pstatp.c.. GET Jobj/rocketpackagebackup/grey/o0 200 89203... [app aplc v unknownhost &
1465  hitps://ib.snssdk com POST  /senvice/2/app_log/id=108155236 v 200 1369 JSON v unknown host
1466  https://mon.snssdk.com GET Jmonitor/appmonitor/v2/settings?sd v 200 29722 JSON v unknown host
1467  https://If3-ttcdn-tos pstatp.c... GET Jobjjrocketpackagebackup/grey/bo 200 89203... app apk v unknown host
1468  https://f3-ttcdn-tos.pstatp.c.. GET Jobjfrocketpackagebackup/grey/bo 200 89203.. app apk v unknown host
1469  hitps://If3-ttcdn-tos.pstatp.c.. GET Jobj/rocketpackagebackup/grey/b0 200 89203.. app apk v unknown host
1470  https://ulogs.umeng.com POST  junify_logs v 200 425 app v unknown host
1471 https://ib.snssdk com GET Jsenvice/settings 3/ caller_name=i v 200 6832 JSON v unknown host
1472 hitps://s3 pstatp.com GET Jtoutiac/tmajssdk/native_93bf52e7 ... 200 585733  app zip v unknown host
1473  hitps://sf3-hscdn-tos.pstatp... GET Jobifies fe.gecko/e1f3b663dfd7bfff3. 200 282132 app v unknown host
1474 http://adash man alyuncs.com POST  /man/apitak=23356390&s=b068S5. v 200 361 JSON unknown host
1475  https://mon.snssdk.com POST  /monitar/collect/?sdk_version= 400 v 200 1163 JSON v unknown host
1476  https://android clients.googl.. POST  /c2dm/register3 v 400 627 text v unknown host

v 400 2222 HTML Error 400 (Bad Reques v unknownhost y

1477  https://android.googleapis.c.. POST  Jauth/devicekey
o

Request | Response
[[Raw [ Headers [ Hex |
1 GET /obj/rocketpackagebackup/grey/b0Pgul597818319aweme_update_12.4.0_120401_a24d3fa7a4_32.apk HTTP/1.1
2 User-Agent: Dalvik/2.1.0 (Linux; U; Android 9; SM-A320Y Build/PQ3A.190801.002)
3 Host: 1f3-ttcdn-tos.pstatp.com
4 Connection: close
5 Accept-Encoding: gzip, deflate

v

Figure 31: Douyin downloads an APK file upon clicking “Upgrade Immediately.”

We were not able to determine the update mechanism, as our attempt to trace the app
update execution process all reached dead ends, potentially due to obfuscation. However,
given 1) Douyin’s aforementioned “plugin framework” did not process this update APK
and 2) our experiment with Meituan Robust suggested that it was not used, we can say
that Douyin’s app updates rely on a mechanism independent of Meituan Robust and the
plugin framework.

Implications of Dynamic Code Loading

Dynamic code loading in Android is technically achievable, but a violation of Play Store
policy. As laid out in Google Play’s Developer Program Policy:

An app distributed via Google Play may not modify, replace, or update itself using any
method other than Google Play’s update mechanism. Likewise, an app may not download
executable code (e.g. dex, JAR, .so files) from a source other than Google Play. This restric-
tion does not apply to code that runs in a virtual machine and has limited access to
Android APIs (such as JavaScript in a webview or browser).


https://web.archive.org/web/20200728154947/https://support.google.com/googleplay/android-developer/answer/9914283?hl=en

This violation is probably one major reason why Douyin is not available in the Google
Play Store.

Judging from the abundance of hot patching support libraries developed by different

Chinese companies, we think there are many more Chinese applications that include
dynamic code loading capability. According to some Chinese articles, hot patching appli-
cation code is popular in China because:

1. Chinese market prefers monolithic apps (one app providing a whole suite of functional-

ities). To keep the app within a reasonable size so that it does not affect performance is
difficult. Using dynamically loaded components is one way to minimize main app size.

2. Towork around issues caused by Chinese app stores. In China, the app stores market
is fragmented, with each store having their own policies. The publishing approval
duration also differs across different app stores.’® Having hot patching capability
built into the app means that developers can directly push updates without going
through app stores. It also does not require users to download APK files and install
them manually.

Plugin Framework, Meituan Robust and App Updates Are Not
in TikTok

The main program component of Douyin’s Plugin Framework, com.bytedance.frame-
works.plugin, does not exist in Musically.

The TikTok source code can be divided into two parts: 1) ByteDance produced code and 2)
third party code (library) that the app utilizes. In the first part, we did not find any occur-
rence of getSystemClassLoader() , which is a necessary function call in loading custom
code. In the second part of the source code, getSystemClassLoader() does exist, but we
deemed It to be unrelated to dynamic code loading. Note that TikTok may hide the call
with code obfuscation.

The Meituan Robust framework does not exist in TikTok. We confirmed this by searching
some of its code fragments across the entire Musically codebase. The isSupport() hooks
used in Douyin functions were also never seen in Musically’s source code.

We also have not captured code-downloading traffic in Musically and Trill that are similar
to the ones we found in Douyin.

Therefore, we think it is very unlikely that TikTok has the same dynamic code loading
capability as Douyin.

10 Beyond Google Play- A Large-Scale Comparative Study of Chinese Android App Markets, p. 3



https://www.jianshu.com/p/6ae1e09ebbf5
http://zeatual.com/2018/08/02/plugin-framework-preface/
https://dim.red/2018/03/31/plugin_framework_%20exploration/
http://dangrover.com/blog/2014/12/01/chinese-mobile-app-ui-trends.html
https://arxiv.org/abs/1810.07780

Censorship

We focused on two areas of censorship: post censorship and search censorship for TikTok
and Douyin.

The evidence we found is inconclusive in showing if TikTok takes down posts (post
censorship) unfavorable to the Chinese government. We found that TikTok contains a
code module to handle a special class of server-returned search responses. If the server
decides to restrict a search result, it will return a response with zero result item, and
indicate the reason for restriction in a special “search_nil_info” field. The client code

»” «

module contains four predefined reasons for restriction: “hate speech,” “limit,” “sensi-
tive,” and “suicide prevention.” The server also sometimes returned reasons that were

not predefined; however, we were unable to make sense of their meanings.

Douyin contains the same aforementioned module. However, when compared to TikTok,
Douyin’s server was more restrictive. For many search keywords we tested, the Douyin
server returned restricted results while TikTok returned normal results.

We performed searches on TikTok using a list of 5420 keyword combinations that have
been previously found censored on WeChat and found that TikTok did not label any of the
search results as “hate speech” or “sensitive.” From the same list, 392 of them were tested
as search terms in Douyin. Out of those tested, 158 of them returned “restricted results.”
Not all 5420 keyword combinations were tested because of Douyin’s API rate limiting.

Post censorship and search censorship are not the only forms of censorship that can
existin TikTok. One important form which we did not study is censorship in TikTok’s chat
feature. And there are still more other forms of censorship, for example “shadowban-
ning,” which silently excludes censored posts from being seen by other users.

In the subsections below, we document our methodology and results for testing post
censorship and search censorship.

Testing Post Gensorship in TikTok

Previously, it was reported that TikTok censored politically sensitive and LGBT-related

videos. A report by Netzpolitik showed that there were also different degrees of censor-

ship, ranging from deleting the content entirely to reduced visibility. Information from
these previous reports come from sources inside the company; however, little technical
research has been conducted to detect censorship by interacting with the service directly.
Therefore, we designed the following testing methodology to close this gap.


https://www.theguardian.com/technology/2019/sep/25/revealed-how-tiktok-censors-videos-that-do-not-please-beijing
https://www.theguardian.com/technology/2019/sep/26/tiktoks-local-moderation-guidelines-ban-pro-lgbt-content
https://netzpolitik.org/2019/cheerfulness-and-censorship/

Methodology

We focused on detecting deletion of user posts, since it is much more difficult to test
for reduced visibility. We designed a two-phase “collect then check” process. In the first
“collect” phase, we implemented a web crawler “Collector” to archive posts under a set
of hashtags chosen by us. To crawl posts under a certain hashtag, the crawler simply
visits https://www.tiktok.com/tag/<HASHTAG> and extracts the post links and contents.

The archived posts were recorded in our database, along with their timestamp and the
status “up”.

In the second phase, we implemented “Checker,” which is also a web crawler, to check
if previously archived posts are still available on the website. Checker will visit every
collected post from the database and record status of posts at the time of visit. Status
may be one of the following:

* unavailable: the post page shows "Video currently unavailable" message

* tag changed: the post text content no longer contains the keyword (tag) that was
initially collected

* program error: error during execution of the checker program.
* private: the post was made private, and the page shows “This video is private”
* up: up and all other conditions

Finally, we can identify posts that were taken down by tracking the status changes of each
individual post. To rule out program errors and potential server errors in our detection,
we only count a “change” if the new status is repeatedly recorded twice. For instance:

* A post has 3 consecutive records of: up -> unavailable -> up : this is not counted as a
change

* Apost has 3 consecutive records of: up -> unavailable -> unavailable : this is counted
as a change from “up” to “unavailable”

Both crawlers ran every 24 hours between March 2 and April 20,2020, excluding occasional
down times of our system. In early June 2020, TikTok modified their website, making it
much more difficult and time-consuming for our crawler to collect posts. After attempts
to modify the crawler failed, we decided to stop the crawling and focus on analyzing the
data that we collected.

Douyin has no web interface, so we could not use the same method as TikTok to test
for post censorship. We presumed Douyin already censors user posts because Douyin’s
Terms of Service listed seven principles that all uploaded content should adhere to: laws,

socialist system, national interest, legal rights of citizens, public order, morality, and
truthfulness CEEZM, HLENHE., BRAR. NREENE, Lol H¥KE.
BEXEME S ELMH). If violated, the platform can delete the content or suspend the
account. TikTok’s Community Guidelines do not include similar requirements.



https://github.com/citizenlab/tiktok-report-data/tree/main/post_censorship_testing_hashtags
https://github.com/citizenlab/tiktok-report-data/tree/main/post_censorship_testing_hashtags
https://tiktok.com/tag/
https://archive.is/CqAkS
https://archive.is/CqAkS
https://web.archive.org/web/20201118060403/tiktok.com/community-guidelines
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Results

Across the entire testing period, we collected 28051 posts.’” Among those posts:

* Group A: 722 of them were unavailable at some point during our testing. (They might
come back up.)

* Group B: 279 of them became unavailable and were still unavailable for the last three
times we tested them. (Group B is a subset of Group A.)

The fact that some posts became unavailable is not definitive evidence that TikTok
employs censorship, since we cannot rule out the possibility that the posts were taken
down by the users themselves.

We analyzed the contents of Group B posts, specifically looking for:

 Criteria 1: Contents that clearly violated TikTok’s Terms of Service, which might
explain why they were taken down.

* Criteria 2: Contents that are critical of the Chinese government, or show a negative
image of China.

We did not find any post fitting Criteria 1. We found at least 16 posts fitting Criteria 2;
however, for most of these posts, we could find similar content that was still available
on the platform. One example of such is shown below:

b g
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7284 likes - 1101 comments

Get the app to see comments and join the
conversation!
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Qy  httpswwwiiktok com/@summersumyint  COPY

Figure 32: A post that became unavailable on March 5, 2020.

11 We counted this number by adding up the unique post URL count for each hashtag. If a post contains
multiple hashtags that we track, it will be counted more than once.
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Figure 33: A post in similar content that was still available as of December 22, 2020.

In conclusion, we think this evidence is insufficient to prove or disprove that TikTok
employs political censorship. However, evidence does at least show that TikTok does
not employ overt political censorship. In other words, TikTok does not censor solely based
on the hashtags of a post. Political censorship, if it exists at all on TikTok, would be more
nuanced. Finally, we lack better methodologies in detecting nuanced platform political
censorship.

Limitation

To crawl posts under a certain hashtag, the crawler visits https://www.tiktok.com/
tag/<HASHTAG=> . This page displays more popular posts first, and the user can scroll
down to see more posts. Our crawler works like a robot-operated normal web browser.
It was designed to visit the page, scroll to the page bottom 10 times, then start collecting
individual posts. This would yield around 150 posts (per hashtag per crawl). The number
of posts collected would fluctuate for two reasons:

1. If the network condition was bad, after the crawler scrolls down, the page might not

have sufficient time to load each individual post before the crawler collects it.

2. If the post author’s user handle was not in alphanumeric characters, the link to that
individual post would not be immediately available. In this situation, the crawler
was designed to emulate a click on the post, this would load and reveal the link to
that individual post. However, the loading time will also fluctuate depending on the

network condition, and the crawler only waits for a fixed amount of time.

Usually, the total number of posts tagged with a hashtag would be far greater than 150,
the number of posts we can collect on each run. And we could only collect the 150 most
popular posts.
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Our content analysis was restricted to the post text and video thumbnails. Our crawler
did not archive full videos because of storage space restrictions.

In summary, the limitation to our post censorship testing methodology is that our sample
only contains the most popular posts. This may affect our conclusion on whether post
censorship was being enforced by the platform, because the platform may subtly only
censor unpopular posts and leave out popular onesin order to avoid attention. However,
given this limitation, at least we can say the platform does not enforce obvious post
censorship, and if post censorship was enforced at all, it would subtly only apply to
unpopular posts

Search Censorship

Initial Discovery

We explored the source code intuitively by looking at Java class and package names,?
which led us to find the following symbols related to content restrictions.

package com.p420ss.android.ugc.aweme.discover.model;

import com.google.gson.p700a.C17149¢;
import java.io.Serializable;
import kotlin.jvm.internal.C47840f;

/* renamed from: com.ss.android.ugc.aweme.discover.model.SearchNilInfo */
public final class SearchNilInfo implements Serializable {

public static final Companion Companion = new Companion((C47840f) null);

public static final String HIT_HEAT_SPEECH = HIT_HEAT_SPEECH;

public static final String HIT_LIMIT = HIT_LIMIT;

public static final int HIT_TYPE_SENSITIVE = 12;

@C17149c(mo4263%9a = "search_nil_item")

private String nilltem;

@C17149c(mo42639a = "text_type")

private Integer textType;

Figure 34: Symbols related to content restrictions in TikTok source code.

This class was used in the class “SearchApiResult”:

12 However, because TikTok and Douyin’s Android app code base are vast, we were unable to inspect
every code package.
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package com.p4Z0ss.androld.ugc.aweme.dlscover.model;

import com.bytedance. frameworks.baselib.network.http.C8695a;

import com.google.gson.p700a.C17149c;

import com.p420ss.android.ugc.aweme.app.api.C21835d;

import com.p420ss.android.ugc.aweme.app.api.C21843g;

import com.p420ss.android.ugc.aweme.app.api.C21844h;

import com.p420ss.android.ugc.aweme.app.api.C218451;

import com.p420ss.android.ugc.aweme.base.api.BaseResponse;

import com.p420ss.android.ugc.aweme.commercialize.model.SearchAdInfo;
import com.p420ss.android.ugc.aweme.feed.model.LogPbBean;

import java.util.List;

/* renamed from: com.ss.android.ugc.aweme.discover.model.SearchApiResult */
public class SearchApiResult extends BaseResponse implements C21835d, C21843g {

@C17149c(mo4263%9a = "ad_info")

public SearchAdInfo adInfo;

@C17149c(mo4263%9a = "guide_search_words")

public List<GuideSearchWord> guideSearchWordList;

@C17149c(mo42639a = "log pb")

public LogPbBean logPb;

@C17149c(mo4263%9a = "query correct_info")

public QueryCorrectInfo queryCorrectInfo;

String requestld = "";

C8695a requestInfo;
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Figure 35: Symbols related to content restrictions in TikTok source code.

SearchApiResult objects are returned by a HTTP APl endpoint at https://apil6-normal-c-
alisg.tiktokv.com/aweme/vl/general/search/single/. This APl endpointis used whenever
we perform searches in the “Discover” tab.

This finding shows that TikTok contains client side code to handle (parse) server returned
“search result” responses. And that the response may contain labels that represent
different kinds of empty search results. From the label names, it appears that reasons
for empty search results may be:

* HIT_HEAT_SPEECH: We think this is likely a misspell of “hate speech”
e HIT_LIMIT

* HIT_TYPE_SENSITIVE: We suspect this label means “politically sensitive,” but could
not confirm.

* suicide_prevent

We also found the same two classes SearchApiResult and SearchNillnfo in Douyin’s source
code, under the same class path and with the same set of class property fields.

Proof of Concept

We searched for “suicide” manually in Musically and it showed zero results on the
interface.
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Figure 36: Searching for “suicide” in TikTok returned empty result.

In background, the search request is sent to https://apil6-normal-c-useastla.tiktokv.
com/aweme/vl/general/search/single/?_rticket=1595281630350&o0p_region=-
CA&ts=1595281631&, using HTTP POST.

This was the response body:
{
"status_code": 0,
"data": [],
"qc': "M,
"cursor": 0,
"has_more": 0,
"suicide_prevent": {
"phone": """,
"url": "https://www.tiktok.com/aweme/in_app/suicide/help/",
"agent": ""
}’
"tab_hide": 1,
"ad_info": {},
"extra": {
"now": 1595281631000,
"logid": "20200720214711010190185159455A1533",
"fatal_item_ids": [],



"search_request_-id": ""

1

"log_pb": {

"impr_id": "20200720214711010190185159455A1533"
1

"search_nil_info'":
"search_nil_type": "",
"is_load_more": "first_flush",
"search_nil_item": "hit_self_harm",
"text_type": 11

}’

"guide_search_words": null,

"backtrace": ""

We also tested a few ethnic slurs using the list from Wikipedia as search terms. The search

returned empty results on the interface. And the server returned similar HTTP responses,
with their “search_nil_item” specifying “hate_speech.”

From this, we have verified that SearchNillnfo does indeed result in an empty result page.

Bulk Testing in TikTok

To test more search terms, we developed a program to programmatically perform
searches using a list of keywords. The list we used was all censored keyword combinations
on Wechat found by our colleagues’ research from 2019/10/10 to 2020/04/21, containing
5420 keyword combinations. The keywords are mostly related to China’s politics and
COVID-19. The test was started on April 22,2020, and it took about 1.5 days to go through
all keyword combinations. In the rest of this section, we document our process of devel-

oping and running this program.

Initially, we attempted to develop such a batch testing program by imitating the request
sent by the app, but we soon found out that most API requests are protected by TikTok’s
custom X-Gorgon HTTP header. Details on the X-Gorgon header are documented above
in the “TikTok API Security” section. If we exclude the header in our request, the server
will not return any search result. However, it was also difficult for us to reverse engineer
the X-Gorgon generator module and re-implement the algorithm on our own.

Our second approach was to invoke the app’s internal function that performs searches,
bypassing the graphical interface entirely. This technique is possible thanks to the Frida
code instrumentation framework. With Frida, we can invoke arbitrary functions within
the app and supply our own inputs to the function from the controlling computer. This
way we do not need to generate the request (including the X-Gorgon header) from our


https://en.wikipedia.org/wiki/List_of_ethnic_slurs
https://github.com/citizenlab/tiktok-report-data/blob/main/wechat%20keywords-04-21-2020.csv

program, since the invoked function in the app will call appropriate functions (including
the X-Gorgon generator module) itself, just like a user performing normal search from
the graphical interface. After invoking the search function, we use Frida’s Java.choose()
function to search the app’s Java runtime heap (memory space) for the result object, then
extract information from it. However, this approach has a few downsides, compared to
the initial approach:

* A rooted phone with Frida installed is required and the phone must be connected
to the computer for Frida to control it. This requirement poses a limitation to paral-
lelizing the search tests.

* The app and phone runs with decreased stability. Both the app and the phone OS
crash more often. This is expected because the way Frida works is by altering low
level system program procedures, which naturally introduces instability. This is also
why many of our searches failed, as described below.

We had success with the second approach. Out of all 5420 performed searches, the
program captured 4685 responses. Those without a response were mostly due to
program error (instability introduced by Frida) and network unavailability. Among all
4685 captured responses, there was only one combination that triggered SearchNillnfo
response, and was not due to suicide prevention: “Bii%%+4L 1+ (“retarded + red cross”).

To confirm, we searched the combination manually again, and the interface showed “no
results.” We also recorded the HTTP response body:

{

"status_code": 0,
"data": [],

"qc': "M,

"cursor": 0,
"has_more": 0,
"ad_info": {},

"extra":

"now": 1587660663000
"logid": "202004231651030101890730193E6D189F",
"fatal_ditem_ids": [],
"search_request_id": ""

1

"log_pb" . {

"impr_id": "202004231651030101890730193E6D189F"
1,

"search_nil_info":
"search_nil_type": "",

"is_load_more": "first_flush"



"search_nil_item": "pack_nil"
"text_type": 10
+

"guide_search_words": null

The response body shows that the keyword combination did indeed trigger SearchNillnfo
response. But interestingly, the “reason” indicated by the “search_nil_item” field is novel
and never seen in client source code: “pack_nil.” We could not find any occurrences of
the string in the source code, therefore we are uncertain of its meaning.

In our retest on 2020 September 25, “fii5%+£L 1 returned search results normally.

In summary, other than “Bii%%+4L+” (“retarded + red cross”) and 3 self-harm keyword
combinations:

o BRRZ+ANEH+MER+ET (attempted suicide + Jerry + sexual assault + police)
o BRE+BEE+ KK (stockholders +jumped + big)
o MFRE+FIBE+ETE (Lin Zijian + abducted + self-harm)

All other keywords returned non-empty search results. Because none of the politically
sensitive search terms returned empty search results, we conclude that it is unlikely
TikTok employs political censorship in the search feature.

Bulk Testing in Douyin

We then shifted our focus to test for search censorship on Douyin. Thanks to their code
similarity, we only needed to slightly modify our automated search program for TikTok
to make it work for Douyin.

We supplied the modified search program with the same list we used to test TikTok. We
executed this program between May 1 and May 5, 2020. We soon found out that Douyin
appeared to be stricter than TikTok on blocking automated requests. After around 400
searches,’® Douyin’s API server started returning a Chinese error message, saying “please
retry later.”

Out of all search attempts, our program captured 392 responses. Among these captured
responses, 158 of them included the “search_nil_item” field, indicating that the results

were restricted.

The full list of restricted keyword combinations we found is documented on GitHub.

13 Some keyword combinations were searched more than once when the program retried a failed search


https://github.com/citizenlab/tiktok-report-data/blob/main/douyin_search_restricted.csv

Following are a few examples of restricted keyword combinations, with their “search_
nil_item” field:

Original search term English Translation “search_nil_item” field

value
RAEGIRB+—BIME+E  Anti-revision demonstration  federation_empty
BRF+FETRE +one country, two systems

+ self-destructing the
Great Wall + current affairs
commentator
ERHIEE+HRR+EEEE  Law + Legislative Council+  federation_empty
Central Government + Luo

Huining
Hﬂiﬂ?+¢5’&+|3)'ﬂ§+fﬁ%+ Pneumonia + Central hit_dirt_words
=p | Government + Epidemic

Prevention + Virus + Taiwan
TAER+T812 R 5+ AR £+ Asymptomatic + confirmed hit_dirt_words

GRE case + CCP + comprehensive
SR +ET S i Xi Jinping + New Heights federation_empty

Table 18: Examples of restricted search keyword combinations in Douyin.

The values “federation_empty” and “hit_dirt_words” were not presentin Douyin’s source
code, so we are uncertain of their meanings.

Following are a few examples of unrestricted keyword combinations:

Original search term English Translation

BT I+EF+&A Unable to hold + Chairman + Hong Kong

FTREB+EARE+EF+IUER Intervention in Hong Kong + Basic Law +
Chairman + Legislative Council

BE+REH R+ R Taiwan + Wuhan + Pneumonia + Central

TRER+BOREHI+ A REHHRS Asymptomatic + confirmed case + bus +
virus

F&E+HIE A+ K Questioning + Hubei people + Great Emperor

Table 19: Examples of unrestricted search keyword combinations in Douyin.

In summary, we have shown that Douyin does restrict certain politically sensitive terms
in their search results. However, our current methodology only took what is known to be
censored on WeChat and tested it in Douyin, we did not attempt to discover new censored
keywords. We are also uncertain of the exact text-matching conditions which triggers an
empty search result, for example, does the sequence of words and characters matter?
does whitespaces matter? Further research is needed to answer these questions.



Conclusion

This project was motivated by the following questions: Did ByteDance adapt its social
media platform to the international market in alignment with industry norms? Or did
it implement or retain some features that are required in the Chinese market that may
present undesirable security and privacy risks to non-mainland China users?

From the similarities and differences we have found among TikTok and Douyin, it appears
that ByteDance’s strategy is to have a common code base and then to customize it to fit
different market requirements. This strategy makes sense from an economic perspective.
The distinction of TikTok’s two variants, one for East Asia and Southeast Asia, the other
for the rest of the world, shows that ByteDance reuses this strategy to further divide the
needs of different regions. This distinction of Trill, which targets East Asia and Southeast
Asia, versus Musically, which targets everywhere else, also further shows ByteDance’s
emphasis on East Asia and Southeast Asia.

Throughout our research we observe this strategy being put to use. These examples we
found also showed the various levels of customization being applied to the common
code base. Customization such as choosing different log servers is implemented with an
internal configuration value in a common code base. Some customizations are dictated by
server-returned values, such as the “share to Facebook Story” feature. Feature modules
that may attract scrutiny are entirely removed, for example the dynamic code loading
support modules are only presentin Douyin, but not TikTok. Another class of customiza-
tions can be implemented entirely server-side, such as search censorship. Even though
the search censorship modules in TikTok and Douyin predefined the same set of restric-
tions that can be applied, Douyin applied these restrictions differently from TikTok by
returning different values from the server.

From the cases we have found, these customizations seem to be applied appropriately. In
TikTok, the end result of customizing the common code base seems to create a product
that largely follows international industry norms, as we have not found any undesirable
features like the ones in Douyin, nor strong deviations of privacy, security and censor-
ship practices when compared to TikTok’s competitors, like Facebook.

However, TikTok is also not completely free of privacy, security, and censorship concerns.
.As we have shown, ByteDance relies on these different degrees of customizations of the
common code base to tailor to different market needs. These customizations might be
reverted with varying degrees of difficulty, whether intentionally or unintentionally. For
example, it would be relatively difficult to enable dynamic code loading in TikTok, since



it does not contain necessary code to aid the process. On the other hand, we have shown
that TikTok does contain some dormant code originally written for Douyin, and TikTok’s
server-returned configuration values do dictate some of its behaviors. We are concerned
with the possibility where TikTok’s server-returned configuration values could enable
those dormant code written for Douyin, which might lead to China-specific features being
enabled.

Research Data

https://github.com/citizenlab/tiktok-report-data



https://github.com/citizenlab/tiktok-report-data
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