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MepeBog Ha pyccKui

Key findings

> Thisreport examines the accessibility of certain types of content on VK (an
abbreviation for “VKontakte”), a Russian social networking service, in Canada,
Ukraine, and Russia.

> Among these countries, we found that Russia had the most limited access to VK
social media content, due to the blocking of 94,942 videos, 1,569 community
accounts, and 787 personal accounts in the country.

> VK predominantly blocked access to music videos and other entertainment
content in Canada, whereas, in Russia, we found VK blocked content posted by
independent news organizations, as well as content related to Ukrainian and
Belarusian issues, protests, and lesbian, gay, bisexual, transgender, intersex,
and queer (LGBTIQ) content. In Ukraine, we discovered no content that VK
blocked, though the site itself is blocked to varying extents by most Internet
providers in Ukraine.

> InRussia, certain types of video content were inaccessible on VK due to the
blocking of the accounts of the people or communities who posted them.
These individuals and groups were often targeted for their criticism of Russia’s
President Vladimir Putin or of the Russian invasion of Ukraine. Additionally,
accounts belonging to these communities and people have been restricted
from VK search results in Russia using broad, keyword-based blocking of
LGBTIQ terms.

> We collected over 300 legal justifications which VK cited in justification of the
blocking of videos in Russia. Notably, we discovered a 30-fold increase in the
rate of takedown orders issued against VK in an eight month period following
Russia’s February 2022 invasion of Ukraine.

Introduction

While China is known for fostering its own ecosystem of social media platforms such as the
chatapp WeChat and microblogging platform Weibo and blocking their American counter-
parts (e.g., WhatsApp and Twitter), Russia has allowed access to WhatsApp and Twitter,
but has also put a considerable effort into deploying and promoting Russian equivalents.
For example, VK and Odnoklassniki, which are roughly Facebook equivalents, Rutube, a
Russian equivalent of YouTube, and Yandex which is equivalent to Google Search. In 2022,

Runniversalis, a pro-Kremlin version of Wikipedia was launched, reminiscent of Chinese
efforts such as Baidu Baike to create a domestic clone of Wikipedia. Although many North
American social media platforms remain accessible in Russia, Russia eventually blocked
Facebook and Twitter following the 2022 full-scale invasion of Ukraine.
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Chinese social media platforms, which are known to apply pervasive political and religious
censorship to their Chinese users, take a variety of approaches to treating their non-Chi-
nese users who may have different expectations concerning freedom of speech. While
many platforms such as Weibo apply their political censorship even to users outside of
China, others such as WeChat, in a bid to try to appeal to non-Chinese users, apply fewer
speech restrictions to them. Other companies, such as Bytedance, take the approach
of maintaining distinct platforms inside China (Douyin) versus elsewhere (TikTok). Like
Chinese platforms, Russian platforms are also known to perform political censorship.
However, the mechanisms the latter use to apply censorship, what topics they censor,
and if or how those mechanisms apply to users outside of Russia are issues that are still
understudied in the research on information controls.

InternetcensorshipinRussiaisenforced throughavariety oflegal mechanisms. The Federal
Service for Supervision of Communications, Information Technology and Mass Media

(Roskomnadzor), as the Internet regulator, maintains a centralized “blacklist” governing

the blocking of IP addresses, domain names, and unencrypted HTTP URLs, which Internet
service providers (ISPs) in Russia are legally obliged to implement. However, the censor-
ship of social media content, which, due to HTTPS encryption, cannot be individually
blocked by ISPs, is maintained through other legal mechanisms such as court orders.
Multiple government (e.g., the Roskomnadzor and the office of the Prosecutor General)
and non-government agencies (e.g., Rosmolodezh, the Federal Agency for Youth Affairs)
can apply for a court order to have websites blocked, in which they typically appeal to
one of Russia’s multiple laws governing Internet content. These laws often contain vague
terms concerning the content they prohibit, including “HapylueHnem ycTaHOBIEHHOIO

nopsaka” [violation of the established order], “HeLieH3ypHyto 6paHb” [obscene language],

“ssBHOE HeyBa)X€HMWe K... OpraHam, OCYLUEeCTBASIOWNM rocyJapCTBEHHYIO BNacThb B

Poccuinckon ®epepaunn” [blatant disrespect for... bodies exercising state power in the

Russian Federation], and “[lponaraHga HeTpagnLMOHHbIX CEKCYallbHbIX OTHOLIEHUIN U

(unu) npegnoyTteHnin” [propaganda of nontraditional sexual relations and (or) prefer-

ences]. These laws have been used to justify political censorship of Internet content,
particularly content critical of Putin or other Russian leadership, and to justify the restric-
tion of the rights of LGBTIQ communities. Furthermore, according to a law which went
into effect in February 2021, social media platforms are required to implement blocking
proactively, as opposed to merely in response to court orders. Previous research studying

Chinese social media censorship has shown how deferring blocking decisions to the

private sector gives rise to inconsistent blocking across companies, with platforms often
“overblocking” to ensure that they have covered all of the bases to avoid legal repercus-
sions for insufficiently blocking content.

In this report, we study VKontakte [BKoHTakTe], commonly abbreviated as “VK,” which
is the most popular social media platform in Russia. VK is similar to Facebook in that it
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provides personal accounts, messaging, music and video hosting, and other commu-
nity features. The platform is divided into three broad organizational categories: videos,
communities or clubs, and people. VK has a complicated history concerning Russian
censorship. The platform was founded in 2006 by Pavel Durov, who is also known for
founding Telegram Messenger. Durov was dismissed as VK’s chief executive officer (CEO)

in 2014, allegedly for failing to hand over the data of Russian political protesters to the
Russian Federal Security Service (FSB), the country’s security agency. Durov was also
targeted for failing to ban a VK community advocating for Alexei Navalny, a political

opponent of Putin. Durov additionally claimed that the platform had come under “full
control” of “Kremlin insiders” after the platform was sold to Alisher Usmanov, an oligarch
loyal to Putin. In 2021, VK’s then-CEO Boris Dobrodeev resigned following the takeover
of the company by state-owned companies. Analysts speculated that this state takeover
could lead to “greater interference” by the Russian government.

In addition to criticism due to censorship, VK has been criticized by the digital security
community as a platform thatis unsafe for activists. This allegation was made on account of
the personalinformation which it collects and due to VK joining the Register of Organizers
of Distribution of Information in the Internet Network, a special list of platforms that must
provide user data on request to the FSB and Russian police. Several waves of “exodus”
of users from VK have been documented — the earliest one corresponding to the year
of Durov's departure — due to fears of government surveillance and legal harassment.

In this work, we are interested in measuring how VK implements political censorship
in the context of the full-scale invasion of Ukraine that began in February 2022. Our
research includes identifying what mechanisms VK uses to enforce censorship, what
type of content is censored, and if or how this censorship applies to users outside of
Russia. Specifically, we measure the accessibility of content on VK from different countries
or vantage points to uncover instances of differential censorship, i.e., content which is
censored in one region but not another. This allows us, for example, to determine which
content is visible in Canada but not in Russia, and vice versa. In this report, we focus on
comparing content availability from Russia, Ukraine, and Canada.

The remainder of this report is structured as follows: In the “Methodology” section, we
detail our methods for uncovering VK’s differing censorship across countries, and, in
“Experimental setup,” we explain the conditions and implementation details in which we
executed these methods. Furthermore, in “Results,” we reveal our findings concerning
the pervasive political and social censorship which VK applies to users in Russia. In
“Limitations,” we review the limitations of our experiment, and finally, in “Discussion,”
we discuss how our findings contribute to a greater understanding of Internet censorship
in Russia and how Russian social media censorship compares to censorship elsewhere.
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Methodology

This section details our methodology for measuring differential censorship on VK across
Canada, Ukraine, and Russia. We conducted our research entirely without registration of
orinteraction with any user accounts on the VK platform. Instead, we tested access from
network vantage points in the regions that we chose to compare, comparing the differ-
ences in what content was accessible in each region on VK’s website. This method ensures
that we can conduct our testing without obtaining SIM cards or phone numbers, without
worrying about account termination, and without the ethical concerns of creating or
transmitting content over the platform.

To test for differential censorship on VK, and to ensure that we have a diverse sample of
popular, easily enumerable topics to query, we sampled from Wikipedia article titles. We
began by selecting the following six language editions of Wikipedia: Russian, Ukrainian,
Belarusian, Georgian, Chechen, and Kazakh. We selected these language editions
because VK is a Russian platform, and these are languages commonly spoken both
within and in areas surrounding Russia. For each of these Wikipedia language editions,
we independently sorted their articles by the total number of views that they had during

January, February, and March 2023, sorting them in descending order of popularity. In
our testing, we drew from across these six sorted lists in a round-robin fashion such that
we tested the same number of articles from each language edition of Wikipedia.

In this work, we are interested in comparing the availability of VK content across Canada,
a liberal democracy where we are based, as well as Russia and Ukraine, the countries with
thefirst and third largest number of visitors to VK, respectively. VK allows for searching for

videos, communities (also called groups or clubs), and people. As such, for each article
title that we tested, we performed nine search queries simultaneously on the VK website.
For each of the countries of Canada, Ukraine, and Russia and for each of the videos,
communities, and people search targets, we queried the article title on that search target
in that country. For each of these nine combinations, we recorded the number of search
results for the query.

As we noticed that VK would on occasion spuriously report a smaller number of results
than what it ordinarily would for a query, we implemented the following retest proce-
dure. Twenty-four hours following an original query, we repeated searching the query
from the same vantage point on the same search target. We then recorded whichever is
greater of the number of results reported in the retest and the number of results reported
in the original test.

Next, we sought to establish some threshold under which we could label the search
result numbers from two different regions as suspiciously different. We noticed that
comparing absolute numbers favored finding queries which had large numbers of results
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as suspiciously different, whereas comparing by the percent difference favored finding
queries which had small numbers of results as suspiciously different. As such, to test
whether the number of search results x from one region is suspiciously less than the
number of results y from another region, we employ the following statistical heuristic.
We noticed early on by analyzing the initial results between Canada and Ukraine that
they were consistent modulo random fluctuation. In an early sample, we saw thatin 132
of the tests there were eight which had a different number of results, each with a differ-
ence of one. As we did not know the variables affecting these random fluctuations (i.e., is
orto what extent is the size of the fluctuation proportional to the number of results?), we
chose 8/132 as a clear upper bound for the proportion of results we would find missing
by chance. Using a one-sided chi-squared test, we then performed a test of difference
in proportions, namely, the hypothesis that (x - y) / x < 8/132. If we reject this hypoth-
esis, with p <0.001 probability that such a difference in proportions could have arisen by
chance, we conclude that x is suspiciously missing results compared to y.

For search result numbers that seemed to be suspiciously missing results, we further
explored which content was missing from their results. Since VK only allows revealing up
to 999 search results for a query, we limited our investigation to queries with fewer than
1,000 results. For any number of results x and number of results y, if x < 1,000, y < 1,000,
and either x or y are suspiciously missing results compared to the other, we downloaded
all of the search results for both x and y and recorded which were missing from each.

For each result missing from our case studies, to better understand why that video,
community, or person was missing from the results for that country, we attempted to
access that result from the region in which it was missing. For example, we attempted to
access the result using both the desktop (vk.com) and mobile (m.vk.com) versions of the
VK website. We recorded any error message or other block message which was displayed
to the user. Specifically for missing video results, we attempted to access additional pages
from that country. A video on VK can be associated with an individual poster, a commu-
nity poster, or both. To better understand why videos are missing, we also attempted to
access their individual and community posters and recorded any error or block message
displayed on their pages. We attempted access to these pages using both the desktop
(vk.com) and mobile (m.vk.com) versions of the site.

Experimental setup

We implemented the above methodology in Python using the aiohttp and SciPy modules

and executed the code on an Ubuntu 22.04 Linux machine. We performed this experi-

ment from April 17 through May 13, 2023. Our Canadian measurements were performed
from a University of Toronto network. Our Russian and Ukrainian measurements were
performed through WireGuard tunnels, as provided by a popular VPN service offering
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Russian and Ukrainian vantage points. In light of VK being blocked to varying extents
on most Ukrainian networks due to a ban of the site, we confirmed that our Ukrainian
vantage point had access to VK before performing our experiments (see Appendix A for
our analysis of Ukraine’s ban of VK).

Results

Duringour testing period, we tested on VK the accessibility of the titles of the top 127,187
articles in each of the Russian, Ukrainian, Belarusian, Georgian, Chechen, and Kazakh
language Wikipedias. Together, this sample set comprised 708,346 unique article titles.
By measuring what content was blocked in VK search queries for these titles, we found
differential blocking of videos in Canada, as well as of videos, communities, and personal
accounts in Russia, although the motives for the blocking of videos in Canada versus
Russia appeared starkly different, as we explain below. We also found that in Russia,
search query results for communities and people were censored by keyword, whereas
in Canada we found no such filtering.

Notably, we found no in-platform differential blocking carried out by VK in Ukraine
compared to Canada or in Ukraine compared to Russia. Since we did not discover
any content that was accessible in Canada or Russia but that was inaccessible in
Ukraine, in the remainder of this section, we will focus on comparing differential
blocking in Russia compared to Canada and vice versa. We first provide an overview
of our findings and detail the different blocking mechanisms that VK uses. We then use
data analysis techniques to better understand the blocked content that we discovered,
such as what type of content was blocked, what events precipitated its blocking, or what
legal justifications did VK cite in its blocking.

Blocking overview and mechanisms

From our results, we were able to infer that VK used multiple methods of blocking. The
primary method seen was the blocking or removal of certain search results. For content
missing in Canada, for example, we saw no missing personal account results. Nine
communities were missing from Canadian search results, but the results themselves
were still accessible in Canada by typing the URLs for the communities’ pages, and
there did not appear to be anything about them that would suggest why they might be
removed from search results. As such, we believe that they were false positives in that
they were missing from the search results for completely benign reasons such as different
load balancers or caching servers possessing inconsistent views of the same data. Aside
from a small number of what also seemed to be false positives, all of the 2,613 videos
tested in Canada that were missing from the search results showed either a “This video


https://www.kyivpost.com/post/7880

is unavailable in your country” or a “Video sound unavailable” block message. These
videos appeared to all be popular sports, music, and other entertainment videos posted
by ordinary users and, when considering the explanation given in their block messages,
these videos were likely blocked in Canada for copyright infringement. These videos,
however, were still available in Russia. Our hypothesis is that this differing treatment of
copyright-infringing content could be explained by the overall inconsistent way that VK

enforces copyright law across multiple regions.

Ukraine Canada Russia
Videos None observed Copyright When a community or
infringement person posting a video is
targeting videos blocked, that video is also
blocked
Communities None observed None observed (1) LGBTIQ keyword-

based blocking of search
queries for communities
and (2) political blocking of
communities

People None observed None observed (1) LGBTIQ keyword-based
blocking of search queries
for people and (2) political
blocking of people

Table 1: For each region, for each content type, the methods of blocking which we discovered.

We observed more diverse methods and motivations behind content being unavailable
in Russia (see Table 1 for a summary). When searching for communities and people, we
observed that VK disabled search results if the search query contained certain LGBTIQ-
related keywords (see Figure 1 for an illustration and Table 2 for a list of the keywords
which we discovered triggering filtering). While it applied for searches for communities
and people, this keyword-based censorship of search queries did not appear to apply to
searches for videos.

Communities > Advanced search People

Igbt Videos
Communities
News
Sports

Music

Bloggers

Figure 1: Searching for “lgbt” in Russia blocked all results for containing the keyword “lgbt”.



Keyword English translation

gay gay

LGBT LGBT

len gay

len gay

JIFBT LGBT
NTBTK LGBTQ
NecbusHka lesbian
TpaHcreHgep transgender
demboi femboy

Table 2: Keywords censoring search queries for communities and people in Russia.

Aside from VK’s keyword-based filtering of searches for community and personal
accounts, VK also directly blocked individual community and personal accounts, which
also hides them from search results and displays a block message when viewing the
account’s page. In fact, blocking community and personal accounts appears to be VK’s
primary method of censoring videos in Russia. Outside of 134 videos which displayed no
block message and which we believe to be false positives, the remaining 94,942 videos
missing from search results showed a block message on the desktop version of VK such
as “This video is unavailable because its creator has been blocked.” We confirmed that
all of these videos were blocked due to the community or person who had posted the
video being blocked, because when we attempted to view the community or the account
that posted these videos, we received a block message that mentioned a court order for
the blocking.

sign up

Error

This video is unavailable because its creator has been blocked

f2 Music

2% Communities
oo Mini apps

(=) Games

VK © 2006-2023 About VK Terms Developers English Pycckwi YkpaiHcoka All languages

Figure 2: Example of blocked video on desktop version of VK.

To justify the blocking of communities and personal accounts in Russia, we observed 336
unique VK block messages citing 303 different legal case numbers. An example of such
a block message is as follows: “3T0T MaTepuan 3abnoknpoBaH Ha TeppuTopun PO Ha
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OCHOBaHWM peLleHns cyaa/ynonHOMOYeHHOro egepanbHOro opraHa UCNOMHUTENbHOM
BnacTu (LleHTpanbHbIV paioHHbIN cyg I XabapoBcka - XabapoBckuii kpaii) o1 10.08.2015
Ne 2-5951/2015” [This material was blocked in the territory of the Russian Federation
on the basis of the decision of the court / authorized federal executive body (Central
District Court of Khabarovsk - Khabarovsk Territory) dated 10.08.2015 No. 2-5951/2015].
In instances where information is publicly available, these legal cases appear to be
takedown requests filed by Russian prosecutors or other actors, which appeal to varying
Russian laws for justification. For example, in the case cited in the aforementioned block
message, the Russian prosecutor appeals to Article 4 of a Russian law “On Mass Media”
to ask the court to order the takedown of content on VK which allegedly uses obscene
language to refer to Vladimir Putin.

@ vk.com/blank.php?rkn=3 »x = + ~ - o0 O

G C @ O B httpsy//vk.com/blank.php?rkn=36069860 ¥ | Q search Q &8 9

3TOT MaTepuan 3abnokuposaH Ha TeppUTOpUM PP Ha ocHoBaHWKM TpeboBaHua MeHepanbHOR NpoKypaTypbl POCCUACKOWM
@®enepauynn oT 13.08.2022 Ne 27-31-2022/Np-10643-22

Figure 3: An example of a blocked community page citing a legal justification on the desktop
version of VK; the text reads “3ToT MaTepuan 3abnokmMpoBaH Ha TeppuTopun PO Ha ocCHOBaHMUM
TpeboBaHus leHepanbHOM NPoKypaTypbl Poccuiickon ®egepaumm ot 13.08.2022 N2 27-31-
2022/ h-10643-22” [This material has been blocked on the territory of the Russian Federation
based on the request of the General Prosecutor's Office of the Russian Federation N2 27-31-
2022/IF-10643-22 dated 13.08.2022].While the desktop version of VK consistently showed the
message “This video is unavailable because its creator has been blocked” when a community
or person posting the video was blocked, we found that, on the mobile version, if the video was
posted by a community blocked in Russia (as opposed to a personal account), then it shows the
block message of the blocked community instead. It is unclear why this inconsistency exists.

We also rarely observed other error messages which were not block messages such as
“Please signin to view this video,” “Access to this video has been restricted by its creator,”
and “This page has either been deleted or not been created yet.” These messages were
not indicative of blocking but rather would occur if content were deleted or restricted at
the poster’s discretion during our testing process. Therefore, we did not consider such
content with these error messages to be blocked. See Table 3 for a breakdown of the
types of error messages which we observed.
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Error message Example(s) Observedin?  Block

type message?
Court ordered 3TOT MaTepuan 3ab1oKMpoBaH Russia Yes
blocking Ha TeppuTopun PO Ha

OCHOBaHWN peLlieHund

cyna/ynonaHOMOYEHHOro

depepanbHoro opraHa
NCMOMHUTEIbHOW BNacTu
(LleHTpanbHbIN panoHHbIN cyg,
r. XabapoBcka - XabapoBckui
Kpa#) ot 10.08.2015 Ne
2-5951/2015” [This material was
blocked in the territory of the
Russian Federation on the basis
of the decision of the court /
authorised federal executive
body (Central District Court

of Khabarovsk - Khabarovsk
Territory) dated 10.08.2015 No.
2-5951/2015]

The community “This video is unavailable Russia Yes
or person posting because its creator has been

this video hasbeen  blocked”

blocked

Copyright “This video is unavailable in Canada Yes
infringement your country”

“Video sound unavailable.”

Permission denied  “Please sign in to view this Canada, No
video” Russia

“Access to this video has been
restricted by its creator”

Deleted “This page has either been Canada, No
deleted or not been created Russia
yet.”

Table 3: Breakdown of types of error messages, examples of them, where they have been
observed, and whether they are block messages identifying differential blocking.

While earlier we found blocked communities and personal accounts due to their results
missing in search results, we can also find them from looking to see who posted blocked
videos. Working backward from blocked videos to find the blocked communities or
personal accounts who posted them, we found an additional 826 communities and 768
personal accounts blocked in Russia. Together with 804 blocked communities and 19
blocked personal accounts directly missing from community and people search results,
we found 1,569 unique communities and 787 unique personal accounts blocked in Russia
(see Table 4 for a summary of all content blocked).



Canada Russia

Method of Missing Blocking  Total Missing Blocking  Total

discovery inresults avideo (unique) inresults avideo (unique)
(unique) (unique) (unique) (unique)

Videos 2,613 N/A 2,613 94,942 N/A 94,942

Communities 0 0 0 804 826 1,569

People 0 0 0 19 768 787

Table 4: For each region, for each content type, the number of blocked instances of that content
type in that region. For communities and personal accounts, we further break down the number
we discovered from their absence in search results versus for having posted a blocked video.

While we have given a brief overview of the types of blocking methods on VK, as well as
the amount of content subject to each type of blocking across different regions, in the
remainder of this section we will perform a deeper analysis of the type of content blocked
on VK. We will first characterize blocked videos in Canada and Russia according to the
search queries from whose results they were missing, the posters of the blocked videos,
and a random sampling of the blocked video contents themselves. Then, we analyze
the block messages and legal justifications which VK communicates to the user upon
attempting to view blocked content.

Analysis of blocked videos

In this section, we characterize blocked videos according to the search queries from whose
results they were missing, the posters of the blocked videos, and a random sampling of
the contents of the blocked videos themselves.

What search queries discovered blocked videos?

Recall that, during our testing, we took popular Wikipedia article titles from multiple
language editions of Wikipedia and used them to search for videos, communities, and
personal accounts on the VK website, to see if and to what extent these search results
were blocked in one region versus another. In this section, we are specifically interested
in the search queries that led to the discovery of large numbers of blocked videos, as
such queries can signal the type of content blocked on VK. We call such queries produc-
tive queries.

Videos blocked in Russia

Among the top ten most productive queries (i.e., those leading to the discovery of the
greatest number of blocked videos), we see that most are related to the Ukraine war
(“YuyacHuKuM pocincbko ykpaiHcbKoi BitHK LL” [Participants of the Russian-Ukrainian war],
“MponaraHga BiHM B Pocii” [Propaganda of War in Russia]) and international bodies
that are involved in mediating the conflict (“l'eHepanbHa Acambnes OOH” [UN General
Assembly], “MixHapogHuii cyg OOH” [International Court of Justice]).



The most productive queries in Russia can be understood to be indirectly related to the
war such as “Secret Invasion,” derived from a Wikipedia article for a Marvel comic series
turned TV show, but nevertheless uncovering blocked content related to the Ukrainian
“invasion” more broadly, and “Kataropbis 24 ntotara” [Category: February 24], the title
of a Wikipedia article listing holidays on February 24 but which is also the day of Russia’s
full-scale invasion of Ukraine. There are also productive queries related to Ukraine more
generally such as “Monicbkunii panoH” [Polskiiy District], a former administrative region
in Kyiv Oblast, and the anthem of Ukrainian President Volodomyr Zeleskyys home town
“KpuBui Pir” [Kryvyi Rih]. We also found one term related to a news service in Belarus
(“benalAH” [BelaPAN]), as well as one term which appeared unrelated to the conflict
(“dopHi TposiHan” [Black Roses]) but upon closer inspection we discovered that it was
the name of a blocked Ukrainian pro-military group which had posted a large number

of videos.
Rank Query Translation Description of Query # of Videos  Total
Page Language Discovered Results
Blocked
1 YopHi TposHAK Black Roses Turkish rose Ukrainian 493 904
plants
2 benallAH BelaPAN Private news Belarusian 476 843
agencyin
Belarus
3 Kpusuin Pir moe Kryvyi Rih - Anthem of Ukrainian 450 493
MiCTO my city Ukrainian town
4 MponaraHga Propaganda of  Description of Ukrainian 449 625
BiMHM B Pocii War in Russia Russian War
Propaganda
5 leHepasibHa UN General United Nations Ukrainian 424 798
Acambnies OOH Assembly General
Assembly
6 MixHapogHuiicyn  United Nations  United Nations Ukrainian 419 807
OOH International International
Court of Court of Justice
Justice
7 Y4acHUKHM Participants of  Description of Ukrainian 346 453
POCiNcbKO the Russian- the conflict.
YKpaiHCbKOI BinHM  Ukrainian war
w
8 CakpaTHae Secret Marvel Mini Belarusian 322 358
yBapBaHHe invasion Series
9 Monicbknin panoH  Polskiiy Former region of  Ukrainian 314 356
District Ukraine in Kyiv
Oblast
10 KaTtaropsis 24 Category: An index of Belarusian 293 363
JiroTara February 24th  holidays on
February 24th

Table 5: The ten most productive queries in Russia, i.e., those which we tested which discov-
ered the most blocked videos in Russia.


https://vk.com/40rni
https://uk.wikipedia.org/wiki/%D0%A7%D0%BE%D1%80%D0%BD%D1%96_%D1%82%D1%80%D0%BE%D1%8F%D0%BD%D0%B4%D0%B8
https://be.wikipedia.org/wiki/%D0%91%D0%B5%D0%BB%D0%B0%D0%9F%D0%90%D0%9D
https://uk.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%B2%D0%B8%D0%B9_%D0%A0%D1%96%D0%B3_%E2%80%93_%D0%BC%D0%BE%D1%94_%D0%BC%D1%96%D1%81%D1%82%D0%BE
https://uk.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%B2%D0%B8%D0%B9_%D0%A0%D1%96%D0%B3_%E2%80%93_%D0%BC%D0%BE%D1%94_%D0%BC%D1%96%D1%81%D1%82%D0%BE
https://uk.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D0%BF%D0%B0%D0%B3%D0%B0%D0%BD%D0%B4%D0%B0_%D0%B2%D1%96%D0%B9%D0%BD%D0%B8_%D0%B2_%D0%A0%D0%BE%D1%81%D1%96%D1%97
https://uk.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D0%BF%D0%B0%D0%B3%D0%B0%D0%BD%D0%B4%D0%B0_%D0%B2%D1%96%D0%B9%D0%BD%D0%B8_%D0%B2_%D0%A0%D0%BE%D1%81%D1%96%D1%97
https://uk.wikipedia.org/wiki/%D0%93%D0%B5%D0%BD%D0%B5%D1%80%D0%B0%D0%BB%D1%8C%D0%BD%D0%B0_%D0%90%D1%81%D0%B0%D0%BC%D0%B1%D0%BB%D0%B5%D1%8F_%D0%9E%D0%9E%D0%9D
https://uk.wikipedia.org/wiki/%D0%93%D0%B5%D0%BD%D0%B5%D1%80%D0%B0%D0%BB%D1%8C%D0%BD%D0%B0_%D0%90%D1%81%D0%B0%D0%BC%D0%B1%D0%BB%D0%B5%D1%8F_%D0%9E%D0%9E%D0%9D
http://Міжнародний суд ООН
http://Міжнародний суд ООН
http://Учасники російсько української війни Ш
http://Учасники російсько української війни Ш
http://Учасники російсько української війни Ш
http://Учасники російсько української війни Ш
https://be.wikipedia.org/wiki/%D0%A1%D0%B0%D0%BA%D1%80%D1%8D%D1%82%D0%BD%D0%B0%D0%B5_%D1%9E%D0%B2%D0%B0%D1%80%D0%B2%D0%B0%D0%BD%D0%BD%D0%B5_(%D1%81%D0%B5%D1%80%D1%8B%D1%8F%D0%BB)
https://be.wikipedia.org/wiki/%D0%A1%D0%B0%D0%BA%D1%80%D1%8D%D1%82%D0%BD%D0%B0%D0%B5_%D1%9E%D0%B2%D0%B0%D1%80%D0%B2%D0%B0%D0%BD%D0%BD%D0%B5_(%D1%81%D0%B5%D1%80%D1%8B%D1%8F%D0%BB)
https://uk.wikipedia.org/wiki/%D0%9F%D0%BE%D0%BB%D1%96%D1%81%D1%8C%D0%BA%D0%B8%D0%B9_%D1%80%D0%B0%D0%B9%D0%BE%D0%BD
https://be.wikipedia.org/wiki/%D0%9A%D0%B0%D1%82%D1%8D%D0%B3%D0%BE%D1%80%D1%8B%D1%8F:%D0%A1%D0%B2%D1%8F%D1%82%D1%8B_24_%D0%BB%D1%8E%D1%82%D0%B0%D0%B3%D0%B0
https://be.wikipedia.org/wiki/%D0%9A%D0%B0%D1%82%D1%8D%D0%B3%D0%BE%D1%80%D1%8B%D1%8F:%D0%A1%D0%B2%D1%8F%D1%82%D1%8B_24_%D0%BB%D1%8E%D1%82%D0%B0%D0%B3%D0%B0

Videos blocked in Canada

In contrast to the test results from Russia, the most productive queries in Canada did
not deal with the Ukraine war but rather sports, music, and geographic locations. Most
of the queries (six in ten) are related to sports including: The Davis Cup (in Russian and
Belarusian), World Figure Skating Championships, and three different soccer players
(Ciro Immobile, Alejandro Gomez, and Duvan Zapata). There are also queries related to
music (K Ci & JoJo and Beatles Bootleg Recordings) and geographic locations (Locust and
Charleroi). The queries that led to blocked content in Canada are different from those in
Russia and are more focused on entertainment rather than current events.

Rank Query Translation Description Query #of Videos Total
of Page Language Discovered Results
Blocked
1 Jlokact Locust City in the Chechen 161 284
United States
2 Ky6ok Davis Cup The Davis Cup  Russian 123 457
[O3Buca tennis trophy
3 Vimmobune  Ciro Immobile Italian soccer Russian 78 194
Yupo player
4 Wapnepya Charleroi Cityin Ukrainian 59 285
Belgium
KCiJoJo K Ci&JoJo Musicians Georgian 57 251
YemnuoHaT  World Figure Figure skating  Russian 55 157
Mupa no Skating event
NrypHOM Championships
KaTaHUIo 2023
2023
7 Kyb6ak Davis Cup The Davis Cup  Belarusian 54 456
[3Bica tennis trophy
8 The Beatles  The Beatles Compilation Georgian 53 253
Bootleg Bootleg Beatles album
Recordings  Recordings
1963 1963
9 AnexaHgpo  Alejandro Argentine Ukrainian 52 258
fomec Gomez soccer player
10 Canarta Duvan Zapata Colombian Russian 52 7
[JysaH soccer player

Table 6: The top ten most productive queries in Canada, i.e., those which we tested which
discovered the most blocked videos in Canada.

What languages are blocked videos in?

In the previous section, we looked at the search queries that led to the discovery of large
numbers of blocked videos. In this section, we perform a similar analysis but based on
which language edition of Wikipedia the search query was from. Our purpose is to see
which Wikipedia language edition’s article titles led to the largest numbers of blocked
videos. We do this to better understand the languages of the video content blocked on VK.


https://ce.wikipedia.org/wiki/%D0%9B%D0%BE%D0%BA%D0%B0%D1%81%D1%82_(%D0%9A%D1%8A%D0%B8%D0%BB%D0%B1%D0%B0%D1%81%D0%B5%D0%B4%D0%B0_%D0%9A%D0%B0%D1%80%D0%BE%D0%BB%D0%B8%D0%BD%D0%B0)
https://ru.wikipedia.org/wiki/%D0%9A%D1%83%D0%B1%D0%BE%D0%BA_%D0%94%D1%8D%D0%B2%D0%B8%D1%81%D0%B0
https://ru.wikipedia.org/wiki/%D0%9A%D1%83%D0%B1%D0%BE%D0%BA_%D0%94%D1%8D%D0%B2%D0%B8%D1%81%D0%B0
https://ru.wikipedia.org/wiki/%D0%98%D0%BC%D0%BC%D0%BE%D0%B1%D0%B8%D0%BB%D0%B5,_%D0%A7%D0%B8%D1%80%D0%BE
https://ru.wikipedia.org/wiki/%D0%98%D0%BC%D0%BC%D0%BE%D0%B1%D0%B8%D0%BB%D0%B5,_%D0%A7%D0%B8%D1%80%D0%BE
https://uk.wikipedia.org/wiki/%D0%A8%D0%B0%D1%80%D0%BB%D0%B5%D1%80%D1%83%D0%B0
https://ka.wikipedia.org/wiki/K-Ci_%26_JoJo
https://ru.wikipedia.org/wiki/%D0%A7%D0%B5%D0%BC%D0%BF%D0%B8%D0%BE%D0%BD%D0%B0%D1%82_%D0%BC%D0%B8%D1%80%D0%B0_%D0%BF%D0%BE_%D1%84%D0%B8%D0%B3%D1%83%D1%80%D0%BD%D0%BE%D0%BC%D1%83_%D0%BA%D0%B0%D1%82%D0%B0%D0%BD%D0%B8%D1%8E_2023
https://ru.wikipedia.org/wiki/%D0%A7%D0%B5%D0%BC%D0%BF%D0%B8%D0%BE%D0%BD%D0%B0%D1%82_%D0%BC%D0%B8%D1%80%D0%B0_%D0%BF%D0%BE_%D1%84%D0%B8%D0%B3%D1%83%D1%80%D0%BD%D0%BE%D0%BC%D1%83_%D0%BA%D0%B0%D1%82%D0%B0%D0%BD%D0%B8%D1%8E_2023
https://ru.wikipedia.org/wiki/%D0%A7%D0%B5%D0%BC%D0%BF%D0%B8%D0%BE%D0%BD%D0%B0%D1%82_%D0%BC%D0%B8%D1%80%D0%B0_%D0%BF%D0%BE_%D1%84%D0%B8%D0%B3%D1%83%D1%80%D0%BD%D0%BE%D0%BC%D1%83_%D0%BA%D0%B0%D1%82%D0%B0%D0%BD%D0%B8%D1%8E_2023
https://ru.wikipedia.org/wiki/%D0%A7%D0%B5%D0%BC%D0%BF%D0%B8%D0%BE%D0%BD%D0%B0%D1%82_%D0%BC%D0%B8%D1%80%D0%B0_%D0%BF%D0%BE_%D1%84%D0%B8%D0%B3%D1%83%D1%80%D0%BD%D0%BE%D0%BC%D1%83_%D0%BA%D0%B0%D1%82%D0%B0%D0%BD%D0%B8%D1%8E_2023
https://ru.wikipedia.org/wiki/%D0%A7%D0%B5%D0%BC%D0%BF%D0%B8%D0%BE%D0%BD%D0%B0%D1%82_%D0%BC%D0%B8%D1%80%D0%B0_%D0%BF%D0%BE_%D1%84%D0%B8%D0%B3%D1%83%D1%80%D0%BD%D0%BE%D0%BC%D1%83_%D0%BA%D0%B0%D1%82%D0%B0%D0%BD%D0%B8%D1%8E_2023
https://be.wikipedia.org/wiki/%D0%9A%D1%83%D0%B1%D0%B0%D0%BA_%D0%94%D1%8D%D0%B2%D1%96%D1%81%D0%B0
https://be.wikipedia.org/wiki/%D0%9A%D1%83%D0%B1%D0%B0%D0%BA_%D0%94%D1%8D%D0%B2%D1%96%D1%81%D0%B0
https://ka.wikipedia.org/wiki/The_Beatles_Bootleg_Recordings_1963
https://ka.wikipedia.org/wiki/The_Beatles_Bootleg_Recordings_1963
https://ka.wikipedia.org/wiki/The_Beatles_Bootleg_Recordings_1963
https://ka.wikipedia.org/wiki/The_Beatles_Bootleg_Recordings_1963
https://uk.wikipedia.org/wiki/%D0%90%D0%BB%D0%B5%D1%85%D0%B0%D0%BD%D0%B4%D1%80%D0%BE_%D0%93%D0%BE%D0%BC%D0%B5%D1%81
https://uk.wikipedia.org/wiki/%D0%90%D0%BB%D0%B5%D1%85%D0%B0%D0%BD%D0%B4%D1%80%D0%BE_%D0%93%D0%BE%D0%BC%D0%B5%D1%81
https://ru.wikipedia.org/wiki/%D0%A1%D0%B0%D0%BF%D0%B0%D1%82%D0%B0,_%D0%94%D1%83%D0%B2%D0%B0%D0%BD
https://ru.wikipedia.org/wiki/%D0%A1%D0%B0%D0%BF%D0%B0%D1%82%D0%B0,_%D0%94%D1%83%D0%B2%D0%B0%D0%BD

Videos blocked in Russia

Among videos blocked in Russia, we find that queries from the Ukrainian language
Wikipedia discovered the largest share (61%) of blocked video results, followed by
Belarusian (36%), with Russian at a distant third (1%). All remaining languages (Kazakh,
Chechen and Georgian) accounted for less than 0.3% each. Seeing a disproportionately
large amount of Ukrainian content blocked is surprising because, after VK’s 2017 blocking
in Ukraine, average daily visits from Ukrainian users dropped from 54% of Ukrainian
Internet users to only 10% of Ukrainian Internet users visiting VK on a given day. Moreover,
despite VK being a Russian social media platform, Russian language queries in Russia
led to the discovery of only a small share of blocked videos (1.33%). However, these
findings may merely speak to the effectiveness of VK’s censorship regime at disincen-
tivizing Russians and, therefore, largely Russian speaking users to engage in censored
speech. Furthermore, the social cost of being blocked in Russia is greater for Russians
than for those outside of Russia, again further disincentivizing sensitive political speech
for users in Russia.
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Figure 4: For videos found blocked in Russia, the number of videos discovered via queries origi-
nating from which language edition of Wikipedia.

Language # of Queries Share
Ukrainian 148,313 61.56%
Belarusian 87,521 36.33%
Russian 3,205 1.33%
Kazakh 854 0.35%
Chechen 760 0.32%
Georgian 264 0.11%

Table 7: For videos found blocked in Russia, the number of videos discovered via queries origi-
nating from which language edition of Wikipedia.


https://www.kyivpost.com/post/7880
https://www.kyivpost.com/post/7880

Videos blocked in Canada

In contrast to Russia, which blocked a large share of videos queried using titles article from
the Ukrainian language Wikipedia, the language composition of the queries that led to the
discovery of blocked videos in Canada is markedly different. Among the videos blocked
in Canada, the Russian language is most represented in our data set with 43.44% share
of results, followed by Kazakh (20.47%) and Georgian (13.89%) All remaining languages
(Ukrainian, Chechen, and Belarusian) have less than a ten percent share. In Canada,
Russian is far more represented (43.34% in Canada compared to 1.33% in Russia). This
finding is more in line with expectations as VK is a Russian social media platform with a
predominantly Russian user base and, therefore, such a platform would contain more

Russian language content in requirement of moderation than any other language.

These findings reflect VK’s differing motivations in blocking videos in Russia versus
Canada. In Russia, VK appears motivated to block content that primarily contains
certain political views, which are often expressed by Ukrainian and Belarusian speakers.
However, in Canada, VK blocks content that contains copyright infringement, which we
would expect to be committed by speakers of different languages of equal frequency. As
VK is a Russian platform we therefore would expect to see higher absolute numbers of
Russians moderated due to their greater representation on the platform.
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Figure 5: For videos found blocked in Canada, the number of videos discovered via queries
originating from which language edition of Wikipedia.

Language # of Queries Share
Russian 1,426 43.44%
Kazakh 672 20.47%
Georgian 456 13.89%
Ukrainian 315 9.59%
Chechen 237 7.22%
Belarusian 177 5.39%

Table 8: For videos found blocked in Canada, the number of videos discovered via queries origi-
nating from which language edition of Wikipedia.


https://archive.is/zuYBw

Who posted blocked videos?

Next, we review who posted the largest share of the most blocked content that we discov-
ered on VK to get a sense of the individuals or entities whose content is most affected by
VK’s blocking and what they are posting. We divide our examination into two different
user types per country: videos that were posted by personal accounts and those posted
by communities. It should be noted that some community pages may have the branding
of acompany but itis not always clear if these are officially operated accounts. VK offers
a verification system for companies and brands, but verification is optional, and some

companies may be unaware or unwilling to go through this process. In our discussion,
we will mention whether a company is verified.

Videos blocked in Russia posted by personal accounts

From examining the videos that were blocked in Russia, we discovered 1,429 personal
accounts that were blocked in the country. Among these, one poster named “Oleg
Skripnik” accounts for an outsized portion (37%) of the blocked videos that we discov-
ered, followed by “Daryna Ivaniv” (12%) and “Podryv Ustoev” (4%). These top three
posters account for 53% of all videos that we discovered were posted by blocked personal
accounts, underscoring how a small number of posters are overrepresented in terms of
video blocking. Among the personal accounts that were blocked, the majority of these
accounts post political content only occasionally and cannot be described as accounts
primarily used for activism. A few personal accounts that were blocked seem to belong
to the Ukrainian military and are still active. This finding shows that, regardless of wide
criticism of VK as an insecure, pro-Russian platform, and, in spite of its blocking in Ukraine
(see Appendix A), it is still used by many Ukrainians including those currently on the

frontlines.
Rank Profile URL Account Name Content # of Videos Share
Posted Discovered
Blocked

1 https://vk.com/ Oleg Skripnik Ukrainewar 19,061 37.93%
skripoleg content
https://vk.com/ Daryna Ivaniv Ukrainewar 6,328 12.59%
id576554975 content
https://vk.com/s. Podryv Ustoev Ukrainewar 2,131 4.24%
krupko63 content
https://vk.com/ Daryna Ivaniv Ukrainewar 1,228 2.44%
id613313976 content
https://vk.com/ Masha Ukrainewar 1,193 2.37%
id229910131 Vedernikova content
https://vk.com/ Boris Suslenskiy Ukrainewar 1,005 2.00%
id303073458 content
https://vk.com/ Lyubov Ukrainewar 770 1.53%
id157885457 Platonova content


https://vk.com/tutorial?id=verify_all
https://vk.com/skripoleg
https://vk.com/skripoleg
https://vk.com/id576554975
https://vk.com/s.krupko63
https://vk.com/skripoleg
https://vk.com/skripoleg
https://vk.com/id576554975
https://vk.com/id576554975
https://vk.com/s.krupko63
https://vk.com/s.krupko63
https://vk.com/id613313976
https://vk.com/id613313976
https://vk.com/id229910131
https://vk.com/id229910131
https://vk.com/id303073458
https://vk.com/id303073458
https://vk.com/id157885457
https://vk.com/id157885457
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Rank Profile URL Account Name Content # of Videos Share
Posted Discovered
Blocked

8 https://vk.com/ Vasily Zhazhakin Ukrainewar 690 1.37%
id293387897 content

9 https://vk.com/ Igor Zachosa Ukrainewar 604 1.20%
id129054771 content

10 https://vk.com/ Sergey Derkach Ukrainewar 568 1.13%
id22401146 content

Table 9: The ten personal accounts which we discovered with the most blocked videos in
Russia.

In addition to the 1,429 blocked personal accounts found via blocked videos, when

we directly searched different article titles within the “People” category, we found an

additional 19 blocked personal accounts due to being missing from our search query

results. These additional accounts are all related to the Praviy Sektor, which is a Ukrainian

nationalist group, except one account titled “Femboy Developer” (see Table 10).

Profile URL

Title

https://vk.com/id315585161
https://vk.com/id287586663
https://vk.com/id241957654
https://vk.com/id253532397
https://vk.com/id303491180
https://vk.com/id257667002
https://vk.com/id459902176
https://vk.com/id247366231
https://vk.com/ukrop24
https://vk.com/drogobych_ps
https://vk.com/id244694134
https://vk.com/id289687245
https://vk.com/id248075744
https://vk.com/id297537442
https://vk.com/id284720470
https://vk.com/pszak
https://vk.com/id406055235
https://vk.com/id366480496
https://vk.com/femboy_dev

Praviy-Sektor Zakarpattya
Praviy-Sektor Shishaki-Ray-Org
Pravy Sektor

Praviy-Sektor Peremishlyani
Pravy Sektor

Praviy-Sektor Praviy-Sektor
Pravy Sektor

Praviy-Sektor Chechelnik
Praviy-Sektor Dikanka-Rayorg
Drogobich Praviy-Sektor
Pravy Sektor

Praviy-Sektor Kolomia

Pravy Sektor

Pravy Sektor

Praviy-Sektor Karlivka

Pravy Sektor

Praviy-Sektor Kolomia

Pravy Sektor

Femboy Developer

Table 10: The profiles of the additional 19 blocked personal accounts which we discovered from
their absence in search queries.

Videos blocked in Russia posted by communities

We discovered 826 communities blocked by VK in Russia from the videos they posted,

which were also blocked in Russia. Ten of these blocked communities are ranked below
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https://www.independent.co.uk/news/world/europe/ukraine-russia-pravy-sektor-extremism-b2011598.html
https://www.independent.co.uk/news/world/europe/ukraine-russia-pravy-sektor-extremism-b2011598.html
https://vk.com/id315585161
https://vk.com/id287586663
https://vk.com/id241957654
https://vk.com/id253532397
https://vk.com/id303491180
https://vk.com/id257667002
https://vk.com/id459902176
https://vk.com/id247366231
https://vk.com/ukrop24
https://vk.com/drogobych_ps
https://vk.com/id244694134
https://vk.com/id289687245
https://vk.com/id248075744
https://vk.com/id297537442
https://vk.com/id284720470
https://vk.com/pszak
https://vk.com/id406055235
https://vk.com/id366480496
https://vk.com/femboy_dev

in Table 11 by the number of videos which we discovered blocked that were posted by
them. These communities include those focused on news (“Ploscha”) and Ukrainian and
Belarusian patriotic communities (“My Country Belarus,” “My Ukraine,” and “Patriots of
Ukraine”). One account was of a regional Ukrainian television station Channel 1 - Urban

First [KaHan 1 - lNepsbiti [opodckod]. There are also accounts of oppositional media
focused on Belarus, such as Belsat TV, Radio Svoboda and European Radio for Belarus.
Among these, Belsat TV and Radio Svoboda are state funded by Poland and the United
States, respectively, while European Radio for Belarus is independent. Of these accounts,

only the account of European Radio for Belarus is “verified” through VK, although all of
these groups post content from their respective community pages.

Rank Profile URL # of Videos Share Content Posted Account
Discovered Type
Blocked
1 https://vk.com/ 23,265 18.00% Belarus content News Poster
ploshcha
2 https://vk.com/ 18,667 14.44% Verified account Media
euroradio of European

Radio for Belarus,
nonprofit media

for Belarus
3 https://vk.com/ 10,738 8.31% Belsat TV, Polish Media
belsat_tv state funded
media for Belarus
4 https://vk.com/ 8,337 6.45% Belarus content Patriotic
majabelarus Community
5 https://vk.com/ 7,354 5.69% Radio Svoboda Media
radiosvaboda Belarus, US state
media for Belarus
6 https://vk.com/ 4,320 3.34% Ukraine war Patriotic
patrioty content Community
7 https://vk.com/ 3,681 2.85% Ukraine war Patriotic
we.patriots content Community
8 https:// 2,564 1.98% Ukrainian Regional  Media
vk.com/1tv_kr_ua Television
9 https://vk.com/ 2,562 1.98% Ukraine war Nationalist
ua.insider content
10 https://vk.com/ 2,265 1.75% Ukraine war Patriotic
war_for_ content Community

independence

Table 11: The ten communities which we discovered with the most blocked videos in Russia.

Outside of these top ten communities, there are other communities blocked, including
Ukrainian media outlets such as Hromadske [ pomadcbke] and BBC News Ukrainian, and

a Belarusian opposition newspaper Nasha Niva [Hawa Hiea]. The verified community of
the team of Alexei Navalny is also blocked. We also found sport-related communities such



https://vk.com/1tv_kr_ua
https://vk.com/1tv_kr_ua
https://belsat.eu/en
https://www.svoboda.org/
https://euroradio.fm/en
https://vk.com/ploshcha
https://vk.com/ploshcha
https://vk.com/euroradio
https://vk.com/euroradio
https://vk.com/belsat_tv
https://vk.com/belsat_tv
https://vk.com/majabelarus
https://vk.com/majabelarus
https://vk.com/radiosvaboda
https://vk.com/radiosvaboda
https://vk.com/patrioty
https://vk.com/patrioty
https://vk.com/we.patriots
https://vk.com/we.patriots
https://vk.com/1tv_kr_ua
https://vk.com/1tv_kr_ua
https://vk.com/ua.insider
https://vk.com/ua.insider
https://vk.com/war_for_independence
https://vk.com/war_for_independence
https://vk.com/war_for_independence
https://vk.com/hromadskeua
https://vk.com/bbc_ua
https://vk.com/nashaniva
https://vk.com/teamnavalny

as “FC Shakhtar” (a fan page of the Football Club Shakhtar from Donetsk) and By.Tribuna.
com (the Belarusian branch of an international sport media Tribuna) among the results.

In addition to the 826 blocked communities which we found via their blocked videos,
when we directly searched different article titles within the “Communities” category,
we found an additional 804 blocked communities due to being missing from our search
query results. We present the ten queries which led to the discovery of the most blocked
communities in Russia in Table 12.

Rank Language Query Translation Types of # of Share
Communities Communities
Discovered
Blocked
1 Russian HeognMoBbI MarHUT Neodymium Sale of magnets 72 8.94%
magnet to tamper with
gas and water
meters.
2 Russian EBponeiickas European Pro-USSR 54 6.71%
XapTusi MECTHOTO Charter of Local  regionalist
camoynpaBsieHuns Self-Government  groups
3 Kazakh CoinaTtai CaypbiKyJibl Sypatai Sports wagering 50 6.21%
Saurykuly communi-
ties (query
unrelated)
4 Russian DUKTUBHbIV Bpak Fictitious Communities 42 5.22%
marriage to arrange fake
marriages
5 Belarusian  TyuiH xyitno Putin is a dick Anti-Putin 38 4.72%
groups
6 Ukrainian Kupuno Jlykapic Kyrylo Loukaris Pill buying/ 38 4.72%
selling (query
unrelated)
7 Ukrainian HauioHanbHuI kopnyc National Corps Nationalist 36 4.47%
communities
8 Russian MapTusa Nationalist Nationalist 31 3.85%
HaunoHanucTnyeckoro  Movement Party  communities
LBVXKEHUS
9 Georgian MyTuH xynno Putin is a dick Anti-Putin 27 3.35%
groups
10 Chechen CarlceHa Sarcenas Ozempic 28 3.48%
sales (query
unrelated)

Table 12: The ten queries which we tested which discovered the most blocked communities in

Russia.

The query, which led to the discovery of the most censored communities, is related to
the sale of Neodymium magnets (“HeognmoBbii MarHunT”), accounting for over 8% of
the communities which we discovered blocked. The content of these community pages



indicates that these are rare earth magnets that are marketed as being able to tamper
with water and gas meters. One group’s description claims that using these magnets for

this purpose are prohibited by law, which suggests the lack of consistent legal enforce-
mentin these communities. Many of the other search queries are also related to potential
scams, such as the arranging of fake marriages (“PukTnBHbIV 6pak”), sports wagering,
pill sales, and diet supplements. There are blocked communities of racist and nation-
alist groups present as well. There are also communities related to pro-USSR regionalist
groups (e.g., Community of the KNVR of the Udmurt Region [O6wwmHa KHBP YgmypTckoro

PerunoHna]). Finally, many of the queries and their blocked groups are critical of the govern-
ment and insulting of Putin, as many are titled with the anti-Putin slogan “MMyuix xynno”
which translates to “Putin is a dick.”

The blocked communities appear to have a different content focus compared to blocked
videos. Whereas blocked video content in Russia is largely related to the Ukraine war
and Belarus, blocked communities are focused on potential scams. There is some cross-
over, however, as racist, nationalist content is blocked in both videos and communities
within Russia.

Videos blocked in Canada posted by personal accounts

In contrast to Russia, within the top ten personal accounts that posted the most blocked
videos in Canada, all except one primarily posted music content (see Table 13). There
were no videos containing political or current events that were posted by the top ten
postersin Canada. This resultis, again, a departure from what was seen in Russia. Hence,
VK in Canada focuses more on blocking entertainment content for what is most likely
copyright-related justifications.

Rank Profile URL Account Name Content # of Videos Share
Posted Discovered
Blocked

1 https://vk.com/ Igor Linevich Music 182 25.63%
ig.linevich

2 https://vk.com/ Vadim Popov Music 79 11.13%
id474426680

3 https://vk.com/ Sergey Music 30 4.23%
chertoritsky Chertoritsky
https://vk.com/walema Stary Ded TV 21 2.96%
https://vk.com/step1972  Andrey Music 13 1.83%

Krivopishin

https://vk.com/blogthe The Blog Music 7 0.99%
https://vk.com/ Sergey Music 7 0.99%
sergeylzar Lazarikhin

8 https://vk.com/s. Slava Music 6 0.85%
pantsyrny Pantsyrny

9 https://vk.com/ Alexander Music 5 0.70%

id3788507 Kukhtin


https://vk.com/neodim73?w=club58246424
https://vk.com/oknvr_ussr_ur
https://vk.com/ig.linevich
https://vk.com/ig.linevich
https://vk.com/id474426680
https://vk.com/id474426680
https://vk.com/chertoritsky
https://vk.com/chertoritsky
https://vk.com/walema
https://vk.com/step1972
https://vk.com/blogthe
https://vk.com/sergeylzar
https://vk.com/sergeylzar
https://vk.com/s.pantsyrny
https://vk.com/s.pantsyrny
https://vk.com/id3788507
https://vk.com/id3788507

Rank Profile URL Account Name Content # of Videos Share
Posted Discovered
Blocked
10 https://vk.com/ Lasha Music 4 0.56%
id243891102 Ujmachuridze

Table 13: The ten personal accounts which we discovered with the most blocked videos in Canada.

Videos blocked in Canada posted by communities

This trend of the blocking of entertainment content holds in Canada for communities
which posted videos that were blocked in Canada. Six of the ten blocked community
video posters focused on sports, three on music, and one on cartoons. There is a focus
on Russian media producer channels as well, including TV (Tele Sport, Okko Sport, and
Match Premier) and radio (OMSK 103.9 FM). This content is different from blocked commu-
nity posters in Russia which does include media but focused primarily on politics and
current events (Belsat, Radio Svoboda, and Euradio).

Rank  Content Poster # of Videos Share Content  Account
Discovered Posted
Blocked
1 https://vk.com/ 533 27.57% Sports Russian sports
telesport television “Tele
Sport”
2 https://vk.com/ 313 16.19% Sports Community for
serieavk Italian Soccer
League “Serie A”
3 https://vk.com/ 206 10.66% Sports Russian sports
silatv television “Tele
Sport”
4 https://vk.com/ 161 8.33% Music “Locasta” street
locasta dancing clips
5 https://vk.com/ 119 6.16% Sports Russian TV “Okko
okkotennis Sport” tennis
community
6 https://vk.com/ 103 5.33% Sports Russian TV sports
okkosport station “Okko Sport”
7 https://vk.com/ 39 2.02% Music Russian radio station
sibiromsk OMSK 103.9 FM
8 https:// 30 1.55% Music Fan community for
vk.com/2pac_ musician Tupac
one_nation Shakur
9 https://vk.com/ 29 1.50% Sports Russian sports
matchpremier television station
“Match Premier”
10 https://vk.com/ 26 1.35% Cartoons  Community for

public207473513

“Davv Productions”

Table 14: The ten communities which we discovered with the most blocked videos in Canada.
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https://vk.com/public207473513
https://vk.com/public207473513
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What content is in blocked videos?

Due to the high number of blocked videos which we discovered, it would be infeasible
for us to watch and categorize all the content. Instead, to capture the general themes of
blocked content, we randomly sampled 30 videos that were blocked in Russia and 30
videos that were blocked in Canada, watched them, and categorized them according to
their content.

Videos blocked in Russia

Among the 30 sampled blocked videos in Russia, we find that the largest share (43%) are
videos related to the Ukraine war. The videos reviewed include war footage, demonstra-
tions of military ordnance, interviews with service members, and talk shows discussing
the war. The next largest category of blocked content concerns videos related to Belarus
(26%), which include videos of protests, as well as news coverage of deaths, deten-
tions, and tragedies. The third most observed category of blocked content is non-war
Ukrainian content (13%), which includes news coverage of economic issues and nation-
alist marches.

Count

Belarus Criminal History Sports Ukraine Ukraine USA
(Non-War) War

Figure 6: Categories of blocked videos in Russia from our randomly selected sample.

Missing in Russia Category Notes

https://vk.com/ Belarus Protest around death of Belarussian in
video-36069860_166138550 pretrial detention

https://vk.com/ Belarus Debate between a Belarusian opposition
video-36069860_ 456240026 leader Dashkevich and undercover police
https://vk.com/ Belarus Moving Iskander-2 missiles to Belarus
vide0155142793_456347462

https://vk.com/ Belarus Radio Svoboda coverage of detained
video-36069860_456252718 Belarussian photographer
https://vk.com/ Belarus TV coverage of the 1999 stampede tragedy in
video-36069860_456246093 Minsk.

https://vk.com/ Belarus Death of Belarusian scientist Boris Kit

video-22639447_456254462



https://vk.com/video-36069860_166138550
https://vk.com/video-36069860_166138550
https://vk.com/video-36069860_456240026
https://vk.com/video-36069860_456240026
https://vk.com/video155142793_456347462
https://vk.com/video155142793_456347462
https://vk.com/video-36069860_456252718
https://vk.com/video-36069860_456252718
https://vk.com/video-36069860_456246093
https://vk.com/video-36069860_456246093
https://vk.com/video-22639447_456254462
https://vk.com/video-22639447_456254462
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Missing in Russia Category Notes

https://vk.com/ Belarus Message from Minsk Workers to

video-22639447 456264287 Lukashenko’s Trade Union

https://vk.com/ Criminal Ukrainian anti-corruption TV program

video-72572911_456243223

https://vk.com/ History Educational audio program describing

vide0613313976_456244390 Ukrainian writer and poet Borys
Antonenko-Davydovych

https://vk.com/ History Educational video about judging in Middle

vide0-23282997_159220433 ages Lithuania and Ukraine

https://vk.com/ Sports Interview with a Shakhtar Donetsk player.

video-18162618_456243561

https://vk.com/ Sports Ukrainian first league match between FC

video-155655277_456239927 Hirnyk-Sport and FC Prykarpattia

https://vk.com/ Ukraine Interfax press conference regarding the

video576554975_456272785  (Non-War) “Mask-Show-Stop” law in pretrial detention.

https://vk.com/ Ukraine Footage of UPA (Nationalist) march in Kiev

video-24262706_161238424 (Non-War)

https://vk.com/ Ukraine Espreso TV coverage of tax evasion

vide0155142793_456308212  (Non-War) enforcement

https://vk.com/ Ukraine Coverage around spending by Speaker of the

video374267542_456248883  (Non-War) Verkhovna Rada of Ukraine Andriy Parubiy

https://vk.com/ Ukraine Ukrainian AF Russian Legion, military

video-11019260_456247195 War

https://vk.com/ Ukraine DShK machine guns in Luhansk region

vide0155142793_456272568  War competition, military

https://vk.com/ Ukraine War footage Ukrainian soldiers inspect

video-93448512_456240035 War destroyed Russian positions

https://vk.com/ Ukraine Political talk show touching topics in Russia

video715174916_456239961  War and Ukraine

https://vk.com/ Ukraine Commentary about Ukraine and Russia

vide0155142793_456332156  War

https://vk.com/ Ukraine Interview with soldiers in Ukrainian village of

video-5063972_456241071 War Yasinuvata

https://vk.com/ Ukraine Commentary about the Ukrainian war

video549895_ 456239793 War

https://vk.com/ Ukraine News coverage about Ukrainian war, Bucha

vide062649817_456252177 War massacre and Kremlin actions

https://vk.com/ Ukraine Promotional video about Ukrainian marine

video-5063972_118384509 War unit

https://vk.com/ Ukraine Ukrainian security service intercept of battle-

video535771132_ 456240850 War field communications.

https://vk.com/ Ukraine Avideo with a fake “horoscope” that recom-

video11405356_456239226 War mends to donate to Ukrainian army

https://vk.com/ Ukraine Interview with Ukrainian service member.

video-72589198_ 456240902 War

https://vk.com/ Ukraine Video of Ukrainian Armed Force tanks

video-23502694_456244444 War

https://vk.com/ USA Biden and Obama at Medal of Honor

video-54899733_456240014

ceremony.

Table 15: Categories of blocked videos in Russia from our randomly selected sample.
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Videos blocked in Canada

We also randomly sampled 30 videos blocked in Canada and categorized their content.
In contrast to the categories blocked in Russia, which were largely related to the Ukraine
war and Belarus, blocked content in Canada is more related to entertainment, specifically
sports (57%), music (40%), and television programming (3%). These categories reflect
that the primary motive around blocking in Canada is related to copyright enforcement.
There is a complete absence of any political, news, or current events content blocked
in Canada, which are categories that dominate the sample of blocked videos in Russia.
These findings again indicate that the aim of censorship within Canada is very different
from within Russia, with the former being focused on copyright and the latter on news,
current events, and politics.

20

15

10

Music Sports TV

Figure 7: Categories of blocked videos in Canada from our randomly selected sample.

Video Missing in Canada Category Notes
https://vk.com/video-29412860_456240167 Music Radio broadcast
https://vk.com/vide02560911_153209689 Music Music video
https://vk.com/video177634113_456239296 Music Music video
https://vk.com/video-41138955_456239155 Music Music video
https://vk.com/video179151037_456245514 Music Music video
https://vk.com/video-175484418_456239085 Music Music video
https://vk.com/vide013944339_456240104 Music Music video
https://vk.com/video-116705_456241000 Music Music video
https://vk.com/video5958883_105821112 Music Music video
https://vk.com/video7238152_456244997 Music Music video
https://vk.com/video179151037_456241049 Music Music video
https://vk.com/video-58492936_456239429 Music Music video
https://vk.com/video-151498735_456245443 Sports Soccer
https://vk.com/video-198813611_456240402 Sports Soccer

https://vk.com/video-141682278_456244465 Sports Soccer
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https://vk.com/video-141682278_456244465

Video Missing in Canada Category Notes

https://vk.com/video-198813611_456240223 Sports Soccer
https://vk.com/video-141682278_456249621 Sports Soccer
https://vk.com/video-198813611_456239230 Sports Soccer
https://vk.com/video-141682278_456249560 Sports Soccer
https://vk.com/video-202752058_456239622 Sports Tennis
https://vk.com/video-141682278_456240046 Sports Soccer
https://vk.com/video-141682278_456245917 Sports Soccer
https://vk.com/video-202752058_456239667 Sports Tennis
https://vk.com/video-141682278_456241114 Sports Soccer
https://vk.com/video-141682278_456241024 Sports Soccer
https://vk.com/video-151498735_456247745 Sports Soccer
https://vk.com/video-198813611_456240557 Sports Soccer
https://vk.com/video-198813611_456240867 Sports Soccer
https://vk.com/video-198813611_ 456239868 Sports Soccer
https://vk.com/video-156580570_456241205 TV Beating Again (

=Hof gtst
C}), Season 1,
Episode 8

Table 16: Categories of blocked videos in Canada from our randomly selected sample.

Block messages communicated to users

In this section, we review the block messages that are communicated to users when they
try to visit blocked content pages in Russia and Canada. We find that all content that is
blocked in one region but available in another presents a message to users that explains
the reason why the content is unavailable.

We discovered 336 unique messages communicated to users when they try to access
blocked content in Russia. All but one message cites a Russian court order as a justifica-
tion for the block. The one message observed that does not cite a Russian court order is
the more general message, “This video is unavailable in your country,” which affected five
videos. The remaining 335 messages are in Russian and they explain in a similar format
that the video is blocked in the Russian Federation, as well as mention who requested
the block, and the associated case number and date.

Despite there being over three hundred block messages which we discovered, the ten
most frequently observed messages account for a large majority (77.15%) of blocked
videos. The message that we observed justifying the largest number of blocked videos
(33,252 videos or 35%) was requested by the General Prosecutor’s Office, citing case
number “27-31-2020/1p2145-22,” and dated February 24,2022. Although we were unable
to find the text of this court decision, this same case number was cited by the Russian
communications regulator, Roskomnadzor, to block 6,037 websites, and, given its timing,

we presume that it is related to Russia’s full-scale invasion of Ukraine.
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https://vk.com/video-141682278_456245917
https://vk.com/video-202752058_456239667
https://vk.com/video-141682278_456241114
https://vk.com/video-141682278_456241024
https://vk.com/video-151498735_456247745
https://vk.com/video-198813611_456240557
https://vk.com/video-198813611_456240867
https://vk.com/video-198813611_456239868
https://vk.com/video-156580570_456241205
https://reestr.rublacklist.net/ru/?q=27-31-2020%2F%D0%98%D0%B42145-22

Rank Message Translated Message #of Videos Share  Cumulative
Discovered Share
Blocked
1 3TOT MaTepuan This material is blocked on 33,252 35.02% 35.02%
3a6/10KMPOBaH Ha the territory of the Russian
Tepputopuu PO Federation in accordance
cornacHo TpeboBaHuMto with the request of the
leHepanbHoOM General Prosecutor’s Office
npokypatypbl Poccuiickoli  of the Russian Federation Ne
depepauymm ot 24.02.2022  27-31-2020/1d2145-22 dated
Ne 27-31-2020/p2145-22 24.02.2022
2 JT1OT MaTepuan This material is blocked on 11,943 12.58% 47.60%
3ab/10KMPOBaH Ha the territory of the Russian
Tepputopun PO Ha Federation on the basis of
OCHOBaHWK TpeboBaHUs the request of the General
leHepanbHOM Prosecutor’s Office of the
npokypaTtypbl Poccuiickon  Russian Federation from
depepaymm o1 12.03.2015  12.03.2015 N2 27-31-2015/
Ne27-31-2015/Mp831-15 1d831-15
3 3TOT MaTepuan This material is blocked on 7,776 8.19%  55.79%
3a6/10KMPOBaH Ha the territory of the Russian
TeppuTopun PO Ha Federation based on the
OCHOBaHWY TpeboBaHMA request of the General
leHepanbHoOM Prosecutor’s Office of the
npokypatypbl P® ot Russian Federation N2 27-31-
24.02.2022 N2 27-31-2020/ 2020/1d2145-22 dated
Np2145-22 24.02.2022
4 JTOT MaTepuan This material is blocked on 6,373 6.71% 62.51%
3a6/10KMPOBaH Ha the territory of the Russian
Tepputopun P® Ha Federation on the basis of
OCHOBaHUM TpeboBaHUs the request of the General
leHepanbHoOM Prosecutor’s Office of the
npokypaTtypbl Poccuiickoin  Russian Federation N2 27-31-
depepaumnm o1 05.04.2022  2022/1d4465-22 dated
Ne 27-31-2022/1p4465-22 05.04.2022
5 3TOT MaTepuan This material is blocked on 3,013 3.17% 65.68%
3a6/10KMpPOBaH Ha the territory of the Russian
TeppuTopun PO Ha Federation based on the
OCHOBaHUY TpeboBaHUs request of the General
leHepanbHOM Prosecutor’s Office of the
npokypatypbl Poccuiickon  Russian Federation N2 27-31-
depepaumnn ot 25.04.2022  2022/1d5587-22 dated
Ne 27-31-2022/pn5587-22 25.04.2022
6 JTOT MaTepuan This material is blocked on 2,928 3.08% 68.76%

3a6/I0KMPOBaH Ha
Tepputopuu PO

cornacHo TpeboBaHuto
leHepanbHoOM
NpoKypaTypbl Poccuitckomn
depepauunm ot 27.02.2022
Ne 27-31-2022/Tpe6228-22

the territory of the Russian

Federation in accordance with

the request of the General
Prosecutor’s Office of the

Russian Federation N2 27-31-

2022/Treb228-22 dated
27.02.2022



Rank Message Translated Message #of Videos Share Cumulative
Discovered Share
Blocked
7 3TOT MaTepuan This material has been 2,726 2.87% 71.63%
3a6/10KMpOBaH Ha blocked on the territory
Tepputopun PP Ha of the Russian Federation
OCHOBaHMM TpeboBaHUS based on the request of the
leHepanbHoOM General Prosecutor’s Office
npokypatypbl Poccuiickon  of the Russian Federation N2
depepauymm ot 27-31-2022/IF-10643-22 dated
13.08.2022 N2 27-31-2022/ 13.08.2022
Nch-10643-22
8 3TOT MaTepuan This material has been blocked 2,136 2.25% 73.88%
3ab/I0KMPOBaH Ha on the territory of the Russian
TeppuTopun PO Ha Federation based on the
OCHOBaHWKW TpeboBaHUs request of the Prosecutor
leHepanbHOM General’s Office of the Russian
npokypaTtypbl Poccuitickolt  Federation Ne 27-31-2022/
depepaymm o1 09.08.2022  1d11013-22 dated 09.08.2022
Ne27-31-2022/1p11013-22
9 3TOT MaTepuan This material is blocked on 1,645 1.73% 75.62%
3a6/10KMPOBaH Ha the territory of the Russian
Tepputopun PO Ha Federation based on the
OCHOBaHWK TpeboBaHMs request of the General
leHepanbHoOM Prosecutor’s Office of the
npokypatypbl PO Ne Russian Federation Ne 27-31-
27-31-2022/Mp13719-22 2022/1d13719-22 of 30.09.2022
ot 30.09.2022
10 3TOT MaTepwman This material has been 1,456 1.53%  77.15%
3a6/10KMPOBaH Ha blocked on the territory of
TeppuTopun PO Ha the Russian Federation based
OCHOBaHWM TpeboBaHUs on the request of the General
FeHepanbHOM Prosecutor’s Office of the
npokypaTypbl Poccuitckonn  Russian Federation Ne 27-31-
depepaumm N2 27-31- 2022/Treb855-22 of 30.07.2022
2022/Tpe6855-22 o1
30.07.2022

Table 17: The ten block messages which we discovered to block the most videos in Russia.

The earliest court date mentioned in a block message was March 2, 2014, and the most
recent was April 28, 2023, which was shortly before our testing period ended on May 14,
2023. This range covers a wide time period spanning 8 years and 11 months. Reviewing
the cumulative distribution of the cited court case date in the messages, we see that
there was an uptick in the rate of cited case dates after February 24, 2022 (see Figure 8
and Table 18), which coincides with the day that Russia began its full-scale invasion into
Ukraine. Prior to this period, there was a steady and relatively consistent rate of dates
mentioned in the justification. This increased pace diminished beginning late October or
early November, 2022, until the end of our test period in May 2023. There also exists a gap
in which no cases were cited from December 26,2022, to January 26,2023, although this
may be explainable at least in part by the observance of the Eastern Orthodox Christmas
holiday season. The reason for the brief period of diminished pace and gap is unclear.



Overall the timing of these changes suggests that the ongoing conflict has dramatically

increased the rate of blocking of video content for Russian users.
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Figure 8: Among the 336 block messages citing court cases, the cumulative distribution of the
court case dates over time; in red, an increased rate of court orders issued since the February
24,2022, full-scale invasion of Ukraine; in yellow, the decreased rate beginning late October
/ early November, 2022 occurring until the end of our measurement period; in green, a gap in
observed court orders between December 26,2022, and January 26, 2023.

Time period Court orders per day Comparison to previous
period

March 2,2014 - February 23, 0.0271 -

2022

February 24,2022 - October  0.826 Rate increased by factor of

31,2022 30.5

November 1,2022 - April 28,  0.200 Rate decreased by factor of

2023 4.14

Table 18: Comparison of rate of court orders during three time periods.

In contrast, among the videos blocked in Canada, there are no messages returned to
users citing any legal justification for blocked content. The only two block messages
which we observed justifying blocked videos in Canada are the more general message
of “This video is unavailable in your country” (87.56%) and “Video sound unavailable”
(12.44%). It is a common practice in social media moderation to restrict sound when that
sound contains copyrighted music content. These messages in Canada are a stark differ-
ence from the messages seen in Russia which are more varied and which overwhelmingly
cite a court order.

Message # of Videos Discovered Share
Blocked

This video is unavailable in 2,288 87.56%

your country

Video sound unavailable. 325 12.44%

Table 19: The two block messages which we discovered justifying blocked videos in Canada.
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Limitations

In this section, we discuss some of the limitations of our methodology. First, our methods
only uncover differential censorship (i.e., censorship which is present in one region but
not another). Our methods cannot uncover censorship which VK applies to all regions
or countries of the world. It is likely that this report undercounts censorship and other
forms of moderation carried out on the platform, as we have no visibility into deletions
of content that would apply to all regions.

This community has been blocked in compliance with a request from Roskomnadzor.

Moderator's comment: [JaHHeld MaTepran 3abnokuposad no TpefosaHuio PockoMHansopa Ha
OCHOBaHWW peweHuA MeHepanbHOR NpokypaTypel Poccuitckon ®enepaumu ot 24.06.2023 N2
27-31-2023/Tpe6431-23

Figure 9: Block message for the account of Yevgeny Prigozhin, blocked in both Canada and
Russia.

To illustrate this limitation, at the time of this writing, we are aware of at least seven
instances of Russian-court ordered takedowns being applied outside of Russia. Firstis the
account of Yevgeny Prigozhin, which when we browsed it on June 26, 2023, from either
Canada, Ukraine, or Russia, displayed a block message citing a court order, dated June
24,2023 (see Figure 9). On June 24,2023, Prigozhin, the founder and leader of the Wagner
mercenary group, led a mutiny and marched toward Moscow, which ended abruptly when

the mercenary agreed to leave Russia for Belarus. There are six other accounts that we

found blocked and that displayed this block message which are also related to Wagner
Group:

* https://vk.com/obozrenie_svo

* https://vk.com/chvk.vagner

* https://vk.com/wagner2022org

e https://vk.com/wagner_svo

e https://vk.com/orkestrwagnera

e https://vk.com/orchestrawagnera
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https://vk.com/evgeny_prigozhin
https://vk.com/evgeny_prigozhin
https://www.kommersant.ru/doc/6067865
https://www.cbc.ca/news/world/yevegny-prigozhin-wagner-group-1.6887631
https://www.cnn.com/2023/06/23/europe/wagner-prigozhin-criminal-case-explainer-intl/index.html
https://vk.com/obozrenie_svo
https://vk.com/chvk.vaqner
https://vk.com/wagner2022org
https://vk.com/wagner_svo
https://vk.com/orkestrwagnera
https://vk.com/orchestrawagnera

It is unclear why VK blocked these Wagner Group-associated pages in Canada. In the
block message, there is no explanation of these accounts violating any VK terms of service
or safety guidelines. The only justification given is a Russian court order and a request

from Roskomnadzor, which should only apply to users based in Russia. While pages
related to the Wagner Group are the only examples of Russian court-ordered blocking
being applied to users broadly outside of Russia that we are aware of, there may exist
other instances of blocking which we have not discovered.

A second limitation of our work is that we did not perform testing from accounts which
were signed in. As a consequence, we were neither able to receive search results for nor
view videos which the poster of the video configured to only be visible to signed-in users.
However, we do not believe this limitation to influence the direction of our findings in
any meaningful way.

Another limitation of our work is that our methodology limited us to finding missing
results in search queries whose results had fewer than 1,000 results. This limitation does
not strictly mean that we cannot detect blocked content when it appears in the results
of a query with at least 1,000 results, but it does mean that we will have to detect such
content by its absence in a more narrow query. We believe that our large query sample
size ameliorates this limitation, and we do not believe this limitation to skew the direc-
tion of our findings in any meaningful way.

Finally, as we tested the titles of the most popular articles on multiple language editions
of Wikipedia, our methods are biased toward finding blocked videos, communities, and
people related to popular topics on Wikipedia in these language editions. As an example,
topics on Russia’s invasion of Ukraine were popularin the Ukrainian language Wikipedia
during January, February, and March 2023. As we tested the titles of the most popular
articles on Ukrainian Wikipedia during this period, we incidentally tested a large number
of queries related to the Ukraine war. While it is possible that this topic is popular on VK
forthe same reasonsitis popular on the Ukrainian language Wikipedia, it is also possible
that we are oversampling such videos on VK due to our large number of test queries
related to this topic.

Discussion

In this section, we conclude by discussing how our findings contribute to a greater under-
standing of Russian social media censorship in Russia and how it compares to censorship
abroad. Finally, we compare the Russian approach to social media censorship to the
Chinese model of social media censorship.


https://m.vk.com/terms?api_view=1&lang=en
https://m.vk.com/safety?section=standards&lang=en#:~:text=On%20our%20platform%2C%20we%20do,privacy%2C%20even%20in%20closed%20groups.

Broad keyword-based blocking of LGBTIQ content

While much of the analysis we performed was on blocked videos, communities, and
personal accounts, we also discovered that searches for communities and personal
accounts in Russia were censored when their search queries contained keywords related
to LGBTIQ content (see Table 2). We found that the use of keyword-based filtering applied
exclusively to LGBTIQ terms within Russia and that it is not active in Canada or Ukraine.
Moreover, it is unclear why this filtering is only applied to searches for communities and
personal accounts, but not for videos. To underscore how these terms were not being
censored as part of an “adult only” or safe-search filter but only being used for LGBTIQ
filtering, we additionally tested the following search queries:

* pornography
* nopHorpadwus
* porn

* TMOpHO

* sex

* CceKc

e fuck

e ebaTb

* 6nsTb

* TpaxaTbCH

* TpaxaTb

e anal

* aHanbHbIN

* bitch

* CyKa

*  pussy

* nusga

As none of the terms above triggered keyword-based censorship of our search queries, we
can conclude that the LGBTIQ-based keyword censorship is not part of a larger safe-search
feature but rather one meant to target solely LGBTIQ-related search queries.

Itis unclear why keyword-based filtering is only used to censor LGBTIQ search queries and
not queries for content critical of Putin, the invasion of Ukraine, or other content found
blocked elsewhere on VK. Keyword-based blocking is a particularly blunt tool. On one
hand, itis overly broad, capturing content that may not have been intended. For example,



we found that many anti-LGBTIQ groups existed on VK, and thus the blocking of LGBTIQ-
related searches prevented users from discovering pro- and anti-LGBTIQ groups alike. On
the other hand, keyword-based blocking is simultaneously narrow. As one example, we
found that “LGBT” and “LGBTQ” were blocked but not other variants such as “LGBTQIA”.
As another, although “gay” was censored, “gays” was not. Some terms were blocked in
both Cyrillic and Roman characters (e.g., “l'en” and “gay”) while others only in Cyrillic
but not in Roman (e.g., “Pemboin” but not “femboy”). These inconsistencies give the
impression that the list of blocked terms used by VK was arbitrarily created. Finally, as
keyword-based filtering only applies to searches, users can still access communities
and personal accounts whose names contain blocked keywords by searching for other
keywords in their names or by typing the URLs to their pages directly.

Given that keyword-based blocking is simultaneously both too broad and too narrow,
as well as ineffective, it is unclear why it is applied only to LGBTIQ content, much less
any content at all. One possibility is that, because the anti-LGBT “propaganda” laws

(including the federal law "for the Purpose of Protecting Children from Information
Advocating a Denial of Traditional Family Values") are vague concerning what consti-
tutes “LGBT propaganda,” this type of filtering is intended to be very visible to users,
although it is not actually effective at censoring content. In this sense, this filtering may
be acting as a sort of “compliance checkbox” to attempt to demonstrate compliance
with Russian law.

Consistent legal justification

We found that VK attributed every blocked community or person in Russia to a court
decision and that every blocked video in Russia was attributable to a blocked commu-
nity or person. Altogether, there were 336 different VK block messages that cited 303
unique legal case numbers. In some instances, we were able to find the text of the court
decision ordering the blocking of the communities or personal accounts and retrieve the
law cited to justify the ordering of the blocking. More study is needed to systematically
analyze the court cases and laws justifying VK’s blocking decisions and to determine both
whether VK cites appropriate court decisions to justify its blocking and whether those
court decisions cite appropriate laws to justify their blocking orders. It seems that, in
many cases, the necessary information may be available to perform such an analysis. At
this time, we will merely call attention to one block message which is notable because
a press release was also cited:

“9TOT MaTepuan 3abNOKMPOBaH Ha TeppuTopun PP Ha ocHOBaHWUK pelleHuns cypa/
YNOIHOMOYEHHOTO pefiepanbHOro opraHa UCNOIHUTENBbHOM BAacTu (MeTannypruyeckuii
paloHHbIN cyA T. YensabuHcka - YensbuHckas obnactb) ot 11.12.2019 Ne 2a-3052/2019
KommeHTapuii BKoHTakTe: vk.com/press/blocking-public38905640”



https://www.cnn.com/2022/12/05/europe/russia-lgbtq-propaganda-law-signed-by-putin-intl/index.html
https://www.hrw.org/news/2022/11/25/russia-expanded-gay-propaganda-ban-progresses-toward-law
http://vk.com/press/blocking-public38905640

In English:

[This material was blocked on the territory of the Russian Federation on the basis of the
decision of the court / authorized federal executive body (Metallurgichesky District Court of
Chelyabinsk - Chelyabinsk Region) dated December 11,2019 No. 2a-3052/2019 Comment
VKontakte: vk.com/press/blocking-public38905640]

In the linked March 2021 press release, VK notes Russia’s increasingly tightening

regulations of social media networks and legal obligations to implement proactive
censorship measures in justifying the blocking of the “AnbsiHc retepocekcyanos n /IFBT
3a paBHonpasue” [Alliance of Heterosexuals and LGBT for Equality] VK community.

Gaps in blocking transparency

While VK consistently attributed blocking in Russia to court orders, VK’s approach of
blocking users, and then transitively all of their videos, rather than blocking specific
videos themselves, still lacks transparency on multiple levels. Although VK consistently
provides a legal justification for why a community or personal account is blocked in
Russia, when viewing a blocked video it is not clear who the poster was, and, even if the
blocked poster is known, it is not clear to other VK users which video or other content
from that user may be responsible for their blocking. This problem is exacerbated as
VK’s blocking has the effect of capturing all past and future posted videos of the blocked
community or personal account. Thus, VK’s approach has a tendency to over-block, as a
community or personal account may have multiple interests and post content on a variety
of topics, including benign ones that are unrelated to the original justification of a block.
Reviewing some of the court orders which VK cited in justifying account blocking, we
found that the orders had no associated time period. Thus, the blocks may be applied in
perpetuity, exacerbating this over-blocking. Further, it is not clear if VK notifies a poster
that their content is being blocked in Russia. Thus, VK users may be unaware that all of
their content is unavailable to usersin Russia, especially if they are using VK from a region
other than Russia.

Inconsistent copyright enforcement

We found that copyrighted entertainment content was often blocked in Canada including
TV, sports, and music, while current events was the type of content that was blocked
the most in Russia, mainly those dealing with the Ukraine war and Belarus. Copyrighted
content was thus largely accessible in Russia even when it was blocked in Canada.
Although in this report we did not systematically compare Ukraine and Canada for differ-
ential blocking, we generally observed that the same copyrighted content unavailable
in Canada was accessible in Ukraine. This observation suggests that VK approaches
moderation around copyright on a geographical basis, rather than using a method which
distinguishes Russia from all other countries. Based on our analysis, VK’s approach to


http://vk.com/press/blocking-public38905640
http://vk.com/press/blocking-public38905640

copyright moderation is far more lax and permissive in Russia and Ukraine than in
Canada. That is, VK users in Canada have more content restricted based on a copyright
justification, compared to users in Russia and Ukraine. We also found, despite this uneven
application of copyright enforcement, that pirated content is widespread on the platform.
This finding is especially true for ebooks and music content, which are widely available
on VK.

K

Sign up

MARGARET HEFFERNAN

Wilful

Blindness

auE N -
Redesigning .h
Work =\ \

Redesigning Work.epub

The Gut Stuff.epub

Wilful Blindness.epub

& 1

Figure 10: An example of pirated ebook content available and downloadable on the “English
Books and Magazines” VK community.

This differential treatment of users by region is also revealed in other manners, such as
in VK's privacy policy, which has different data retention policies for Russian users versus

users outside of Russia. For example, according to those policies, VK “store[s] Russian
users' messages for six months and other data for a year (in accordance with paragraph
3, Article 10.1 of Federal Law 'On Information, Information Technologies, and Information
Protection).”

Comparison to Chinese social media censorship

China’s social media information control system is decentralized and characterized by
“intermediary liability,” or what China refers to as “self-discipline,” allowing the Chinese

government to push responsibility for information control to the private sector. Internet
operators which are deemed to have failed to have adequately implemented information
controls are liable to receive fines, have their business licenses revoked, or be the recipient


https://m.vk.com/data_protection?lang=en&section=rules
https://www.usenix.org/conference/foci17/workshop-program/presentation/knockel
https://www.emerald.com/insight/content/doi/10.1108/14636691211271235/full/html?skipTracking=true
https://www.mcclatchydc.com/opinion/article24570625.html

of other adverse actions. These companies are largely left to decide on their own regarding
what to proactively censor on their platforms, attempting to balance the expectations of
their users with appeasing the Chinese government. In China, block messages are often not
displayed by Chinese platforms and therefore users have no way of knowing the legal justi-
fication for the blocked content. However, in Russia, VK ultimately attributed the blocking
of each video, community, or person to whichever court case ordered the blocking of that
content. In some cases, we were able to find the text of the court case and retrieve the
laws cited in justifying the takedown request. While much may be lacking in terms of due
process in Russia’s court-ordered blocking approach, this system is still more transparent
than in China, where blocking decisions are more proactively done by the private sector,
with blocking decisions being left largely to the discretion of Internet operators.

Chinese social media companies have struggled to grow their platforms globally and to
apply information controls while they expand. Tencent’s WeChat has been scrutinized
for its application of Chinese political censorship and surveillance, either expressly or
secretly, to conversations among users entirely registered outside of China. Furthermore,
when using WeChat, users have no visibility into whether they are communicating with a
user registered in China and therefore cannot predict the extent to which their communi-
cations will be subject to political censorship or surveillance. Unlike Tencent, Bytedance
simply abandoned the idea of growing a single platform with radically different informa-
tion control rules for users inside versus outside of China. Instead, Bytedance operates
Douyininside China and a platform with a completely distinct user base, TikTok, outside
of China. VK’s approach of blocking community and user accounts, but not content
directly, may have some advantage in alleviating the friction in attempting to expand
VK globally, or outside of the Russian information control regime. On VK, users in Russia
are simply unable to communicate or read the content of users blocked in Russia, and
thus there have not been negative media stories covering how non-Russia-based users
are having their content deleted in the style of those covering WeChat. This difference
is because, on VK, politically motivated blocking is seemingly applied only to users and
not individual content.

At a high level, there are both similarities and differences in the topics censored in Russia
and China. In both countries, foreign news sources and criticism of its top leaders are
subject to censorship. However, each country also has their particular sensitivities. For
instance, while Chinese social media has not always been friendly to LGBTIQ content, in

Russia, such content is aggressively targeted, as facilitated by the anti-LGBTIQ “propa-

ganda” laws. In light of its invasion of Ukraine, Russia is also particularly sensitive to

content that is critical of the Russian side of the armed conflict. Conversely, some of
China’s evergreen political sensitivities include the Falun Gong spiritual/political
movement, the status of Taiwan, and calls for independence of Tibet, Xinjiang, and Hong

Kong. While Chinese social media has also been quick to censor content related to the
COVID-19 pandemic, we did not find differential censorship relating to COVID-19 on VK,



https://www.techinasia.com/china-wechat-censoring-users-globally
https://citizenlab.ca/2020/05/we-chat-they-watch/
https://www.theguardian.com/world/2021/jul/08/outrage-over-crackdown-on-lgbtq-wechat-accounts-in-china
https://www.themoscowtimes.com/2022/12/27/russias-media-regulator-granted-powers-to-block-all-lgbt-sites-a79809
https://www.cfr.org/in-brief/russia-censoring-news-war-ukraine-foreign-media-are-trying-get-around
https://www.washingtonpost.com/wp-srv/inatl/longterm/china/stories/sect072399.htm
https://www.govtech.com/security/taiwan-sites-among-most-blocked-in.html
https://www.techdirt.com/2021/11/11/chinese-internet-companies-are-censoring-people-who-write-speak-tibetan-uyghur-lending-hand-to-chinas-cultural-genocides/
https://citizenlab.ca/2020/03/censored-contagion-how-information-on-the-coronavirus-is-managed-on-chinese-social-media/

but this might be because such content was removed in all regions that we analyzed.

While both China and Russia use Internet censorship to protect the political images of
their own leaders, they are inconsistent in how they protect the images of each others’
leaders. Although Chinese Internet platforms appear willing to help protect the image
of Putin, we found no evidence of VK blocking content critical of Xi Jinping or any other
Chinese leader. In our ongoing study of censorship on Chinese search platforms, we

have found that Chinese search engines Baidu and Sogou and video sharing site Bilibili
enforce censorship rules relating to “&R” [Putin]. As examples, we found that search
queries on Sogou containing “E 5 + Jh#L” [Putin + dictatorship], “E R + & 4587 [Putin
+ Hitler], or “E R %3[E” [Putin’s kleptocracy] restricted search results to only Chinese
state media websites and other Beijing-aligned sources. While some censorship rules
seem solely focused on protecting Putin’s image, others may reveal China’s less-than-al-

truistic motivations in doing so. For instance, “EREEFELT + EsIPEIE” [mutiny of

Putin's cronies + shaking in the Chinese Communist Party’s headquarters] and “&75 +
R T—"1 B =" [Taiwan + becoming the next Ukraine] reveal China’s insecurities

concerning how Prigozhin’s mutiny may be predictive of the future stability of Chinese

Communist Party’s own regime and how Russia’s unanticipated difficulties invading
Ukraine may be prognostic of any future realization of China’s own ambitions to invade
Taiwan. More generally, Chinese censors may be motivated to protect Putin’s image not
only because Russia is an ally of China but also because of the similarities in and there-
fore common insecurities born from their methods of governance. Regardless of Chinese
censors’ motivations here, we found no evidence that Russia’s VK reciprocated the favor
by helping to protect China’s leaders from criticism on VK.

Finally, while there are theories that the Internet is “balkanizing” or becoming a “splin-
ternet” wherein different countries or regions slowly form their own isolated networks
over time, examples of social media censorship from both China and Russia show that
the borders of these isolated networks may be fairly permissive but only in one direction.
On WeChat, users with China-registered accounts are subject to the platform’s invasive
political censorship, whereas users in other countries can not only access WeChat but
also express political ideas with one another with relative amounts of freedom compared
to their Chinese counterparts. We find the same with VK in that VK subjects users in
Russia to pervasive levels of political censorship, whereas users in other countries are
not only allowed membership on the site but are also relatively more free to engage in
political speech. In an irony, each of these social media networks subjugates users from
the country in which the network was founded with the greatest restrictions, whereas,
not only do these networks allow users to join from other countries but also grant these
users the freedom to engage in a larger range of political expression.


https://citizenlab.ca/2023/04/a-comparison-of-search-censorship-in-china/
https://www.wired.co.uk/article/internet-balkanisation-ian-levy
https://en.wikipedia.org/wiki/Splinternet
https://en.wikipedia.org/wiki/Splinternet
https://citizenlab.ca/2016/11/wechat-china-censorship-one-app-two-systems/

Data

The complete set of videos, communities, and people that we found blocked in Russia
and Canada, as well as their block messages, are available on GitHub at the following
link: https://github.com/citizenlab/not-ok-on-vk-data

Appendix A: Accessibility of VK in Ukraine

In2017, a presidential decree issued by the Petro Poroshenko administration ordered VK
and other Russian social media platforms to be blocked on Ukrainian network providers.
This order was extended in 2020 by the Zelensky administration until 2023. In order to
accurately contextualize the findings in this report with the real world effect on Ukrainian
users, we reviewed recent data to measure the accessibility of VK in Ukraine. Namely,
we reviewed relevant data collected by the Open Observatory of Network Interference

(OONI), which is a non-profit organization that collects global data of website accessibility.
Measurements of website accessibility are performed by volunteers who run software
(called OONI Probe) which attempts to access a list of websites, including VK, reporting

the results to a centralized database. We reviewed this database of measurements, specif-
ically all attempts to access any site under the “vk.com” domain space in Ukraine from
May 20, 2023 to June 20, 2023. This review covered a total of 295 measurements coming
from 20 networks in Ukraine. We find that VK remains consistently blocked in Ukraine
during this period on all but three networks. We also find that in six networks circum-
venting the blocks is likely easy to accomplish based on how the blocking is carried out.

ASN Network Name # of VK Blocking Blocking Blocking
Measurements Accessible? Transparent? Type Method
AS13188 TRIOLAN 49 No Yes Block Page Incorrect

With Legal DNS
Justification ~ Server

Response
AS24685 DOMONET 43 No No IP Blocking  Timeouts
AS25386 INTERTELECOM-AS 40 No Sometimes IP Blocking ~ Timeouts
and + Block
Blockpage Page,
No DNS
tampering
AS15895 Kyivstar PJSC 35 No Yes Block Page Incorrect

With Legal DNS
Justification  Server

Response
AS6849 UKRTELNET 31 No No Localhost Incorrect
DNS DNS

Response Server
Response


https://github.com/citizenlab/not-ok-on-vk-data
https://www.kyivpost.com/post/7880
https://ooni.org/
https://ooni.org/
https://ooni.org/install/
https://github.com/citizenlab/test-lists
https://explorer.ooni.org/m/20230618123615.664809_UA_webconnectivity_b637c52b9c085024
https://explorer.ooni.org/m/20230618123615.664809_UA_webconnectivity_b637c52b9c085024
https://explorer.ooni.org/m/20230618123615.664809_UA_webconnectivity_b637c52b9c085024
https://explorer.ooni.org/m/20230618141329.310017_UA_webconnectivity_9b015827c3a6f08c
https://explorer.ooni.org/m/20230614140751.905454_UA_webconnectivity_e5ee251407a197de
https://explorer.ooni.org/m/20230608082407.587295_UA_webconnectivity_e4ef4045e32558cd
https://explorer.ooni.org/m/20230604202756.344594_UA_webconnectivity_0628384ca98a90eb
https://explorer.ooni.org/m/20230604202756.344594_UA_webconnectivity_0628384ca98a90eb
https://explorer.ooni.org/m/20230604202756.344594_UA_webconnectivity_0628384ca98a90eb
https://explorer.ooni.org/m/20230611185432.608591_UA_webconnectivity_6ba7cb0d55163f48
https://explorer.ooni.org/m/20230611185432.608591_UA_webconnectivity_6ba7cb0d55163f48
https://explorer.ooni.org/m/20230611185432.608591_UA_webconnectivity_6ba7cb0d55163f48

ASN Network Name # of VK Blocking Blocking Blocking

Measurements Accessible? Transparent? Type Method
AS30886 KOMITEX-AS 25 No No Localhost Injection
DNS of DNS
Response Response
AS25521 ASN-ASIPN 16 No Yes Block Page Incorrect

With Legal DNS
Justification  Server

Response
AS12963 VOLZ Scientific 12 No No IP Blocking Timeouts
-Industrial Firm
Volz Ltd
AS3326 DATAGROUP 12 No No IP Blocking Timeouts
Datagroup PJSC
AS25482 ISP-STATUS ISP 10 No No HTTP HTTP
STATUS Blocking level
blocking
but TCP
connec-
tion
succeeds
AS200000 UKRAINE-AS 8 Yes No Blocking No Blocking  No
Blocking,
but timed
out1/8
times.
AS197058 ASPSTS 4 No No IP Blocking Host
unreach-
able
AS21497 UMC-AS 2 No Yes Block Page Incorrect

With Legal DNS
Justification  Server

Response
AS44477 STARK-INDUSTRIES 2 No No IP Blocking ~ Timeouts
AS14593 SPACEX-STARLINK 1 Yes No Blocking No Blocking  No

Blocking
AS29436 ASN-IMPERIAL 1 No No IP Blocking ~ Timeouts
AS56835 UTELS 1 No No IP Blocking  Timeouts
AS56851 VPS-UA-AS 1 No No IP Blocking Timeouts
AS57033 ALTAIR-KPK-AS 1 No No IP Blocking  Timeouts
AS196767 INMART1-AS 1 Yes No Blocking No Blocking  No

Blocking

Table 20: Summary of VK availability in Ukraine during May 20 to June 20, 2023, according to
OONI measurements.

We find that VK is blocked in Ukraine using a variety of methods depending on the
network. This variation indicates that censorship of VK is likely implemented at the ISP
level rather than by a government-run national filtering system. Furthermore, we see
three networks — UKRAINE-AS (AS200000), UMC-AS (AS21497) and the Satellite network


https://explorer.ooni.org/m/20230608082153.923813_UA_webconnectivity_4c8ba1a5ed1bb1cc
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https://explorer.ooni.org/m/20230618002315.445639_UA_webconnectivity_03b5a1efe78a781e
https://explorer.ooni.org/m/20230618002315.445639_UA_webconnectivity_03b5a1efe78a781e
https://explorer.ooni.org/m/20230608193941.390209_UA_webconnectivity_9915aa87ff5860a0
https://explorer.ooni.org/m/20230531111940.402062_UA_webconnectivity_d3718c6bd5b21b95
https://explorer.ooni.org/m/20230605104214.787473_UA_webconnectivity_eeaf54e54996ee0f
https://explorer.ooni.org/m/20230605104214.787473_UA_webconnectivity_eeaf54e54996ee0f
https://explorer.ooni.org/m/20230607144026.117203_UA_webconnectivity_792015771d5c1c26
https://explorer.ooni.org/m/20230620034322.172141_UA_webconnectivity_ccc7dd5b22a3536f
https://explorer.ooni.org/m/20230615135425.105656_UA_webconnectivity_28b1df8d4fb4b687
https://explorer.ooni.org/m/20230615135425.105656_UA_webconnectivity_28b1df8d4fb4b687
https://explorer.ooni.org/m/20230615135425.105656_UA_webconnectivity_28b1df8d4fb4b687
https://explorer.ooni.org/m/20230530150751.961478_UA_webconnectivity_dd4fa92bda3e876d
https://explorer.ooni.org/m/20230601131807.889031_UA_webconnectivity_6c5d4304cbed04c9
https://explorer.ooni.org/m/20230607030808.956155_UA_webconnectivity_d21e922ddafbf375
https://explorer.ooni.org/m/20230616093154.435774_UA_webconnectivity_6927f95147ea0311
https://explorer.ooni.org/m/20230616093154.435774_UA_webconnectivity_6927f95147ea0311
https://explorer.ooni.org/m/20230615152731.160457_UA_webconnectivity_fd6dc489151a9130
https://explorer.ooni.org/m/20230525010720.977538_UA_webconnectivity_31ceba7154556ed4

provider SpaceX (AS14593) — where VK remains available. However, on the network
UKRAINE-AS, although VK was accessible in seven measurements, the connection timed
out in one measurement. On all other remaining 17 networks, VK was blocked, though
the method by which this was implemented varied. The networks mainly either blocked
VK by IP (9 out of 20 networks) or returned incorrect IP responses from their DNS servers
(5 out of 20 networks). One network, INTERTELECOM-AS (AS25386), both blocked VK
by IP, as well as by providing an incorrect DNS server response that returned a block
page. One network (KOMITEX-AS AS30886) injected incorrect DNS responses and another,
ISP-STATUS (AS25482), blocked VK at the HTTP level.

Itisimportant to note that blocking which isimplemented solely by returning an incorrect
DNS server response, as is the case on five networks, should be easy for knowledgeable
users to circumvent. Simply changing the DNS server from the ISP hosted default to a
public DNS server provided by Quad9 or CloudFlare may be sufficient to circumvent this

blocking. Furthermore, some systems may be already preconfigured to use a DNS server
not provided by a user’s ISP. Firefox, for instance, uses DNS over HTTPS (DoH) by defaultin
multiple countries including Ukraine, automatically circumventing DNS-based blocking.

Networks implementing such easily, and perhaps even accidentally, evadable blocking
may explain why Ukraine still has the third largest number of visitors to VK despite its

drop in visitation.

Only four networks communicated the block transparently to users all of the time by
displaying a block page: Triolan (AS13188), Kyivstar (AS15895), ASIPN, which is known
more widely as IPnet.ua, (AS25521), and UMC (AS21497). All four networks are large
residential ISPs in the country. For example, this sample measurement on the Triolan

network shows that an attempt to access “https://vk.com” leads to an SSL error or a
block page. This page reads in part: “WARNING! Access to the resource cannot be granted!
Access to this resource is not granted in order to fulfill the Decrees of the President of
Ukraine', and it cites the relevant legal decrees which are listed on the page as:

e No.133/2017 dated May 15, 2017 (Appendix No. 1, Appendix No. 2)

* No. 126/2018 dated May 14, 2018 (Appendix No. 1, Appendix No. 2)

* No. 82/2019 dated March 19, 2019 (Appendix No. 1, Appendix No. 2, Appendix No. 3,
Appendix No. 4)

One network, Intertelecom (AS25386), communicated the block transparently only some
(42.5%) of the time. The remaining 12 networks did not transparently return a block
message to the user. For users on these networks, attempts to access VK resulted in these
requests failing, which is similar to other network errors, and without providing a legal
justification. Therefore, we found the blocking of VK in Ukraine to be highly variable.
Some networks perform no blocking, and among those that do, users on those networks
may not experience blocking depending on their DNS configuration. Finally, for those in


https://www.quad9.net/
https://www.cloudflare.com/en-gb/learning/dns/what-is-1.1.1.1/
https://support.mozilla.org/en-US/kb/firefox-dns-over-https
https://archive.is/zuYBw
https://ipinfo.io/AS25521
https://ipinfo.io/AS25521
https://explorer.ooni.org/m/20230618123615.664809_UA_webconnectivity_b637c52b9c085024
https://vk.com/
http://www.president.gov.ua/documents/1332017-21850
http://www.president.gov.ua/storage/j-files-storage/00/40/34/39e6a69b837b8f15f8885e00fbd9bae2_1494964345.pdf
http://www.president.gov.ua/storage/j-files-storage/00/40/38/6f76b8df9d0716da74bb4ae6a900d483_1494964345.pdf
http://www.president.gov.ua/documents/1262018-24150
http://www.president.gov.ua/storage/j-files-storage/00/60/66/b37b3c386bfc451b7767a8bb0e644596_1527145800.pdf
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https://www.president.gov.ua/documents/822019-26290
https://www.president.gov.ua/storage/j-files-storage/00/65/10/26ff8d8c25d2081f4e3666cba71bddf9_1553072270.pdf
https://www.president.gov.ua/storage/j-files-storage/00/65/14/de883275b7de6d25a9e2ff83478e6603_1553072270.pdf
https://www.president.gov.ua/storage/j-files-storage/00/65/18/1553f5daff6da055836f4d251701a8d6_1553072270.pdf
https://www.president.gov.ua/storage/j-files-storage/00/65/22/3d47c9d93a42d48559eebc4aa62b199d_1553072270.pdf

NOT OK ON VK

Ukraine whose access to VK is blocked, they may receive a block message or a network
or SSL error.

YBara! [locTyn Ao pecypcy He MoXe GyTu HagaHo!

[loCTYN 10 AAHOTO PECYpCy He Ha YKasia Il Ykpalnu:

« Ne133/2017 Big 15 TpasHs 2017 poxy (AloaaTok Nel, logatok Ne2)
« No126/2018 Big 14 TpaBHs 2018 poky (floaTok Nel, floaarok Ne2)
= Ne82/2019 Bia 19 6epeana 2019 poky (AoAaTok Nel, SoAaTok Ne2, fofaTok Ne3, fofaTok Ned)

no AKNX, i HaJiaBaTM KOPUCTYBaYam Mepexd IHTEPHET JOCTYN /10 AAHOTO PECYPCY.
¥ pasi, aKiyo y Bac € NUTaHKS WO/L0 AETANLHOT IH(OPMALIT NPO Bi/ICYTHICTB HAAAHHA 4OCTYNY, Bi MOXETE SHAIITH BIANOBIAL Ha Ll CTOPIHIY, A60 X 3a7aTH NNTAHHS HA HAWIi CTOPIHL y
Mepexi Facebook

Aki NMTaHHA Ta cKNafHOLL BUHUKAKThL Y HalLWX KOpUCTYBadiB:

[e 3HaiATi NoBHWIA nepenik 3a610K0BaHMX CANTIB? (Hatuckits, wo6 posropyTy Ta oTpUMATI Ginbiue H(popMAL)

K 3MIHUTU NOLLYKOBY CUCTEMY Ta JOMALLIHIO CTOPIHKY? (Hatwcsite, o posropkyTi Ta oTpumari Ginbuwe inchopmayi)

Slky anbrepHaTusy 3abnokoBaHM caiitam Skum 41HOM 06iiiTI GokyBaHHA caitTis? Konwu bypae posbnokoBaHo gocTyn flo caiTis?
Hagae Triolan? -
M He MAEMO NPaBa He BUKOHYBATA 3aKOHN Ta. [0 HagBHOI 3 Ykasy
3 ornagy Ha Te, Lo Triolan He Ma€E HIAKOTO BIAHOWEHHN A0 aKTW, AKi HaBpanu YMHHOCTI B YkpalHi. 3 ornAay Ha Le, Mi CTPOK 3aCTOCYBAHHA OOMEXYBANbHUX CAHKLA 10 BKa3aHUX
PO3POGKN Ta MATPUMK Gypb-SX HTEPHET-PECYPCiS, i e NATPAMYENMO Ta SACYAXYENMO NMTAHHS LOJ0 WisXiS pecypeie Ta cepicis CTaHOEMTS 3 poku
HE MOXEMO HAAATW HIAKOT ANLTEPHATUBW. M MOXEMO 06xo/y GnoKyBaHb.
EnokyBasHs Gyae AU NPOTATOM yCbOro 3a3HAUSHOT0 B
TiNbKin NOPEXOMEHYBATI KOPUCTYBaYaM NOYaTH % s 5 =
TaKox, MU He NiATPUMYEMO JUCKYCili 3 NUTaHHS "kuii came Ykasi TepMiHy, AIKLLO IHLLE pilueHHs He By/e NPUiAHATO
KOPMCTYBATMCA CoLankbHOI0 Mepexeto Facebook Ta e 2 &
A Mexaism GrokyBaHHS GyB 3aCTOCOBaHMI". BiAOBigHIM YKa30M, 3aKOHOM a60 iHILMM NiZaKOHHIM
nowykom i noutoio Google T

TakiM UUHOM, AUCKYCIT HA O3HAUeH Temit 3

Ane, 3BICHO, Ay CaMe COUia/lbHy MEPEXY Ta NOLYKOE =
L/ S e npe/AcTaBHUKaMA Triolan He MaTHMyT Bianosieii.

cHCcTeMY 3 NOLWTOK 06upaTh KopucTysayesi - ue Bnbip
camoro KopHeTyBava.

Figure 11: An example of a transparent block page returned on the network “Triolan” [AS13188]
in Ukraine for vk.com on June 18, 2023.
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