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December 29, 2025
To Whom It May Concern at Cellebrite:

The Citizen Lab, an interdisciplinary laboratory based at the Munk School of Global Affairs &
Public Policy, University of Toronto, is currently researching the role of your company’s
mobile forensic data extraction technology in cases involving members of Jordanian civil
society.

Our research confirms the following:

e Cellebrite’s products have been used by the Jordanian authorities to extract data from
the phones of activists and civil society members without their consent.

e During our forensic investigation of previously-seized devices, the Citizen Lab
uncovered novel iOS and Android Indicators of Compromise (loCs) that we attribute
with high confidence to Cellebrite’s forensic extraction products.

e Jordanian court records shared with the Citizen Lab further indicate abuse of
Cellebrite products in criminal prosecution cases against activists and members of
Jordanian civil society.

e The Jordanian authorities used Cellebrite in a manner that likely violated international
human rights law.

We also seek answers to the questions raised by OCCRP in their letter to Cellebrite also dated
December 29, 2025.
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We plan to publish a report reflecting our research. Provided we receive your response by
5pm CET on January 12, 2026, we will publish any response you provide us in full along with

our research report. All correspondence with Cellebrite will be considered public and included

with the final research report.

Sincerely,

7Y

Ronald J. Deibert, O.C., 0.0nt

Director, The Citizen Lab

Professor of Political Science

Munk School of Global Affairs & Public Policy
Signal rondeibert.11

Bluesky @rondeibert.bsky.social
https://deibert.citizenlab.ca/
https://citizenlab.ca
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